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HacTtoslwee pykoBOACTBO MO 3KcnnyaTaumm (ganee no Tekcty — PJ)
COOEPXKUT CBEAEHMSI O Ha3HaAYeHUW, KOHCTPYKUUM, npuHUune pabdoTshl,
TEXHUYECKMX  XapaKTepucTukax  ynpasBrisieMoro  CeTeBOro  KommyTtaTtopa
BOLID SW-224 ALI[1P.203729.004 (ganee no TekcTy — YCTPONCTBO, KOMMYyTaTOP
Unu n3genue) 1 ykasaHua, Heobxogumble Ana npaBuribHOW M 6es3onacHoun

aKcnnyatauunn.

BHUMAHUWE!

L PykoBoacTBO MO 3KCnslyaTtaumm COLEPXWUT TOJSIbKO CrpPaBOYHYHO
MHGOpMaLNIo, HEOBXOaMMYKO AN UCNOMb30BaHUA €0 TEXHUYECKUX
BO3MOXXHOCTEWN.

L OmsanvH  u3genusi, TexHudeckune  xapaktepuctukm un - [0,
YNOMsAHYTble B [JaHHOM PYKOBOACTBe, noasiexaT U3MeHeHuo 06es
obda3aTenbHOro nNpeaBapuUTeSibHOro MMCbMEHHOIo YBEOMSIEHUS.

1 B cnyyae HaxoxgeHwss HETOYHOCTEW WM  HECOOTBETCTBUW,
obpawianTechb B CryX0y nogaepxku.
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1 ObLLUME CBEOEHUA

1. CeTeBon KOMMyTaTOpP NpeaHa3Ha4vYeH ans cCoeANHEHNA HECKOSTbKMX Y3I10B
KOMMbIOTEPHOM CETU B Npeaenax 04HOro Uin HECKONbKNX CETMEHTOB CETH.

2. lNoppoepxka TexHorormm PoE nossonser nepegaBaTb nuTaHue
Ha pasfun4yHble yCcTpoMcTBa U nepudepuo. YCTPOUCTBO Takke MWCMoSib3yeTcs
AN NOAKITIoYEeHNa BUOEOPErncTpaTopoB N CETEBLIX BUAEOKaAMep Mo TEXHOMOMmn
PoE, a Takke nepegayn gaHHbIX Mexay ceteBbiMn ycTponctesamm COT.

3. [pn coBMECTHOM MCMNoOSb3oBaHUM € npeobpasoBaTensMn UHTepdEncos
«C2000-Ethernet» nosBonseTr KOMMYTUPOBATb CUrHasibl OXPaHHO-NOXaPHbIX
npnoopos MCO «OpnoH», a Takke NpnubopoB APYrux CUCTEM.

4. Obnactb NPUMEHEHUA KOMMyTaTopa: CUCTEMbl BuAEOHAbMaeHUs,
OXpPaHHO-NOXapHas curHanusauus, CKYy[, CUCTEMBbI KOHTpONS
n gucnetTyepmnsaunm o6 bEKTOB.

5. KommyTaTop paccynTaH Ha KpYrnoCyTO4YHbIN peXxnum padoThbl.

6. KommyTtaTtop npegHasHadyeH ans paboTbl B XKUMbIX, KOMMEPYECKMX
N NPON3BOACTBEHHbIX 30HAX.

7. KOHCTpyKUMA KOMMYyTaTopa He rnpegycmaTpvBaeT ero UCnofb3oBaHue
B YCITOBUSIX BO34ENCTBUSA arpeccuBHbIX cpea, NbInn, a Takke
BO B3PbIBOMNOXapOonacHbIX MNOMELLEHNSAX.

8. OTnnunTenebHble ocobeHHOCTM Bepcun 3 OT Bepcun 2 n Bepcun 1:

—MosiBMNacbL onuma yeBenuyeHust panbHocTn nepegadn co 100 m
Ao npegensHo 250 M ana nogkntoYeHHbIX B NopThl 1 — 24 POE ycTponcTs, HO npu
€€ BKIMIOYEHUN CHWXaeTcs ckopocTb nepepgayn go 10 M6ut/c (co 100 MéuTt/c).

BkntoyeHne gaHHon onummn NnponssoauTcs B Beb-nHTEepdence ycTponcTea;
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— PeanusoBaHO WHTeNMeKTyanbHoOe YynpasfieHne 3aHepronoTpebrneHnem
PoE. [lJaHHas doyHKUMA NO3BONSAET OTKMNOYaTh YCTPOUCTBA, NOAKI0YeHHble B POE
NopTbl C HaNbONbLWNM HOMEPOM, 3aTeM CrieylLmin Mo BefIM4MHE HOMeEp, MoKa
notpebnsemass MOLHOCTb HE CHU3UTCS HWxXe oblen JonyCTUMOM MOLLHOCTU
PoE;

— [dobaeneHo obOHapyxeHne cboeB — «PoOE watchdog», koTopoe
aBTOMaTU4eCKn onpegensieT cbon ceTeBOro nopra M nepesanyckaeT CeTeBYH
CBA3b Ha nopTy. OTa (yHKUMS NO3BONSET m3bexarb pydvHOro obeCnyxmBaHus
N nepesanycka ceTn, 3KOHOMS BPEMS U CHUXasA 3aTparbl.

9. BoamoxxHOe npumeHeHue:

|
|
I

L

PoE IPC

E

PoE IPC PC

PucyHok 1.1 — CeTeBoe coeanHeHne
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2 TEXHUHECKUE XAPAKTEPUCTUKH

OCHOBHblIe  TexHu4yeckue

XapaKTepUCTUKK

n3genns 7 cepBUCHbIe

ocobeHHOCTW NpefcTaBfeHbl HUXe (cM. Tabnuua 2.1).

Tabnuuya 2.1 — OCHOBHbIE TEXHMUYECKME XapaKTEPUCTUKN™

HaumeHoBaHue napameTpa |

3HayeHue napameTpa

CeTeBble MHTEPdENCHI

OObLiee KonNnM4ecTBO

26 nHTepdencos

Mopt Ne 1-24: RJ-45 10/100 Mowut/c
PoE

RJ-45 (I'IopT) Ne 25 - 26: 2 kombo-nopta RJ-45
10/100/1000 M6wuTt/c (uplink)

SEP MopT Ne 25—2.6: 2 kombo-nopta SFP
1000 M6wuT/c (uplink)

SFP+ Het

O6opynoBaHue

MopTbl RJ-45 26 nopTtoB

MopTbl SFP 2 nopTta

MopTbl SFP+ HeTt

QnekTponuTaHue (NepemMeHHbIN TOK)

Hanps»xeHne nutaHna yctpomnctea

100 - 240 B nepemeHHOro tToka

[MoTpebnsembln TOK

6A

[MoTpebnsiemass MOLHOCTb

10 BT B gexypHoM pexunme
600 BT npu nosHom Harpyske

[MponsBoanTENLHOCTL
YpoBeHb L2
Tun YnpaBsnsembiv

Bpems TexHnyeckon rotToBHOCTH

npubopa kK pabote S0¢c
KommyTtaumoHHaa matpuua 8,8 Ghps
MapLipyTnsauus naketos 6,55 Mpps
Bydep nakeTtoB 2,75 Méut
Tabnuua MAC agpecos 4 K

BOLID SW-224 Bep.3 ALOP.203729.004 POn n3m.3 ot 01.07.2025




BOLID SW-224 Bepcusa 3. PykoBoacTBO NO 3KcnslyaTaumm 8

HanmeHoBaHue napameTtpa

3Ha4vyeHue napameTpa

MopaepxvBaemble cTaHaapThI

IEEE 802.3, IEEE 802.3u, |IEEE 802.3x,
IEEE 802.3ab, IEEE 802.3z

PoE

Crangaptbl PoE

IEEE802.3af,
IEEE802.3bt

IEEE802.3at, Hi-PoE,

MowHocTb PoE nopToB

MopT Ne1 — 2: He 6onee 90 BT (Ha nopT)
MopT Ne 3 — 24: He 6onee 30 BT (Ha nopT)

Obuwasa mowHocTb PoE

He 6onee 360 BT

PacnnHoBka nogaBaemoro
nutaHna PoE

1,2,4,5(V+),3,6,7,8(V-)

PoE ynpaBneHune

Hactponka PoE (ucnonb3oBaHune nopTta B
peanbHOM BPEMEHM), CTAaTUCTMKA COBbITUI
PoE, Green PoE, noaaepxka
coBmecTtumocTu, PoE watchdog

PacctosiHne nepegaym no PoE

Jo 250 m

CepBucHbIE 0COBEHHOCTH

OcHoBHOE OepeBo

IEEE 802.1d (STP); 802.1w (RSTP)

VLAN

IEEE802.1q Standard VLAN

YnpasneHne noTokamm

Mopaepkka ynpaBreHnst MOTOKOM Ha
ocHoBe |IEEE802.3X

ArpernpoBaHue (06beanHeHne)
KaHanoB

LACP, ctatuyeckoe arpernposaHue

3epkanuposaHue 1:1 (OguH k ogHomy), 1:N (MHoro kK ogHoOMY)
Multicast IGMP Snooping

DHCP DHCP-knuneHT

BesonacHocTb Mpuesaska IP+MAC, IEEE802. 1x

CuctemHoe obcnyxunsaHue

BoccTaHoBneHne, 0GHOBMEHNE MPOLLMBKMY,
CUCTEMHBbIN XXypHan

QoS

[MpUOPUTETHLIN peXum,
WRR/802.1p/DSCP, nprnopuTteT npoTokona

Obwme ceBepeHUs

[MpenenbHoe
MMMNYNbCHbIX NOMEX

HanpsikeHne

2 kB/1 kB**
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HaumeHoBaHue napameTpa 3HauyeHue napameTpa

CTteneHb 3aWwmTbl 000N0YKM MO P40
FOCT 14254-2015

YCTOMUYMBOCTL K MEXaHU4YEeCKUM
BO34EeNCTBUAM MO Kateropusi paamewieHus 3
FOCT 25 1099-83

AnanasoH
1-35T
BubpaunoHHble | H4acToT 3
Harpysku MakcumarnbHoe | ¢
ycKopeHue 2 g
[unana3oH pabounx TemnepaTyp OT1-10 °C po +55 °C

OTHocuTenbHas BraXXHOCTb
OT1 10 % 8o 90 %

BO3yxa
[[@abapuTHblEe pa3mMepbl 440%300%x44 mm
Macca 3,51 kr

Bpemsa HenpepbiBHOW paboThl KpYrTIOCyTOUHO
KoMMyTaTopa

CpegHsasa HapaboTka npnbopa Ha

OTKas B JE€XYPHOM pexnve 80000 4
paboTbl

BepodaTtHocTb 6€30TKa3HOM 0,98758

paboTbl 3a 1000 4

1.25G 850nm, 500m, LC, Multi-mode
1.25G 1310/1550nm, 20km, LC, Single-
mode 1.25G 1550/1310nm, 20km, LC,
Single-mode

[MoonepxmBaemble Moaynmn

*TexHnYecKkne xapakTepucTUKN MOTyT OTIMYATLCA OT 3asiBfIEHHbIX.

**B 3aBMCMMOCTM OT CMH(PA3HOro UnNu pasHOCTHOrO CUrHaroB.

[0 yCTOMYMBOCTM K  ONEKTPOMArHUTHbLIM  MOMEexaM  KOMMyTaTop
COOTBETCTBYET TpeboBaHUAM TPEeTben CTENEHN KECTKOCTU, C KpUTEPUEM
KadecTBa JYHKLUNOHNPOBAHUS A, COOTBETCTBYHOLLUMX CTaHOapToB,
nepeyncneHHoix B MNpunoxeHnn b NOCT P 53325-2012.

KommyTatop  yaoBMeTBOPSiET  HOpMaM  UHAYCTPUanbHbIX  MOMEX,

yCcTaHoBIeHHbIM Ans obopynoBaHus knacca b no FOCT P 30805.22.
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YpoBeHb pagunounanyveHna nagenuna B cooreetcteum ¢ NOCT 12.1.006-84

[onyckaeT KpYrrocyTouYHOoe NpoBedeHune OoOCnyXMBalLlmMM nepcoHanom pabor,

NpeaycMOTPEHHbIX HacTosWwmm P3.

Mo cnocoby 3almnTbl OT MOPaXEHUs JINEKTPUYECKMM TOKOM u3genve

oTHocuTca K knaccy 3 no FOCT 12.2.007.0-75.

Tabnuua 2.2 — 3aBUCMMOCTb MakCUMarbHOW NPOMYCKHOW CNOCOBHOCTU U
MOLLHOCTU OT AfMHbI Kabens™

Ka6enb (M) MakcumanbHasn MNponyckHasa cnocobHOCTbL
MoLHocTb (BT) (M6wuT/c)
IEEE802.3bt 90 Bt
100 71,3 100
150 62 10
200 51 10
250 40 10
Hi-PoE 60 BT
100 53 100
150 50 10
200 47 10
250 37 10
IEEE802.3at 30 Bt
100 25,5 100
150 25,5 10
200 25,5 10
250 25,5 10

*B nabopatopHbix ycnoBuax. [lpn HanpsbkeHun nmtaHua PoE 53 B.

Ona kabenen «kateropun CATS5E/CAT6 wu

NOCTOAHHOMY TOKY < 10Q/100 m.

MakCMmMalJibHOM CONPOTUBIIEHNN
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3 KOMIMJEKTHOCTb

11

CoctaB wu3genusa npu noctaBke (KOMMSIEKT MOCTaBKM KOMMYyTaTopa)

npeacrasneH Huxe (Tabnuua 3.1).

Tabnuuya 3.1 — KomnnekTt noctaBku*

O603Ha4eHune HavmeHoBaHue KonunyectBo
AUOP.203729.004 KommyTtaTtop «BOLID SW-224» 1 wr.
AURP 20729004 PO | HORATIES, | o, Sl | g

Kabenb nutanus, 220 B nepemeHHOro 1 wr.

TOKa

KpenneHue B CTOMKY 2 WT.

BuHT M3x5 6 Wr.

SFP mogynb** —
*KOoMNnekT NocTaBkM MOXET OTNNYAaTbCs OT 3asiBIIEHHOTO.
**—[loctaBngawTca No  oTaenbHOMy 3akasdy. ChnMcok  COBMECTUMbIX

KOMNIeKTHbIX SFP-moaynen ykasaH B «[1punoxeHue A».

BOLID SW-224 Bep.3 ALOP.203729.004 POn n3m.3 ot 01.07.2025



BOLID SW-224 Bepcusa 3. PykoBoacTBO NO 3KcnslyaTaumm 12

4 KOHCTPYKUUA

4.1 NMeEPEOHAA NAHENb
Ha pucyHke (PucyHok 4.1) npuBedéH BHELWHWA BWL NepefHen naHenu

KOMMyTaTopa,
(Tabnuua 4.1).

onMcaHue nopTOoB U WHAWKATOPOB CMOTpUTe B Tabnuue

PucyHok 4.1 — lNepeaHas naHeslb KOHCTPYKLNK
Tabnuua 4.1 — lNopTbl U UHANKATOPLI NEepeaHEN NaHenm

Ne MapameTp OnucaHune
RJ-45 10/100 MopThl NOAKMIOHEHNS] PoE ycTtponcts n 3anemeHTOB

1 M6uT/c (POE) nokKanbHOU ceTu.
MopT 1 — 2 Hi-PoE 90 BT (BblaeneHbl KpacHbIM).
10/100/1000 M6éuT/c:
MrabutHole noptel Base-T ¢  wnHAMKaTOpamu
cocTosiHusA. be3 PoE. AsnaioTca KOMOMHMPOBAHHBLIMU
(combo) noptamu. He pabotaloT O4HOBPEMEHHO

o | KOMBUHMPOBaHHbIE | - onryyeckumm SFP nopTamu,

nopThl

1000 M6uT/c:
OnTtnyeckne SFP NopThl. AsnatoTcs
KOMOGWHMpPOBaHHbLIMKN (combo) noptamu. He paboTatoT
OOHOBPEMEHHO ¢ [MrabutHbiMM nopTamn Base-T.

3 RESET KHonka cbpoca Ha 3aBocKMe HACTPOMKM.

4| Console (RS-232) | NopT cepBUCHOrO 00CyXMBAHUS.

5 PoE PWR CseToBoOM nHANKaTop anekrponutaHmna PoE.

NHankaTopsl .
6 q 24 P CseToBble nHankaTopbl coctosiHusa PoE n Uplink.
v NHankaTopbl CBeToBble  MHOMKATOPblI  COCTOSAHUS  COEOMHEHUS
25 - 26 KOMOUHMPOBAHHbLIX NOPTOB.

CBeToBOM  MHAOMKATOP  COCTOSAHMSI  KOMMYyTaTopa.

3 SYS MepaneHHoe MUraHme MHOMKaTopa o3Ha4vaeTt
HopMmanbHyto paboTty ycTpouctea. [lpn 3arpyske
yCTPOMCTBA MUraHne NHaMKaTopa YyCKOPEHO.
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Ne MapameTp OnucaHune

9 PWR CBeTOBOM MHANKATOP SNEKTPONUTaHUS.

Onsa nogkniodeHuss k noptam Ethernet cnegyer ucnoneb3oBatb kabernb
«BuTasa napa» kateropum 5 nnu 5e (CAT5 nnn CATSe).

[onyckaeTcs ncnonb3oBaHme Kak 9KpaHWPOBaHHOTO, Tak n
HeaKpaHMpoBaHHOro kabensa. Kabenb nogcoeamHsieTca K pasbéMam RJ-45

KOMMYyTaTopa C NOMOLLb cTaHaapTHoro wrekepa 8P8C.

4.2 3AOHAA NAHENb
KOHCTPYKTMBHO KOMMYyTatop BbIMOMIHEH B METanfM4eckoM Kopnyce,

noaxoauT ANs KpenneHusi B CEPBEPHYHO CTOMKY.
Ha 3agHen naHenu yctpomncTBa pacrnonoXeH BUHT 3aLlLUUTHOrO 3a3eMIIEHUS,
KnaBulla  BKIHOYEHUS/BLIKIIIOYEHUST MUTAHUSA, BEHTUMSUMOHHOE OTBEPCTME

N pasbem nutaHusa c nogaepxkon 100 — 240 B nepemeHHOro Toka.

PucyHok 4.2 — 3agHasa naHenb
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5 MOHTAX U AEMOHTAX

5.1 MEPbI BE3ONACHOCTU

BHUMAHWE!
MoHTaXX npou3BOAUTbL TOMbKO MNPU  OTKIMIOYEHHOM  HanpsXXeHuu
nUTaHUA.

BHUAMAHNE!
Bce Buapbl paboT ¢ nsgenvem Bo BPeMs rpo3bl 3anpeLuaroTcs.

1. MoHTaxX ©n TexHuMyeckoe oOOCny)XMBaHWE KOMMyTaTtopa  [OOJSKHbI
Npon3BOAUTLCA NUUAMU, UMEKOLWMMU KBANNMUKALUMOHHYIO TPynny MO TEXHUKE
6e30nacHOCTN HE HUXE BTOPOM.

2. KOHCTpyKumMa KoMmmyTatopa yaoBsrneTBopsieT TpeboBaHMsIM MoOXapHOWM
N anekTpobe3onacHoOCTH, B TOM yucne B aBapuUMHOM pexnme
no NOCT 12.2.007.0-75, TOCT P 50571.3.

3.Mlpy  ucnonb3oBaHUM  KOMMyTaTtopa  BHUMATENIbHO  OTHOCUTECH
K PyHKUMAM  BHewHero nutaHmda. [Ona obecnedyeHuss 3awuTbl  CUCTEMbI
OT BHE3amnHbIX KPATKOBPEMEHHbIX CKA4yKOB  OfIeKTPONUTaHUs  UCMOSb3ynTe
orpaHuunTENDb  HanpskeHusi,  dopmupoBaTesrlb  fIMHUM UKW UCTOYHUK
becnepebonHoro nutaHna (UPS).

4. He yctaHaBnnBamTe KOMMYyTaTOp B MecTax: Temnepatypa B KOTOpPbIX
onyckaetcsa Hwxe MuHyc 10 °C  w/unn  nogHumaeTca Bblwe nntoc 55 °C;
C BrnaxHocTblo Bblwe 90 %; NOBbLILEHHOrO MUCNapeHnst U napoobpasoBaHUs;
yCcuneHHon subpaumn.

5. Mpn MOHTaxe npoBoAa 3MIEKTPONUTaHUS N BbIXOAOB CrieayeT OCTaBUTb
AOCTaTOMHOE MNPOCTPaHCTBO And  Nerkoro goctyna npuv  garnbHeunwem
obcnyXnuBaHuM ycTponcTaa.

6. lNpenoTepawante MeXxaHn4eckue noBpexaeHns KoMMyTartopa.
HecooTBeTCTBYHOLLME YCIIOBUSA XPaHEHUs M 3KChnyaTaumm KoMmmyTtaTopa MOryT

NPUBECTU K NOBPEXAEHNI0 060pyaoBaHUS.
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7.B cnyyae ecnu OT ycTpoucTBa WOET ObIM WM HEMOHATHbIE 3anaxu,
HeMeaSIEHHO BbIKMIOYNTE MUTAHNE N CBSXKUTECH C aBTOPU30BAHHBbIM CEPBUCHbLIM
LEeHTPOM (BaLLMM MOCTaBLLMKOM).

8. Ecnn, Ha Baw B3rngag, yCTPOMCTBO paboTaeT HEeKOPPEKTHO, HU B KOEM
cnydae He nblTanTecb pasobpatb €ero camocToaTenbHo.  CBsSXuUTeCb
C aBTOPM30BaHHbLIM CEPBUCHBIM LIEHTPOM (BalUMM NOCTaBLLNKOM).

9. He ponyckanTe YyCTaHOBKY YCTPOWCTBa Mo4 BO3OENCTBMEM MNPSMbIX

COJTHEYHDbIX J'Iy‘-lel7| N BONM3N UCTOYHUKOB, n3ny4vyarowmnx Tenso.

5.2 MOHTAX

1. PaamelleHMe UM MOHTa)X [OO/MKEeH NpoBOAUTLCS B COOTBETCTBUM
C NPOEKTOM, paspaboTaHHbIM ANs AaHHoro obbekTta. [lpy 9TOM B MNpoekTe
AOIKHbI ObITb YYTEHDI:

— YcnoBua aKkcnnyaTauum n3genum,

— TpeboBaHua K ANUHE N KOHGUIypaunmn fIMHUA CBSA3MN.

2. TexHonornyeckas nocrnenoBaTenbHOCTb MOHTaXHbIX  onepauumn
onpegensaeTca ncxoaa ua ygobcrea nx npoBeaeHms.

3. 3anpeluaeTca yctaHaBnueaTb Onmxe 1 M OT 35IEMEHTOB OTONMMEHUS.

4. 0na Bblbopa TuUnNa kabena W cevYeHMst NpoBOAOB Heobxoaumo
PYKOBOACTBOBATLCA HOPMATUBHOM JOKYMEHTaLUMEN.

5. YcTaHOBKa nsgenvs ofmkHa oTBevaTtb crnegyrowmm TpeboBaHNAM:

— HoukaTopbl COCTOSIHMST Ha nepedHen naHenu MoryT ObiTb  nerko
NPOYUTaHbI;

—Y noptoB [OOCTaTOMHO CBOOOOHOrO npocTpaHcTBa AN JocTyna
N NOOBOAKN Kabenewn;

— Pa3bém NUTaHUS HaxoauTcs B npegenax AoCcsaAraeMocTu
AN51 NOOKMIOYEHUS K UCTOYHMKY NUTaHNS;

— N3penne 3asemneHo cornacHo [1Y3-7 n.1.7.126 (ceyeHue mMeaHOro

kabens: = 2,5 MM%, CONPOTMBIIEHNE OTHOCUTENBHO 3eMnu: < 4 OMm);
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— ObecneyeHa BO3MOXHOCTb CBOOOAHOM UMpKynauum Bosgyxa. Cnegyet
nsberatb Nneperpesa, BMaXHbIX U MNblflbHbIX MECT;

— [Ansa nosbiweHna oTkaszoyctonmumsoctn COT, npm opraHusauum ceTu
nnTaHns KOMMyTaTopa pekoMeHayeTcs MCNoNb30BaTb NCTOYHUKN
becrnepebonHOro nNMTaHus.

6. Pacnakynte obopygoBaHne 1 npoBeaguTe BHELLUHWA OCMOTP Ha npeamet
HanMuus NOBPEeXAEHWA, KOTOpble MOryT BO3HUKHYTb MPU TPaAHCMNOPTMPOBKE.
Mpyn nx HanuMuuum cocTaBbTE€ akT B COOTBETCTBMM C [OrOBOPOM O MOCTaBke,

N3BECTUTE MNMOCTaBLLMNKA U HaMnpaBbTe OANH 3K3EMITIAP aKTa B agpecC NocTaBLLUMKaA.

5.2.1 MoaroToBKA U3OENUA K MOHTAXY

BHMAHUE!

[Mpn MOHTaxe npoBOJa 3NIEKTPONUTAHUA W BbIXOLOB criegyet
OCTaBUTb [0CTaTOMHOE [MPOCTPAHCTBO [NA JIerkoro [octyna
npu ganbHenwem obcnyXmBaHMn yCTpoMUCTBa.

KommyTaTop npegHasHayeH Ans YCTaHOBKM B CTOWMKY, HA MOMKY UMW CTON.
B koMnnekT nocraBky KOMMyTaTopa BXOAMT KOMMMEKT ONS KPenneHust B CTOWKY,
COCTOSILLMI N3 ABYX CKOO U LUECTN BUHTOB.

[abapuTHble pa3Mepbl KOMMyTaTopa MpPMBEAEHbI HA PUCYHKE HUXE

(PucyHok 5.1).

304.6 MM

0 e I e e T N e e ]
[ I I

Crcr iters Coos BB oD B

440.0 MM

44.0 MM

PucyHok 5.1 — NabapuTHble pa3mepbl
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5.2.2 MOHTAX KOMMYTATOPA B 19" -CTOUKY

1. YcTtaHoBuUTEe ” 3adukcupynute npu MNOMoLM BUHTOB U3 KOMMIEKTa
NocTaBKku KpensieHnst (Ckobbl) Ha Koprnyc KOMMyTaTopa.

2. YcTaHOBUTE KOMMYTATOP B CTOMKY C Y4ETOM [OCTaTOYHOro NpocTpaHCcTBa

ans kabenen Ha 3agHen naHenun n ¢ ydeTom cBOOOAHOW LMPKYynAuuM BO3OyXa,
He nepekpbiBas BEHTUNSALMOHHbLIE OTBEPCTUSA.

3. 3admkcupynte BUHTaAMW,

K cTonke (PucyHok 5.2).

NMnocTaBnseMbIMN CO CTOWMKOMN,

KOMMYyTaTop

eoﬁooéoOOMOQ

o O oo b 0O

PucyHok 5.2 — MoHTax kommyTaTopa B 19” — cTonky

5.2.3 RJ-45

Ona nogkntoveHna k noptam Ethernet cnegyet wucnonb3oBath Kabenb
«BuUTas napa» kateropumn 5 nnu 5e (CATS nnun CATSe).
HonyckaeTcs ncrnonb3oBaHue

Kak  3KpaHUPOBaHHOrO, Tak n
HEe3KpaHUPOBAHHOIo Kabens.

Kabenb nogcoeguHdaeTca K pasbémMam RJ-45
KOMMYyTaTopa C NOMOLLbI CTaHaapTHoro wrekepa 8P8C.
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PacnuHoBKa kabens
12345678

1,2,4,5(V+),3,6,7,8(V-)

1 — beno-opaHxeBbin
2 — OpaHxeBbin

1] ] 3 — beno-3enéxbin

| | 4 — CHMN

5 — beno-cuHumn

6 — 3enéHbln

PucyHok 5.3 — LLiTekep 7 — Eeno-KopmqyeBbM
8P8sC 8 — KopuiHeBbIn

5.2.4 YCTAHOBKA SFP

BHUMAHUE!

— He cHumanTe nbinesawnTHyto 3arnywky ¢ SFP-moayn4a, Takke
HEe CHUMaNTe 3alUTHbIN KOMNMa4oK C ONMTOBONIOKOHHOrO Kabens
Ao ero nogcoeAuHeHunsa. 3awuTHasa 3arfywka U Konnadok
3aluwarT onTUYeckMe pasbeMbl U Kabenb OT 3arpsi3HEHUNn
N OKpy>KatoLLero ceeTa.

— He yctanHaBnueainte SFP-moaynb C NOAKMNOYEHHbIM
OMTOBOJSIOKOHHbIM Kabenem B cnoT. [Npexae 4Yem yCTaHOBUTH
SFP-moayrnb n3BnekuTe onTOBOSIOKOHHLIN Kaberb.

— MHorokpaTtHaa ycTtaHoBka M u3sBnedeHne SFP-mogyna moxeTt
COKpaTUTb ero CpoK akcnnyataumn.

—[Mpn  nOAKMYEHUN K KOMMYTaTopy W OAPYrMM  YCTPOMCTBaMm

cobnoganTte cTaHAapTHbLIN nopsiaoK paboT
C nnatammu N SNEKTPOHHBLIMMN KOMMOHEHTaMu, YyTOOBbI
npegoTBpaTUTb  MNOBPEXAEHUS  U3-3a  ANEKTPOCTAaTUYECKUX
pa3psaos.

1. 3akpenute Ha pyKke aHTucTaTMdeckum 6Opacrnetr u nogcoeanHuTe
€ro K To4YKe 3a3eMsieHnsa Unn MeTannyeckon NoBEPXHOCTH.

2. 3Bnekute Moayrnb 13 ynakoBKW.

3. Mogknounte SFP-mooynb B pas3bEM  KOMMyTaTopa [O NOSIBIIEHUSA
XapaKTepHOro Lwenyka dpukcaunm Mmogynsi.

4. \3Bneknute NbiNe3awnTHy0  3arfiywky u3  moaynsa. Ybegutecs,

4YTO (puKcaTop C LBETOBOM MaPKUPOBKOW HAaXoOUTCA B 3aLLESIKHYTOM COCTOSAHUN.
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5. B cootBeTCcTBMM C YyKasatenamu nepenartyuka v (TX) n npuemHuka

A (RX), BcTaBbTE ONTOBONIOKOHHbI kKabernb B pa3bém Moayrisi.

PucyHok 5.4 — lNogkrntoveHuns kabens

5.3 JEMOHTAX
I[l,eMOHTa>K npon3BognNTCA B O6paTHOM nopdaake npun  OTKIMHOYEHHOM

Hanps>XXeHnn nnTaHng.
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6 NEPBOE BKNOYEHUE. UHULIMATIU3ALINA
YCTPOUCTBA

Mpy Hanuuum HanpsXXeHUs Ha BBOAE MNUTAHUA Ha nepefgHen naHenu
KOMMyTatopa OOSfbkeH BKountbea uHgukatop «PWR». Tlpn  Hanmnumu
coeanHeHuss no noptam Ethernet AOo0MmKHbI BKIOYNTLCA COOTBETCTBYHOLLNE
nHamkatopbl PoE/Link/Uplink. Tpu 3anycke obmeHa [OaHHbIMW MHAOWKATOPbI
PoE/Link/Uplink  gofmkHbl HayaTb MuraTb, 4acTtoTa MWUraHusa  3aBUCUT

OT MHTEHCUBHOCTU OOMeHa.

6.1 NTHUUMANU3ALMUA YCTPOUCTBA
Lar 1. Y6eantecb, 4TO ceTeBasi KapTa KOMMbOTEPA HAaxXoOUTCA B TOW Xe
nogceTn, 4To M KoMMmyTaTtop. 3anyctute Beb-6pay3ep U B agpecHOM CTPOKe

BBeauTe IP-agpec kommyTtaTopa, no ymonyanuio (192.168.1.110).

YUYETHbIE AaHHbIE MO yMOJ14aHUIO Npn nepBoM BKITKOYEHUN KOMMYTaTopa:

Nmsa nonb3oBaTenda admin

IP-appec 192.168.1.110

Macka nogcetu 255.255.255.0

LWar 2. lNpn 3aBOACKMX HACTpoOMKax Maposib MO yMOSTYaHUK0 OTCYTCTBYET,
NO3TOMY YCTaHOBUTE MNapoflb Y4ETHOM 3anucu «admin». B cTtpokax «[lMaponb»
n «lloaTeepxneHne napons» BBeAuTe naposnb yCTpouctea. BeBoauvmbid naponb
OOJDKEH npeactaBnaTb coO60n KOMOMHAUWUIO NTaTUHCKUX DYKB BEPXHETO N HUXKHErO
perucTpa, AnuMHom He meHee 8, HO He bornee 32 CMMBOJSIOB (CUMBOSbI: « ' », « " »,
«;», «l» «&» HegonycTumbl ana Bsofga). [Mocrne BBoAa Mapons HaxmuTte

«lloareepanTb».
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WHuuManusauma ycTpoicTea

WMmA nonw3oearens admin

Rapons e |

MoaTEepXAeHUe napona  *****=" |

Mapone fomkeH BbiTh He MeHee YeM W3 8 CMMBONOB, BKIMIO4ATE MMM LMdPE! MM
OykBbl MNK cney cumeonel. OH JoNAeH CogepKaTkb No KpaiiHel Mepe asa

YKa3aHHbIX TUNA.

PucyHok 6.1 — VIHuunanusaums

War 3. [Janee, ons Bxoga, NOBTOPHO BBeAUTE HOBLIA Napoflb YYETHOM
3anvcu admin n HaXXMuTe KHorky «Bxoo».

5

KommyTatop

Vima none3osarena: | admin

Mapons: | seeveee

| Bxoa H OTmeHa |

PucyHok 6.2 — Bxopg

War 4. UNameHunTe ceTeBble HaACTPOWKM KOMMYyTaTtopa B COOTBETCTBUU
Cc napameTpamn Bawen cetn. [Ona aTtoro nepenante «Hactponkn —
KoHpurypauus — Hactponkn cetn» (PucyHok 6.3). BBeaute HoBble napameTpsbl
ceTn n Haxmute «CoxpaHuTb».

YCTpOUCTBO nepesarpysntcs aBTOMaTUYECKU MNOCIie COXPaHEHUsI ceTeBbIX
HaCTpOeK. Ecnu He npousoLuna aBTOMaTMyeckas nepesarpyska,
TO Nnepesarpysmte YCTPOMCTBO CaMOCTOATENbHO, ANns  3Toro  nepenaute

«HacTtponkn — lNepesarpyska cucteMbl N HaXMUTE KHOMKY «[lepe3arpy3ntb».

IP-xamepa (O A v [:

¥ HoHgMrypatm ]

e aians 10

» Yrpenese —

» Ynpeonesme
b PoE

PucyHok 6.3 — CeTeBble HAaCTPOMKU

BOLID BOLID SW-224 Bep.3 ALIP.203729.004 P3n nam.3 ot 01.07.2025



BOLID SW-224 Bepcusa 3. PykoBoacTBO NO 3KcnslyaTaumm 22

Tabnuua 6.1 — lNapameTpbl CETEBbLIX HACTPOEK KOMMYyTaTopa

MapameTp PyHKUMA
DHCP: IP-agpec ©Oyoet nonydyeH asTomaTtuyecknm ot DHCP-
cepBepa, nonb3oBaTenbckoe 3agaHue IP/mackn noacetw/
Pexunm LLUSH03a HEBO3MOXKHO.
CtaTudeckuin: B I3TOM pexXuMe cregyeTt 3adaTb BPYYHYHO
IP/macky nogceTu/wntos.
IP agpec TekcToBoe Mone CRyXuUT Ons OToOpaXeHus U M3MEHEHUS
Tekywero |IP-agpeca yctpouncrtsa.
Macka TekcToBoe Mone CRyXuUT Ans OToOpaXeHusi U M3MEHEHUS
noaceTH TeKyLlen Mackm noaceTu, COOTBETCTBYIOLWEN CErMeHTy CeTw,
B KOTOPOM HaxoauTCsl KOMMYTaTop.
LInto3 o TekcToBoe Mone CRyXuUT AOns OToOpaXeHusi U M3MEHEHUS
MOMYAHMIO Tekywero |P-agpeca wnio3a. |IP-agpec yctpoucTtea U LUSIO3
y JOJTKHbI HAX0OUTbCA B OAHOM CErMeHTe CeTMu.
MAC agpec TekcTtoBoe none otobpaxaeT MAC-agpeca ycTponcTsa.

War 5. llocne wuW3MeHeHMa HacTpoek BeO-nHTepdenc [OormkeH ObITb

AocTyneH no-HosBoMy |P-agpecy. KoppekTHbin BXo4 B CUCTEMY MPOM3BOAUTCA

C HOBbIMW YY4ETHbBIMU AaHHbIMK admin.

BOLID SW-224 Bep.3 ALOP.203729.004 POn n3m.3 ot 01.07.2025




BOLID SW-224 Bepcusa 3. PykoBoacTBO NO 3KcnslyaTaumm 23

7 AHOOPMALUMOHHAA MNMAHEIb

NHdpopmaumoHHas naHenb BKNYaeT B cebsa rpadpmyecKkyto U TEKCTOBYHO
MHJPOPMAaLIMIO O COCTOSHUN NOPTOB.
[EI=I[=] KommyTaTop

Tpagms coceummas

B

Pl/lcsz)K 7.1- EbTCTpaFI HaCTIpOI‘/'IKa N

pacbnyeckass naHenb npeactaBndeTr cobon u3obpaxeHue nepeaHen

naHenn kommyTtatopa. OTobpaxaeT COCTOsIHME MOAKMIOYEHUST K KaXXOoMy MOpTy

B peanbHOM BpemMeHu (PucyHok 7.2).

[ I -0 [ 22 B

e 9y O@BEE e 33 B éa AR

PucyHok 7.2 — ['padpuyeckasa naHenb

AktmBmnpynte onuuto  «MHdopmaums o6  ycTponcTBe Ha  nopTex.
[Mocne aktMBauun rpaduyeckass naHenb OyageT oToOpaxaTb He  TOSbKO
NHOPMALIMIO O COCTOAHMM MOOKMIOYEHUW, HO W NOSIBUTCA pa3BeTBIIEHNE
C OOMOSMHUTESIbHOW TEKCTOBOM MWHQopMauven O MoAKMHYEHHOM YCTPOUCTBE
Ha BblOpaHHOM nopTy. TekcTtoBas uHopMauus BkModaeT B cebsa: IP-agpec,

MAC-agpec, VLAN, nHgpopmaumto o POE n mogenes yctporncTtea (PUCyHok 7.3).
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KommyTatop @D A ol T3

patws cocToRsus

99V O P9w oo Ba mm

PucyHok 7.3 — 'padpnyeckasn naHenb
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[ononHnTeNnbLHO NPOCMOTPETL MHPOPMALMIO O NOAKIMOYEHHbLIX YCTPOMUCTBAX

MOXXHO MpW Nepexofe B pasgen MeHto «Cnncok yCTPOMCTBY.

[EI=1"1=] KommyTaTop ® W B [ T

Kavepu

0288 M o

PucyHok 7.4 — Cnncok NOAKIMHYEHHbIX YCTPOUCTB

[MapameTpbl  TEKCTOBOW  MNaHenu onucaHbl B Tabnuue

(cm. Tabnwnua 7.1).

" Down - - Gopper 1 Sangard
Dosn Copper 1 Saancan
Down Capper
Down Coppés

" Ciown Copper 1

Copper Sarand
1l Uown - = Copper 1 Sanda
2 Doen Copper 1 Sandard
23 =] Copper 1 Sandant
H Gop Sancwd

PucyHok 7.5 — TekctoBas MH(popMauMoOHHasa naHenb

HWXe
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Tabnuuya 7.1— TekcTtoBas MHpopmMauna o nopTe

MapameTp OnucaHune
MopT Homep nopta. CooTBETCTBYET YNCY Ha NepeaHen naHenu.
— Up — nopT NOgKIoYeH,;
KaHan — Down — nopT OTKIIOYEH,;
— Disabled — nopT BbIKNOYEH.
OTobpaXkaeT TeKyLlyld CKOPOCTb M B KakOM pexumme
CkopocTtb/[ynnekc | nepegaum napannenoHom (Full) unn nocnegoBaTenbHOM

HaxoauTCA NopT.

Tun HocuTens

[Noka3biBaeTca TN NOAKIIOYEHHOro HOCUTENA curHana.
— Copper — MmeaHbIn kKabenb;
— Fiber — BONOKOHHO-ONTUYECKNI Kabenb.

VLAN

NoeHtndomkatop VLAN.

OnucaHue

TekcToBOe none ¢ onucaHuem rnopra.
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8 HACTPOMKA

8.1 PA3OEN «KOH®OUINYPALUUA CUCTEMbI»
8.1.1 NMoapPA3nEN «MH®OPMALIUA O CUCTEME>»

8.1.1.1 NyHkT «MHpOopMaLua 0 cuctemer
NHTepdenc otobpaxaeT WHGoOpMauMio O BepcUn  NpOrpamMmMmHOro
obecrneyeHns, CUCTEMHYIO MHpOpMaLMIO U Bpemst paboTbl yCTPONCTBA.
[EI=INI=) KommyTatop @ A e | &

ooveTess | Teeyuss Bpsum | DarpyIne npolsecopd

[— Tun i Tpodic raa 24 Fots PoE Swich

AL
Bepcna nporpasecr 1001 100FD00.0R Bukd Date 20711201

ofecne e
Bpesn pafioru oncreves - O [lesh 0836012

¥ YTRARIEHIN NCRTAM

PucyHok 8.1 — Hpopmaums o cucteme

8.1.1.2 NyHKT «TeKkywee BpemMsi»
Ypennte BHMMaHuMe HacTpoOMKaM BpPEeMEHU Ha ycTpoucTBe. HenpaBusibHO

MOXET TPUBECTU K HEKOPPEKTHOMY OTODOpaXkeHWo

BbICTaBNEHHOE BpeEMS,
XypHany cobbITui, Bbi3BaTb Npobnembl npu paboTe cepTudumkaTa OTKPbITOro

Kntoya n 1.4. B HacTponkax ycTponcTtea SOCTYMNHa pydHas cuHxpoHusauus c MNK.

=[=T8I=] KommyTaTop
¥ Horduauypouss cactevs)  ROOUMEISS O GicTee  Teopwes spess SErpyies MuouscCops
Texpupe spesn 2000-01-12 m 1z X

Usronh s

» Ypamnenee noprews

PucyHok 8.2 — Tekylee Bpems

» PoE

Tabnuua 8.1 — HacTtponku BpemMeHn Ha yCTPOMCTBE
PyHKUMA

MapameTp
YcTaHoBKa CUCTEMHOIO BPEMEHN.

Tekywee Bpems
YacoBoun nosic Blibop YacoBoro nosica U3 BbinagatoLero cnucka.
Tabnuua 8.2 — KHomnku
KHonka PyHKUMA
CuHXpOHM3aums CuHxpoHusnpoaTtb Bpems ¢ [1K.
O6HoBUTL O6HOBUTBL MHpOPMaLNIO.
CoxpaHuTb CoxpaHuUTb HaCTPOWKN.
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8.1.1.3 NyHKT «3arpy3ka npoueccopa»
NHdopmauma o Harpyske Ha npoLeccop.
IEI=IEI=] KommyTaTtop @ A ® 4 [ T

¥ Hovidmrypaumn cicTems Mnpopusin o crictaiae  Teryuse spasen  Jarpyara npoueccopa

PucyHok 8.3 — 3arpyska npoueccopa
8.1.2 NMoarPA3OEN «HACTPOWKU CETU»
N3meHnTe  ceTeBble  HACTPOMKM  KOMMyTaTtopa B  COOTBETCTBUM
Cc napameTpamun Bawewn cetn. [locne BHECEHUA U3MEHEHUN YCTPOMCTBO

nepes3arpy3mtcda aBToMmatTu4ecKku.
EI=I5[=1 KommMyTaTop @ A el T8

¥ KOHGUIypaiing cheTam Pva

¥ ¥npomnewwe noprasmia

¥ Yrpeanenme yoTpoicTROM
¥ PoE

PucyHok 8.4 — CeTeBble HAaCTPOWKK
Tabnuua 8.3 — CeTeBble HAaCTPOMKN YCTPOMUCTBA

MapameTp PyHKLNA

DHCP: IP-agpec 6ygeTr nonydyeH aBTOMaTUYECKM
ot DHCP-cepBepa.

Pexunm N
CTaTnyeckui: B 3TOM pexume creqyeT 3agaTb BPY4YHYHO
IP/macky nogcetw/wintos.
TekcToBOe Nosie CNyXuT ansa oTobpaxeHns N USMeHeEHUs
IP agpec

Tekywiero |IP-agpeca yctponcrsa.

TekcToBOE Nosfie CNYXUT Ansa oTobpaxkeHust 1 UI3MEHEHUS
Macka nogceTtu TEKyLLEeN MackM NoaCceTn, COOTBETCTBYIOLLEN CErMeHTY
CeTun, B KOTOPOM HaxXoAnTCA KOMMYyTaTop.

TekcToBOE Nofie CNYXUT AN oTOBpaXeHUst N USMEHEHUS

LLnto3 no TeKyLlero IP-agpeca Linto3a. IP-agpec
YMOMN4YaHUIo YCTPOWCTBA W LWMO3  OOMMKHbI  HaxoguTbCA B OAHOM
CerMeHTe ceTu.

MAC agpec TekcTtoBoe none otobpaxaetr MAC-agpeca ycTpoucTea.
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8.1.3 NMNopPA3AEN «OBHOBNEHUE NMO»

Ona o6bHoBneHuss 1O HeobxoaumMo wuMnNopTUpoBaTb ann NPOLLUNBKU
Ha YCTPOMCTBO, AS1I9 3TOro HaxmuTe KHonky «O63op». B nosasmBLuemcs
ANanoroBoM oKHe BblibepuTe hann ¢ NPOLLUMBKON N HaXXMUTE KHOMKY « OTKPbITbY,
B cTpoke «Bbibepute cann npowmsku» OyaeT oTtobpakeH MMNOPTUPOBAHHbLIN

dann. Haxxmnte kHonky «lpowmnsBka» ons Havyana obHOBMAEHUS.

>,  BHMAHWE!
B npouecce obHoBneHus MO He oTkNoYanTe nuTaHme.
[MepesarpysnTe yCTPOMCTBO MocCre 3aBepLUeHns 0OHOBIEHNA.
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PucyHok 8.5 — O6HoBneHune NO
8.1.4 NMopPA3AEN « CMEHA NAPONA»

[ns nameHeHus naponsa yd4étHom 3anucu (PncyHok 8.6):

1. Beegute cTapbii naposie yCcTpomcTtBa B TekctoBoe none «Ctapbin
naponb».

2. BeBeonte HoBbIN Naposib B TeKCTOBOE none «Hosbin naponb». BBognmbin
naposib OOMMKeH npeactaBnsaTb cobon KOMOBMHaUMIO Uudp, NaTUHCKUX OykB
BEPXHErO N HWKHEro perncrtpa AfMHon He meHee 8, HO He Gonee 32 CMMBOMOB
(cuMmBOIbL: « " », « " », « ; », « : », « & » HEOONYCTUMbI 451 BBOAA).

3. MoarteBepanTte BBedEHHbIN Naposib, TekcToBoe none «lloaresepxaeHue
naponsay.

4. Haxxmute KHOMKy « CoOXpaHUTbY.
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KommyTatop

W HOHEDUIYPAUMR CCTEME]  MIMBHUMTE NBpCAs

ndmin
Capeh naporn
Mo rasn

TRogTR iR SARIS
Xips coronen (1)
A TP L e
P YIDAEHIS YCTPORCTEOM
» PoE

PucyHok 8.6 — CmeHa napons
8.1.5 MoarPA30EN «CEPOC HACTPOEK»

Mpn HaxaTum kHonku «lMo ymomnyaHuiO» BCE paHee YCTaHOBMEHHbIe

HGCTpOI7IKI/I 6yﬂ,yT C6pOLIJeHbI M BOCCTaHOBJIEHbl 3aBOACKUe

HaCTPOWKU
(Kpome ceTeBbIX HACTPOEK N Naponsa 4aHHOro KOMMyTaTopa).
[EI=I"[=1 KommyTaTop @ A o v

B YNPAERENE NONTALA

B ¥npaBneas yeTpoRCTEOM
» PoE

PucyHok 8.7 — Cbpoc napameTpoB
[na nogteBepxaeHusi cbpoca, B TekcToBoM norne «[llaponb» Ananorosoro

OkHa «[1o ymMOm4yaHuIO» HYXXHO BBECTW Maporfilb YCTPOMCTBA W Jarnee HaxaTb
KHOMKY « COXpaHUTb».

Mo ymon4aHuio

‘YBepeHb!, YTo XoTUTE COPOCKTL K HACTpOiKaMm no

YMOM4aHuo?

Maponsb:

‘ CoXpaHuTL | ‘ OtmeHa |

PucyHok 8.8 — Cbpoc napameTpoB
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8.1.6 3ABOACKUE HACTPOMKHU

COpoc g0 3aBOACKMX HACTPOEK BO3MOXEH MpM MOMOLUM KHOMKKM cbpoca
«RESET» Ha nepegHen naHenu.

PucyHok 8.9 — Cbpoc napameTpoB

B cnyyae HEBO3MOXHOCTU BOCCTAHOBIIEHMS NaposSis agMUHUCTpaTopa:

1. MoaxnoymMTe NCTOYHUK NUTAHUS U OOXKOUTECH 3arpy3kuM yCTPOMCTBA.

2. Haxxmnte kHonky «RESET» n ygepxusante ee B TedeHne 5 — 10 cekyHA
[0 nepesarpysku.

3. Otnyctute kHonky «RESET».

4. KommyTaTtop npmnbnmnsntensHo Yyepes 20 cekyH 3arpy3nTcs, U HACTPOWKK

BEPHYTCA K 3aBOACKMM (MOSMHbIN cOPOC BCEX HACTPOEK).

8.1.7 NMoarPA30EN «MEPE3AIrPY3KA CUCTEMbI»
Haxmute kHonky «[llepesarpy3sutb» O NporpaMMHOW nepesarpysku
yCTpouncTBa.

KommyTaTop ()] A . [ Tog

¥ KoH$UIYPILLT cneTeunl  AZMWSICTRHpOBaine

[ riapuas pyae |

P Yupasneas nopresm

PucyHok 8.10 — lNepesarpyska ycTponucTea
8.1.8 NMoaPA3AEN «XKYPHAI»
NHTepdenc (PucyHok 8.11) npenoctaBnsieT BO3MOXHOCTb MpOCMOTpa
N apxuBauun UHGOPMaLUMM M3 XKypHana cobbiTUA perucTpaumm n CUCTEMHbIX
cobbITUI yCTpOUCTBA.

,D,J'IFI NOMCKa 3alimcu HeO6XO,EI,I/IMO 3ajaTb Ha4daJibHOE U KOHEYHOE BpeEMA,

BblbpaTb TUN cOBbLITUS N HaXXaTb KHOMKY «[Tonck».
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B xypHane xpaHutcsa makcumym 10000 3anuncen (go 10 3anucen Ha Kaxgom
n3 ctpaHuy). Ona nepekntioyeHus Mexay CTpaHuuamm UCMOoNb3ynuTe CTPeriku
MSie M N BBeauTe B none |1 &l HoMep HYXXHOW CTpaHULbl U HAXXMUTE KHOMKY
().

KommyTatop @ A ¥ [ 23

¥ KokpurypaLsen GHETOMLE Mypean

B YIpARNEHmE NOpTILM
B FrpARnese YCTRORCTIEON
¥ PoE

MAie M e

Pl/lcyHOK 8.11 — HTepdenc npocmoTpa XypHana
8.2 PA3OEN «YNPABJIEHUE NOPTAMWU»
8.2.1 NogpPA3AEN « HACTPOUKA MOPTOB»
Ha pucyHke (PucyHok 8.12) nokasaH WHTepdenc KoHdurypauuum nopToB
KoMMyTaTtopa. HacTpomka KoHurypaumm nopTta [JOfMKHa COOTBETCTBOBATb

npakTnyecknum TpebosaHuam yctponctea (Tabnuua 8.4).

Kommyratop ® A . [
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PucyHo 8.12!— KoHdurypauusa noptoB KommyTaTopa
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Tabnuuya 8.4 — HacTtporka KoHdurypauum noptoB
Ctonbey OnucaHue
Moot Homep nopra COOTBETCTBYET yumcny
P Ha NULLEBON MaHenu.
0 TekcToBOE Nonb30oBaTENbCKoEe none
nucaHue
Anga onvcaHus nopTa.
U [MopT HaxoguTcss B aKTUBHOM
OTobpaxaet P COCTOSIHUW.
KaHan cTaTyC CBA3U n
nopta Down OpT HaxoauTCca B OTKMOYEHHOM
COCTOSAHUW.
CnyxuT ans on [MepekrnoveHne nopra
BKIoYeHus/ BO BKJTHOMEHHOE COCTOdAHUe.
Bkntountb
BbIKITHOYEHUSA [MepekntoyeHne nopra
Off
nopTa B BbIKITHOYEHHOE COCTOSIHME.
CocTosiHue gynnekca OTobpaxaeT TeKywee COCTOSHME CKOPOCTU
CKOpOCTH nopTa.
OTobpaxkaeT TekyLiee COCTOsIHME CKOPOCTH nopTa
MopT CKopocCTb OnucaHue
ABTOMaTU4YecKas
ABToO. HacTporka CKOpPOCTU U
pexunma nepegadu.
CkopocTb 10 Mb6/c.
10M FULL PaboTa B pexume
MOJSTHOro Aynriekca.
Hacrpoiika Ckopoctb 10  M6O/c.
CKOPOCTU U Ethernet nopt 10M HALF PaboTta B pexume
aynnekca nonygynrekca.
Ckopocte 100 M6/c.
100M HALF PaboTa B pexume
nonygynnekca.
Ckopoctb 100 M©6/c.
100M FULL PaboTta B pexume
MOJSTHOro Aynrekca.
OnTUYEcKuii Ckopoctb 1000 M©6/c.
nopT 1000M FULL PaboTa B pexume

NOJIHOro Aynrekca.
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Ctonbey OnucaHue
CocTosiHMe ynpasneHus OTobpaxaeT Tekyllee COCTOsSiHUE HaCTPOWKU
NOTOKOM ynpaBrieHUst MOTOKOM.
Up BkntoyeHune JYHKUMN

ynpaBJieHNA NOTOKOM Ha MnopTe.

PerynunpoBka notoka
BbiknodeHne dyHKLUK

yrnpaBneHns NOTOKOM Ha NopTe.

Off

8.2.2 MNoaPA30EN «3EPKANNTMPOBAHUE NOPTOB»

[Ons MoOHuTOpMHra Tpaduka OLHOrO0 WM HECKOSIbKMX MOPTOB BKAYUTE
dyHKUMIO 3epkanupoBaHus. MNpuHumn paboTel cocTont B Ay6nnpoBaHum Tpaduka
OOHOMO WM  HECKOSIbKMX MopToB  (MOPT WCTOMHWK) Ha  Apyron  nopTt
(mopT HasHa4veHus). [Ans BKOYEHUS AaHHON OYHKLMN HEOBX0OMMO:

1.B cootBeTtcTBylOWEM nogpasgernie  «3epkanvpoBaHuMe — MOPTOB»
13 Bblinagarowero cnucka «MOHUTOPUHT NakeToB» BblbpaTb HanpaBneHue
nakeTtoB (PucyHok 8.13).

— OTKMOYNTL — BCe NakeThl (tx 1 rx) He ByayT 3epkannpoBaTbCs;

— Ncxogsawmim — nakeTbl, Mcxoaswme C aToro nopta OyayTt oTnpasneHbl
Ha nopT Ha3HayeHud. lNonyyaemble NakeTbl 3epKannpoBaTbCa He OyayT.

— Bxogsawmn — nakeTbl, NOMyYeHHble Ha 3TOT NopT, OyayT oTnpasfieHbl
Ha MopT HasHayeHud. icxoasiwme nakeTbl 3epkannpoBaTbca He OyayT.

— Bxogawun, umncxopawmm —  nonyvyeHHble U UCXOQSAWME  MakeTbl
NOCLINATCA Ha NOPT Ha3HaYeHus.

2. BoibpaTb 13 BbiNnagawoLwero Cnucka nNopT HasHayenus. Boibupaetcs
TONbKO OAWH NOPT 3epKanupoBaHUs, Ha KOTOPbIA OTAPABNATCH AaHHbIE C OPYIrUX
MOPTOB, HO TnMpM 3TOM, €CTb BO3MOXHOCTb BblOpaTb HECKONIbKO MOpPTOB
NCTOYHMKOB.

3. OTmMeTbTe B Cnucke NOPTbI, C KOTOPbLIX XOTUTE NOJTy4aTb KOMNN NakeToB.
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KommyTarop @ A T

B Kosuryp

P Ynpasneise yoTROACTEOM
» PoE

oo

PucyHok 8.13 — 3epkanupoBaHue Tpadumka

8.2.3 NMNogPA30EN « CTATUCTUKA NMOPTOB»

NHTepdenc crtatMCcTMkn NopToB KOMMYyTaTtopa MOKa3aH Ha PUCYHKE Huke
(PucyHok 8.14).

[ns Bblbopa oTobpaxaemon CTaTUCTUKN BbibepuTe B BbiNagaloweM MEHIO
«BbIbop pexunma cyeTynka» COOTBETCTBYHOLLNIA MYHKT:

— MpuHaTtble ©n nepegaHHble MakeTbl — CTaTUCTUKA  nepefaHHbIX
N NOMYyYeHHbIX NAKeTOB;

—[MakeTbl C KONMIM3NAMM WM NaKeToOB MepefaHO — CTaTUCTUKa NakeToB
C KONM3nsMKn N NnepefaHHbIX NakeTos,;

— OTOpOLUEHHbIE WM NOSyYeHHble nNakeTbl — CTaTUCTUKA OTOPOLUEHHbIX
N NMOSNYYEHHbIX MNAKETOB;

—aketbl ¢ CRC owubkon u nonyvyeHHble NakeTbl — CTaTUCTUKa

noBpeXaeHHbIX NakeToB U MNMoJiy4eHHbIX NMakeToB.

KommyTarop ® A e v

» ke A% EHETENY regTen
¥ Ynpasriering nopTas )
BuSip pronm canans | | EAGTLS U TEEAIA4AMS NAETL -

B YNPAEAGHIE YETDOACTAIM
b PoE

"

st o

NCyHoK 8.14 — CTaTmucTuKa NopToB
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8.2.4 MNoaPA30EN «OrPAHUYEHUE CKOPOCTU NOPTOB»
NHTepdenc  orpaHudeHust  nNpoOrycKHOWM  CrocobHocTn  Bxoasawmx/
NCXOOALNX MaKeToB Ha nopT. Bo3MOXHO, orpaHn4nTb CKOPOCTb B Mpegenax

ot 0 go 63 Mout/c, 0 BygeTt o3HayaTb OTCYTCTBME OrPpaHNYEHUN CKOPOCTH.

KoMMyTaTop @ A : [ 54

bhcyHOK 8.15 — OrpaHun4yeHune ckopocTu

8.2.5 NMNopPA30EN « KOHTPOJIb LULUPOKOBELIATENBHOIO
LUTOPMA»

B IO kommyTatopa BKMAYeHa YHKUUA  OrpaHUYEeHUst  LUMPOKO-
BelwlaTesibHbIX NakeToB. [ns HaCTPpOMKM OTMeTbTe riaXXkoMm Te nMopThl,
OS5 KOTOPbIX XOTUTE YCTaHOBWUTH MOPOr 4YMcra LUMPOKOBELLATESbHbIX MaKeToB,
paspelléHHbIX ONA BXO4a B Kaxabld MNOPT 3a onpenesieHHbIn MPOMEeXYTOK
BpemeHn (PucyHok 8.16). [lpu npeBbllleHMn nopora nocTynatoume
LUMpOKOBeLLaTeNbHble NakeTbl ByayT oTbpacbiBaTbCA. YKasaHHbIN NPOMEXYTOK
BPEMEHN 3aBUCUT OT CKOPOCTU coeamHeHnsa n coctasndaeT: npu 10 Méut/c — 5000
Mmkc, npn 100 Méut/c — 500 mkc, a npu 1 I'out/c — 50 mkc. [na HeBblAEMNEHHbIX

NOpPTOB BCE LLUNPOKOBELLATESIbHbIE MNaKEeTbI 6yﬂ,yT cUNTaTbCs OObIYHbLIMM.
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KommyTaTop @ A . [T
:........ % I..I : MO - 5w, 100 MG - 500 wac, 3 1 MEanie - 50w u :
e s
[ coown |
PucyHok 8.16 — OrpaHuyeHune wmnpokoBeLaTesibHbIX NakeToB

8.2.6 NMogPA3OEN «LONG RANGE POE»
PYHKUMA yBenu4YeHUs MakcumarnbHoro paccrtosaHus co 100 m go 250 m

c PoE nutaHmnem. lNocne BKMOYEHUA U COXPaHEHUA OaHHOW (DYHKLUMW CKOPOCTb

coeanHeHunss cHmkaetca ¢ 100 Méut/c go 10 MowuT/c.

EI=I/=) KommyTaTop ® A "% [ E4

P Kordurypauin Long Distance POE
¥ Ynpaiiesms

Burwrasme 00 50

MasEaiE DS 1
250 84 Oress 370 ¢maan™ Lacpox T comaMmermia co 100 MBS g0 10 M

PucyHok 8.17 — Long Distance PoE

8.2.7 MNogPA30EN «A30NUMPOBAHUE MNOPTOB»

BHMAHWE!

N3onsauusa noptoB m  VLAN 4BRdAOTCA  B3aMMOWUCKITHOYAOLWLNMU
KOHdurypaumamn.  [lpn  BKIIKOYEHUN  U30NIMPOBAHUS  MOPTOB,
KOH(urypauma VLAN BygeTt aBToMaTMyYeCcKu OTKNoYeHa.

N3onnpoBaHMe NopToB NpeacTasnsgeT codbon gyHKuuMo, bnarogapsi KOTOPOU
BO3MOXXHO annapaTHOE M30fIMpOBaHME NOPTOB KOMMyTaTopa Ha BTOPOM YypOBHE

B3aMMOOENCTBUSL.
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Hanpumep, ecnu BblAeNUTb Kakoe-TO KONMMYECTBO NOPTOB, TO TpadouK C ATUX
ycTponcte 6ygeT nepedaBaTbCA 4yepe3 MNoOpT, Bedywmihn K cepsepy, Npu 3TOM
Tpapuk mexay BblOpaHHbIMM  U3ONMPOBAHHBLIMW  MOpTaMyn  nepenaBaTbCs
He OygoerT.

[na annapatHOW n3onaumMmn NOPTOB HYXHO:

1. B cTpoke «Pexum» BKITIOUYUTb U COXPaHUTL NapameTp.

2. lanee BblbpaTb rpynny MnopToB, KOTOpble 6yayT M30MMpOBaHblI ApYyr
OT Apyra Ha BTOPOM ypOBHE B3aMMOLENCTBUSA.

3. CoxpaHuTb BblbpaHHyto rpynny.

KommyTatop @ A : [ E3

nopTon

Prmant Oy - Gospersits

Tiaae P VLAN 0 100 igoasm S55F08 1 MOy BOSOIIT, CYIpEnEITS
Ponoruping ¢ oCropammoc Tael

b Yrpamned
b PoE

TPORETROW ‘

“-Pml;l-CyHOK 8.18 — N3onunposaHue noptos

8.3 PA3OEN «YNPABNEHME YCTPOUCTBOM>»
8.3.1 NMoaPA3AEN «SPANNING TREE»

MpoTokon STP (Spanning Tree Protocol) — 3TO KaHanbHbIN NPOTOKOJT,
dyHKUMOHAN KOTOpOro HanpaefneH Ha obecnevyeHne cTabunbHOCTU CETW.
Hanpumep, STP wucnonb3yetcd pOngd yCTpaHeHWs neTenb B TOMOMOrMu
npou3BonbHOM cetn Ethernet wnu npegoTBpalleHMe LUMPOKOBELLATENBHOrO
LUTOpMa.

UTtobbl npegotBpatUTb 3auuknueBaHus, STP nepeBoguT HEKOTOpble
NHTEPJdENCBbl B COCTOSIHUE MEPECHISIKA, a Apyrme UHTepdencbl — B COCTOSIHUE

BNOKMPOBKM.
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8.3.1.1 NyHkT «HacTponku mocta STP»

Ha pwucyHke Hwxe (PucyHok 7.16) nsobpaxeH WHTepenc wnamMeHeHus

HacTpoek STP u npoTokona ero paboThl.

[=[=T8[=] KommyTaTop

@ A % [ B

o HacrpoRor socra STP Hacrpoial ropra STF

Pt §TF TG ..
Mlpscgtret Mesta 275 (9-E2440)
Bpeies janscts e 2 1-103ec)
Beews (Crapenams [5-40 Sec)
lapenea 1 [4=30 Sar
R e

PucyHok 8.19 — Hactponka STP

Tabnuua 8.5 — lNapameTpbl HacTponku STP

MapameTp PyHKUUN
N3meHeHne pexmnma paboTbl Spanning Tree. Bo3aMOXHbl
BapuaHTbl: OTKNMYnTL, STP, RSTP.

Pexum STP Pexum STP 1 dyHKUMA arpermpoBaHus SBMSIOTCS

B3aMMoOMCKItovarowmmn.  locne BKNKOYeHUs  arperaumm
pexum STP He MOXeT ObITb BKITHOYEH.

[MpuoputeT mocTa

(D)

YctaHoBuTte npuoputeT Mocta STP, 4em MeHblue
3HayeHne, TeM BbllWwe npuoputeT. [lapameTp B none
ycTaHaBnmBaeTcs B guanasoHe oT 0 go 61440. 3Ha4yeHne
AOMMKHO ObiTb  kpaTHO 4096. [lpy HanuMuum  OByX
OOMHAKOBbLIX  MPUOPUTETOB,  KOPHEBBLIM  CTAHOBUTCS
YCTPOMCTBO C HanmMeHbLnm MAC-agpecom.

3agaHne wvHTepBana Mexay nepegavyen  KOPHEBbIM

Bpewms YCTPOMUCTBOM  coobuieHnn o  KoHdurypauum (BPDU
NnpUBETCTBUSA dpenmoB). [NapameTp B none YycTaHaBnMBaeTCA B

AvanasoHe ot 1 go 10 cekyHA, NoO yMOnyaHuo 3Ha4veHne 2.
YcTaHoBUTE  BpeMs, KOTOpPOEe  YCTPOMCTBO  MOXeT
Bpems npocTamBaTb, HE Nofy4as KOHPUrypaumoHHOro coodLLeHNs,
yCTapeBaHus npexage 4em nonblTaeTca nepeHacTpouTbed. [MapameTpol

BpeMeHu ycTaHaBnmBatoTca oT 6 4o 40 cekyHz.

3anepxka YCTaHOVBVITe MakcumarnbHOe  Bpems  OXMAAHWA  nepes

CMeHoMn cocToaHun (0T npuema go nepepayn). CocTosiHue
nepeHanpasreHns

MeHsaeTca oT 4 o 30 cekyHf.
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8.3.1.2 MNMyHKT «HacTponku nopta STP»

NHTepdeinc nossondeT nameHsTb npuoputeTbl noptoB N RPC. NapameTpbl

MeHsTCA nocne mameHeHna pexuma STP/RSTP B meHw «HacTtpoinku mocta

STP», cuctema aBTomMaTMyeckn npuceamnsBaeT npuoputeTbl noptos 1 RPC.

KommyTatop @ A . | 24

KoMy paLIAR CHGTENS!

» PoE

HacTpofi mocTe STF Hacrpomn nopra STP

B Mopra
Mpucgiormr 12 (=243

Fipavoean REC (1-200000000) & A

~ PucyHok 8.20 — Hactpoitka STP

Tabnuua 8.6 — lNapameTpbl HacTponku STP

MapameTp

PyHKLUM

Homep nopta

Homep nopta. CooTBETCTBYET YNCIY HA NNLEBOM NaHENN.

[Mpuoputet

YcTaHoBuUTE NpuoputeT nopTa, Bapbupytowmmncsa ot 0 go 240
N KpaTHbIM 16.

[MpoTokon
RPC

Root Path Cost — aTtoT napameTp ucnonb3dyetca STP ans
onpegeneHnss Havnydwero nyTM Mexagy YCTPOWCTBaMMW.
CnepoBaTtenbHo, donee HU3KMe 3Ha4YeHus JOJTKHBbI
COOTBETCTBOBATbL  MopTam, KOTOpble  B3aMMOLEWCTBYHOT
c OonbLINM NOTOKOM MHAOPMaLNK, a Bonee BbICOKME 3HAYEHUS
JOMKHbl COOTBETCTBOBATb MEHbLUMM MOoToKamM U Oonee
yOaneHHbIM OT sapa cuctembl. [lapameTp ycTaHaBnuBaeTcs
ot 0 go 200000000.

8.3.2 MopgPA30EN «VLAN>»

VLAN (Virtual Local Area Network) — normyeckasa BupTyarnbHaga fokasnbHas

CeTb, UCMNOJIb3YyEeTCA AOJ1IA Co3aaHnA NOrM4YecKon TOMOMOMMN CETU, HE 3aBUCSILLIEN

oT ee uamndeckon Tononormn. bnarogapa VLAN rpynna yCTpOWCTB, uUMeeT

BO3MOXHOCTb B3aMMOAENCTBOBaTb Mexay coboW Ha KaHarbHOM YpPOBHE, XOTS

dm3nyeckn oHn OyayT NOAKMOYEHbI K pa3HbIM KOMMyTaTopaM 1 HaobopoT.
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8.3.2.1 NyHkT «Cnncok VLAN»
B maHHOM nyHKTe MeHi oTobpaxeHa uHpopmauust 0 cosgaHHbiX VLAN

Ha KOMMYyTaTope. Takke MMEHHO C 3TOro MyHKTa HaduHaeTcs cos3gaHue VLAN
Ha ycTpouctBe. [lobasnsetrca wn npucBamBaetca VLAN wnaeHTudukaTop,
NOeHTUdUKaTop coctont n3 12 6ut 1 nokasbiBaeT, B kakom VLAN HaxoauTbcs

kagp (PucyHok 8.21).

=T=TEI=1 KommyTaTop D A * [ Tg
P Kondwrypaymun CroTomul Cnucox VLAN  Koldburypauma nopra VLAN

b Ynpaenenwe noprama
Pasawn BHTHATYE o Coxparat

¥ Ynpasnenae ycTpoRcTOOM

Sperning Tree MNeazecexa VLAN i A30040282-608 NOPTEE 16 WOM;T PALOTETE 0AMIIDIAGRHE.
Wenansayiime © ocTopeasacTeil

T23486T78910.11,1213.14.95,16.17 18,
19202122 23242526

&
B
LUR

F—
£ £
(1]

» PoE

| mossams || vaanem |

PucyHok 8.21 — CosgaHune VLAN
Onsa cospaHna VLAN Ha YCTpPOMUCTBE HaXMuUTe KHOMKY «[lobaBuTby.

B nosisuBuemMca gmanoroBoM okHe (PucyHok 8.22) 3anonHuTe TeKCTOBble nonsd
«VLAN ID» un «OnucaHue» (Tabnuua 8.7), HaxmuTe KHOMKY «CoOXpaHUTb».
Ha nepsom aTtane koHgurypaumm VLAN ctonber «YneH VLAN» Oyget nycr,
ans pobaeneHna yyactHukoB VLAN nepenamte B nNyHKT «KoHurypaumsa nopta
VLAND».

HdobaBuTtb X

VLAN ID

OnucaHne

l CoxpaHuTtb ] [ OTmMeHa l

PucyHok 8.22 — CosgaHune VLAN
Tabnuua 8.7 — JaHHble cnucka VLAN

Ctonbeu OnucaHue

VLAN ID YHukanoHbin ngeHtudpukatop VLAN cootBetcTtByeT Tery VLAN,
Hanpumep, BBeante 1, 2, ytobbl co3gatb VLAN 1 n VLAN 2.

OnucaHve | TekcToBas norb3oBaTenbckas MeTka Ans yaobcTBa HaCTPOWKU.
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Ctonbeu OnucaHue

MopTbl, 4Yepe3 KOTOpble pa3pelleHO npoxoxaeHne Tpadumka
UneH VLAN | ¢ cooteetcTBytowmum Terom VLAN. HacTtpamBaeTca BO BTOpOu
Bknagke «KoHgurypmposaHue VLAN-nopTta».

8.3.2.2 NyHkT «KoHdurypaumsa nopta VLAN»

HaHHbIN NYHKT aBnaeTcsa BTOpbIM waroMm KoHurypauum VLAN. Ona Hy>XHbIX
NOPTOB B TEKCTOBOM rore crtonibua «PaspeléHHble VLAN» fobaBbTe yKasaHHbIN
B ware oauH «VLAN ID», HacTpouTe NopT B 3aBUCUMOCTN OT HEOHXOANUMOro Bam

pexuma paboTbl nopTa.

=1=1"[=] KomMmyTaTop @ A - [ 23
B Kosdnarypauim ccess Craoe VAN Wotdmrypasin noprs VLAN

» Ynpomnatse NopTaNG
¥ YMpARNEHIE YCTPOHSTECM

T — . s

B
2

cflelfcPleilcpiciieplieile

cflejf<pleifcficiicficiic

» PoE

Accoss [ 4 ~ RN 1

PucyHok 8.23 — KoHdurypuposaHnue VLAN-nopTa
Tabnnuya 8.8 — KoHdurypmuposaHue VLAN-nopTta

Ctonbey OnucaHue

MopT Ctonbeu oTobpaxaeT hm3nyeckum NopT yCTPOMUCTBA.

MosBonsieT BbiOpaTb pexmm paboTbl NopTa.

— «AcCCess» — [aHHbl pexmnM nepekntoyaeT MNopT B PEXUM
co cHaTMem Tera VLAN. Hanbonee npasunbHO UCNOMb30BaTb
Ans NopToB, K KOTOPbIM OyayT NOAKMNKYATbCA OKOHEYHble
YCTPOUCTBA;

— «Trunk» — B 9TOM pexume Hamboree 4acTo HacTpauBalTCS
nopTbl ANA  NOAKMKYEeHUA K  ApyrMM  KOMMYyTaTopam.
[Mpoxogodawmm 4yepes TakouM MOPT Tpaduk npoBepsieTca Ha
Hann4ne paspelwéHHblXx B none «PaspeléHHble VLAN»,
CtaHoBUTCS akTMBHbLIM Bbl6op «Egress tagging»;

— «Hybrid» — B otnnuune ot Trunk ana ucxogsduwiero Tpaduka,
hybrid pexum nossondetr cHumatb Bce MeTkn VLAN wunn
HaobopoT o0b6sa3aTenbHO MeTUTb Terom  «nopT  VLAN».
B octanbHOM npuHUmMn paboTbl coBnagaer.

Twvn nopTta
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Ctonbey OnucaHue

3agjaeTcs NpuUHaAQSIEXKHOCTb nopTa K KOHKpeTHoMmy VLAN.
VLAN no B cnyyae pabotbl nopta B pexume Access, MocTynawoLmm
yMOMYaHuio | Ha MOpT Tpadguk nomevaeTcs Terom, 3anucaHHbiM B [aHHOe

nosne.
PaspelwénHble | [lepeuncneHme Bcex paspelleHHbIX K MPOXOXAEHUIO Yepes 3ToT
VLAN nopT VLAN. OctanbHble VLAN oTbpacbiBatoTCs.

Mpn yctaHoBke «Tun nopta» B «AcCCesS» [daHHoe none
He pgocTtynHo. Ter VLAN npuHyguMTeSNibHO CHUMaeTCS.
—«Untag port VLAN» — ©OygeT CcHATa MeTka C MaKeToB,
oTHocdawwuxca kK VLAN c Terom, ykasaHHbiM B none «nopt
MapkupoBka VLAN». OcTanbHble nakeTbl OyayT nepefaHbl 6€3 N3MeHeHui;
MCXoasLMX —«Tag ALL» — Bce naketbl ¢ metkamm VLAN u3 cnucka
pa3peLLEHHbIX ByayT nepegaBaTbCcs 6€3 N3MEHEeHUH;
— «Tagged only» — Bce VLAN nepefatotcs Kak ecTb;
— «Untagged only» — wucnonb3yetca B 0CODbIX cry4asax.
Bce meTkn co Bcex VLAN cHumatoTcs.

Mpumep:

HyxxHo nogkntountb Kamepy B nopt 1. VLAN BugeoHabnogeHusa — 4. lNopr,
Kyda QOOSKHbl nepegaBaTbCA [AaHHble — 16 M 3TMUM MOPTOM KOMMYyTaTop
NOAOKIOYEH K ApYyroMy KoMmyTaTopy, nogaepxmnsatowemy 802.1Q.

Ansa koHdurypuposaHus HoBoro VLAN Heobxoaumo:

B nyHkte «Cnmncok VLAN» HaxaTb KHOMKy «[dobaButb» (PucyHok 8.21).
[Moasutcsa ananorosoe OkHO co3gaHma Hosoro VLAN (PucyHok 8.24). 3anonHute

TekctoBble nonsa «VLAN ID» n «OnucaHue», HaxkmuTte KHOmKy « CoOXpaHuUTb.

HobGaButb X

VLAN ID 4

OnucaHue Kamepa

I CoxpaHnTb ] l OTmeHa l

PucyHok 8.24 — [lo6aBuTb HoBbIN VLAN
B nyHkTe «KoHurypupoBaHue nopta VLAN» (PucyHok 8.25) ans HyXHbIX

noptoB B none «PaspewéHHble VLAN» pobaBbTe YyKasaHHbin B ware 1
«VLAN ID», HacTpouTe nopT B 3aBMCUMOCTM OT HeoBXOAUMOro BaMm peXxuma

paboTbl NopTa.
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B cTpoke, cOOTBETCTBYOLYIO 1 — My NOPTY, HYXXHO:

— BbibpaTb «Access» B ctonbue «Tun nopray;

— B tekctoBom none «VLAN no ymonyaHuio» Bnucatb — 4,

— B TekctoBom none «PaspewéeHHbie VLAN» Bnucatb — 4.

B cTpoky, cooTBeTCTBYIOLLYIO 16 — My MOPTY, HYXXHO:

— BbibpaTtb «Trunk» B ctonbue «Tun nopta» (Hambonee BeposATHO
nossneHne un gpyrmx VLAN Ha kommyTtaTope. B aTom cnyyae, ecnn Bce fJaHHble
6yayT npoxoamTb Yepes3 16 — i nopT, BapuaHT « Trunk» sBRAsSieTCSA onTUMarbHbIM
BbIGOpOMm);

— TekctoBoe none «lMopT VLAN» MeHATb He TpebyeTtcsa (B none BAMCaHO
3Ha4yeHue 1);

— B ctonbue «MapknpoBka ucxogsduwl.» Bblbpatb «Untag port VLAN»
(B aTom cny4vae Bce paspewénHble VLAN 6yaoyT npoxoguTb CO CBOMMU METKaMMU,
VLAN c ID 1 6yget octaBaTtbcs 6€3 MeTKM);

— B TekctoBoe none, ctonbey «PaspewéHHble VLAN», Bnucatb 4
NUNn gonucaTtb Yepes 3ansaTyro K CMIUCKY YXXe UMEIOLLNXCH B Mofe 3Ha4YeHu;

— HaxaTb kHoMKy «CoxpaHuUTb».

KommyTaTop (O A - (T2

P Kouchurypausn CucTeus: Crmcos VLAN  Komdhmrypawss nopra YLAN
P Ynpaonewne nopramm

¥ ¥npaEnoHue yeTpoRcTooM

Spanning Tree I 1 Access

camsle oy 2 Access

ATPETAROBANAR NOTEEDA 5
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PucyHok 8.25 — K
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Truni Urtag Port VLAN

OH(bI/IF)v/pI/IpOBaHMe VLAN-nopTta
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8.3.3 NMoaPA3AEN « ArPETMPOBAHMUE MOTOKOB»

CyTb arperaumm kaHarnoB 3akmntoyaeTca B 0OPMUPOBAHUM U3 HECKOSbKUX
P13nYecknx NOpTOB KOMMYyTaTopa OL4HOIO SIOrMYEeCcKoro nopTta, NpU4YeM HECKOSNbKO
KaHanoB, MpuHagnexawmx K OOHOM W TOW >Xe rpynne arperaunun, MOXHO
paccmaTpmBaTb KaK Jformyeckoe coeguvHeHue C  Oonbllen  NpornyckHOMm
CMOCOBHOCTLIO.

ArpervpoBaHue KaHanoBs MOXeT peann3oBaTb pasgerneHue
OTBETCTBEHHOCTM 32 KOMMYHUKALMOHHBIA MOTOK MeXOy KaXablM NOPTOM-YSIEHOM
rpynnbl arperMpoBaHusl, YTO [LOSMKHO YBENUYUTb MPOMNYCKHYHO CMOCOBHOCTb.
Mexngy Tem, B3aMMHOE AMHAMWYECKOe pe3epBHOE KOMMPOBaHME MOXET OblTb
peanM3oBaHO MexXay KaXAabiM MOPTOM-YSleHOM B OAHOW M TOW Xe rpynne
arperaumm, YTo OOSMKHO NOBbLICUTb HAAEXHOCTb COEAMHEHUS.

[na atoro cosgaetcsa onpegeneHHas koHdurypauums ans nopToB-YSEHOB,
KOTOpble NpuHagnexaT K OQHOM M TOM e rpynne arperaumm. 3Ty KoHdUrypauum
BKMovaoT  Hactpoukn STP, QoS, VLAN, cBonctea nMopToB, U3yyYeHue

MAC-agpecos, 3epkanupoBaHue, punstpaumto 802.1x 1 MAC un 1. 4.

BHUMAHUE!

He pekomeHayeTcsa peanu3oBbiBaTb KOHUIypaLuo NopToB, KOTOPbIE
MCMONb3YKTCA ONA  arperaunMn  KaHanoB, C  paclUpeHHbIMU
dYHKUNAMN.

Arperaumsi KaHanoB MoXeT ObITb pasgeneHa Ha CTaTUYecKyto
arperaunto 1 LACP, kak npaBuno, npoTUBOMNOSIOXHbIMU KOHEYHbLIMU
yCTpOMUCcTBaMM  arperauuu  KaHanoB KoMMyTaTopa  ABNSAKTCH
KOMMYTaTOpP U CETEBbIE KapTbl cepBepa

8.3.3.1 CtaTtnyeckas arperauus
CtaTuyeckmn pexum arperaumm Mno3BONsieT €My BpydHylo [Oob6aBuTb

HECKOMbKO MOPTOB-YSIEHOB B T[pynny arperaumm, BCe MOPTbl HaXOAATCS
B COCTOSAHUWN NPSIMOM Nepefayn 1 COBMECTHO UCMOSb3YIOT Neperpy>XeHHbIN NOTOK.
Heobxoaumo cosgatb rpynny arperauum n ob6aBnTb NOPThI-YNEHbl Yepes pyyHoe
KOH(purypuposaHme 6e3 ydactua npotokona LACP (link Aggregation Control

Protocol).
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- Pexxum «banaHcnpoBKu Harpyskm».
CywectByeT Tpu Tuna anroputMa 6anaHCUMpOBKWM Harpysknm gnsa nopra,
KOTOpble nokasaHbl Huxke (Tabnuua 8.9).

Tabnuuya 8.9 — Tunbl anroputMa 6anaHCUPOBKN Harpy3Kku

Pexxum 6anaHCcUpoBKU OnucaHue

BanaHcupoBka Harpyska, OCyLlecTBIisieMasi Ha OCHOBE

cToutnk MAC nonst MAC-agpeca UCTOYHMKA.

BanaHcupoBka Harpyska, OCyLlecTBsieMasi Ha OCHOBE

MAC Ha3Ha4eHus
nons MAC-agpeca HasHadeHus.

MAC MCTOYHUK U BanaHcupoBKka Harpyska, ocyliecTsrngemMas Ha OCHOBe
Ha3Hay-s nona MAC-agpeca NCTOYHMKA U Ha3Ha4YeHus.

- 'pynna «ArpervpoBaHuns».

OT0 cbopka rpynnel noptoB Ethernet. lNoggepxuBaemoe uucno rpynn
arperaumMm rno ymMoOSf4YaHul0 pPaBHO TPeM, KOTOpoe He MOXEeT OblTb M3MEHEHO.
CrtaTyc no ymon4yaHuio Ansa Bcex rpynn arperauum —disable, B rpynnax
He aKTMBMPOBAHO HM OLHOrO nopTa.

. Bxogswme B rpynny nopTol.

B kommyTaTOpe co3gaHbl BCe rpynmnbl arperaunn no yMOMYaHWUIo, YneHbl
nopta wumeT 3HadeHMe null. CHayana HeobxoAUMMO BKNKOYUTL  rpynny
arpermpoBaHusl, €cnm Bbl XOTUTE HACTPOUTb MOPTbI-YAEHbl ANS  rpynnbl
arpermpoBaHuda. 3aTeM LUEenKHUTEe rpynny arperMpoBaHus, B KOTOPOWM HaxoauTCs

MOPT, YTOOLI BKMOUNTL OYHKLINIO arpernpoBaHms.
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8.3.3.2LACP
LACP (Link Aggregation Control Protocol) ncnonesyetcsa gns peanusauuu

AVHaMM4yeckon  arperaumm  OocHoBaHHOM Ha  crtaHgapte |EEE 802.3 ad.
Ob6e cTopOoHbI arpermpyembix YCTPOWNCTB obbeanHstoTCA BMeEcCTe
MO CornacoBaHHbLIM KaHanam CBS3W W MOoflydaloT U OTNPaBfslOT OaHHble 4yepes
naket LACPDU, BsaumopgenctBylWMn C WHGopmaumen o6 arpermpoBaHum.
MpoTokon MoOXeT aBToMaTudeckn p[obaBnAaATb M yganaTb MOpPTbl B rpynne
arperaummn. OH obnagaeT BbICOKOM MMOKOCTbLIO M obecneynmBaeT BO3MOXHOCTb
BGanaHCUpOBKM HarpysKu.

Mocne BkmoyveHns dyHkumn LACP nopT coolwuT npoTUBOMOSOXHOM
CTOpOHE cuctemHbin npuoputet, MAC, Homep nopTa, npuopuTeTa U KoY
ynpasrneHus (310 onpegendeTca (uU3MYeckuMn CBOMCTBaMMU, WHGOPMaLMeEN
O NMPOTOKOSIE BEPXHENO YPOBHS M KINHOYOM yrpaBneHns nopra).

CTopoHa C BbICOKMM MpUOPUTETOM YyCTpoucTBa OyadeT ynpaBnATb
arpernposaHnemM. [lpuoputeTr  ycTpoucTBa  onpefdenseTcd  CUCTEMHbIM
npnoputetom n MAC-agpecom, YyCTPOMUCTBO C MEHbLUMM 3HAYEHNEM CUCTEMHOIO
npuoputeta umeeT 6ornee BbLICOKMA NPUOPUTET. YCTPOMCTBO C MEHbLUUM
3HayeHnem cuctemHoro MAC nmeet 6onee BbICOKMIA NPUOPUTET, Koraa 3HavyeHune
CUCTEMHOro npuoputeta ognHakoso. CTopoHa ¢ 6ornee BbICOKMM NPUOPUTETOM
yCcTponcTBa BblbepeT nopT arperaumm B COOTBETCTBMM C MPUOPUTETOM MOpPTa,
HOMEpPOM MnopTa W Ko4Yom onepauuun. NopTbl C TakMM Xe KIHo4oM ornepaumm
MoryT ObiTb oDaBneHbl B Ty e rpynny arperauun. MNMopT ¢ MEHbLUMM 3HAYEHNEM
npuoputeTa nopta byaeT BblIbpaH Mo NPUOPUTETY B TOM XKe rpynne KOHBEPreHumn.

[MopT ¢ MeHbWwKM HOMepoM ByaeT BblbpaH, Korga npuopuTeT nopta byaet
oavHakoBbiM. BblbpaHHble nopTbl OygyT norndeckn o6beauHeHbl BMeECTe
Ans npyuemMa 1 oTnpaBku AaHHbIX NOCMEe TOro, Kak 06e CTOPOHbI B3aMMOAENCTBYIOT

C UHdopmauuen ob arperaumn.
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Hactponku npotokonia LACP B OCHOBHOM BKMto4akT B ceba dyHKUUIO
BkntoyeHna nopta LACP, 3HayeHue Knioya, akTUBHOCTb (aKTMBHbIN/NAcCUBHbIN
PEXNM) U KOH(pUrypaumo TanmayTa.

[MopTbl, KOTOpbIE TONbKO BKMtoYalT npotokon LACP, moryT peanusoBaTb
cornacoBaHne LACP, n Torga oH MOXeT cpopmMmpoBaThb arpermpoBaHHbINA KaHan.
CeKpeTHbIN KoY  SABMSIETCA OCHOBOW B3aMMOAEWCTBUS, W MOPTbl C TakKUM
K€ CEeKPEeTHbIM KITl04OM MOryT BeCcTU nepefadvy ans ¢opMUpoOBaHMA KaHana
arperauuun. Pexxum nepegaym BKNoYaeT B ce0a «aKTUBHbLIA/NACCUBHBINY PEXUMBI.

YcTponcTeo oynet aKTMBHO 3anyckaTtb KaHan arperauum,
KOrga OHO HaxXoAUTCA «aKTUBHOMY» COCTOSHWM; YCTPOMCTBO 6OyaeT naccuMBHO
NpUHMMaTbL [JaHHble 06 arperauuu, 3anyLeHHOM ApYrMMu  YCTPOWCTBAMM,
Korga OHO B COCTOSIHUWN «MACCUBHbINY.

B cucteme OomxHbl ObITb, MO KpanHeEW Mepe, OAWH UMK OBE CTOPOHHLI,
KOTOpPbI€ YCTAHOBIEHbI B KAYECTBE «aKTUBHOIO», YTOObLI peanu3oBaTb yCnewHoe
coeaMHeHne, Korga asa ycTponcTea ob6beanHeHbl Mexay cobon.

— Know  onepaummn — Ona 4neHoB OOHOM TPYyMMbl  arperaumm  HYXXHO
HaAaCTPOUTb OAMH W TOT XXEe KM4Y onepaumn, oH AofkKeH ObiTb B AnanasoHe
oT 1 po 65535;

— AKTUBHOCTb — MOXET BblbpaTb aKTUBHbLIM MU MACCUBHbLIN (MO YMOMYaHUIO).
OaHOo yCTPOMCTBO, KOTOPOE Yy4aCcTBYET B AMHAMMYECKOW arperaunmn, AOSMKHO BbITb
B aKTUBHOM peXnme, a apyrme OomkHbl 6bITb HACTPOEHbI HA MACCUBHbIN PEXUM;

— Tanm-ayT — MOXeT OblTb YCTAHOBMEHO B KOPOTKOE WM Aofroe

(No ymonuyaHuo) BpeMs 0XXnaaHusl.

KomMyTatop @ A ’ E

PucyHok 8.26 — VIHTepdenc HacTponku arperawmm cCoiyiok
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8.3.4 NMogprPA30EN «HACTPOUKM QOS»

QoS (Quality of Service/KadectBo 0bCnyxuBaHmga) — aTo obLluee HasBaHue
TEXHOSOrMN NpuopuTU3auMn Tpaduka Ona ynydweHna Kadyectsa TexX WUNKU MHbIX
yCnyr B YCroBUSAX BbICOKOW HarpyXeHHocTu ceTu. [Npu pabote gaHHOM doyHKLUUK
Ncrnonb3yeTcs anroputMm M3MeHeHUs Nnopsiaka pacrnonoXeHnsa KagpoB B o4epeasx
(NnprnopuTu3aums).

[MpropuTnsaumsa NnponcxoauT € NOMOLLLIO pasferieHus Tpaduka Ha Knaccbl
N NpefoCTaBfieHMst  KnaccaMm  pasfn4yHbiX  MPUOPUTETOB B ODCYXXUBaHWUM,
C NOMOLLbI0O 3TOro obecneynBaeTcsl CBOEBPEMEHHAs OOCTaBKa YyBCTBUTESNBHOMO
K BPEMEHHbIM 3aJepXXkam Tpadgomka.

T.e. Tpacuk ¢ 6onbwmnm npuoputeToMm, Hanpumep, RTSP notok, 6yaet
nepefaBaTbCs B MEPBYID o4vepelb C MUHUMarnbHbIMU 3agepxkamu. Tpaduk
C HU3KMM MPUOPUTETOM, Hanpumep, coaepxmmoe Beb-nHTepdenca, Oyoer
nomeweH Boyepedab C 6ofee HU3KMM  MPUOPUTETOM, rAe [AOonycKalTCs
BPEMEHHbIE 3a4ePXXKN U MOTYyT BbITb NP HEOOXOANMOCTN OTOPOLLEHBI.

8.3.4.1 NMyHKT «Pexxum npuopurteta»
B nyHkTe «Pexum npuoputeTa» ycTaHaBnmMBaeTCs Knacc obcnyxmBaHuS.

[Mog knaccom obcnyxmBaHust nogpasyMeBaeTcsl BbIOOp MexaHuama paboThbl
KOMMyTaTopa ans ynpasrieHus NPONYCKHOM CNOCOBHOCTLIO cetn
NpW BO3HUKHOBEHUM Neperpysok.

bnarogapa BbiOpaHHOMY MexaHuaMy 6yaeT onpeaenartbcs  NopsaoK
nepegadm nakeToB 4yepesd BbIXOOHOW MHTEpdENC Ha OCHOBE MX NPUOPUTETOB.
[na gaHHOW mogenu OoCcTyneH BbIBop U3 Tpex MEXaHNU3MOB:

— [MepBbin Bowen, nepsbln Bolwen (FIFO (first in — first out)) — MexaHM3m
FIFO npu cBoen paboTe He BbINOMHSAET Knaccudukauuo, nakeTbl NomeLlarTca
B OQHY oO4epedb W pacro3HalTCA C OOHOM MNPUOPUTETHOCTLIO, T.€ MaKeTbl

obpabaTtbiBaloTCA B TOM 04EPELHOCTM B KOTOPOM 1 nocTynunn. QoS He paboTaer;
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— Bce 6onbwoe nepen manbiM (NPUOPUTET B NOpsSAKe OBYX ovepenen) —
nocTynawwune nakeTbl NOMELATCA B ABe odepeau «BbicokonpnoputeTHble»
n «HuskonpuoputeTHbie». lNpn 3TOM NaKeTbl W3 HU3KOMPUOPUTETHOM O4vYepeau
He Ha4YHYyT nepefaBaTbCsl, MOKa MNepefarTca nakeTbl U3 BbICOKOMPUOPUTETHOM
odepeaun. [Npu paboTe Takoro MexaHmsama eCTb BEpPOSTHOCTb, YTO MakeTbl
N3 HU3KONPUOPUTETHOW rpynnbl JoNroe BpemMs He byayT obpabaTbiBaTbCS;

— Round-Robin (npuoputeT pacnpegenseTcs LUMUKINYECKU) — MeXaHU3m
npu paboTte obecneymBaeT UMKINYECKYD 0bpaboTKy oyepenen B COOTBETCTBUM
C Ha3Ha4YeHHbIM MM BEeCOM W MNpefoCcTaBnsas Nosiocy NponyckaHusa Ond NakeTos
HU3KOMPUOPUTETHLIX o4vepeden. Takke Kaxpass odepedb MmeeT cobBCTBEHHOe
Bpems obpaboTku, BpemMa 06paboTkm C HauBbICLULMM NpUOpPUTETOM Oorblue,
4YyeM Yy NnocregyrLLnx odepenen.

I=I=I"=] KomMyTaTop @ A

! Pawoau Mpwapurera Ha ecusss DSCPRopTS0 1p Ha ockase TCP 1 UDP noara Mpiapurer DSCP

» PoE Conparsrin |

PucyHok 8.27 — INpnopuUTeTHLIN pexmm

8.3.4.2 NMyHKkT «Ha ocHoBe DSCP/nopT/802.1p»
Knacc npuvoputeTHOCTM  BbICTaBTaBnAseTCA B 3arofioBke  MakeTta.

[na knaccudukaumm Tpadumka MCNONb3yTCA CTaHO4apTHbIE MOSIA B 3arorioBKax.
YCTpOMCTBO aHanusnpyeT W pacnpegendet nakeT B ovyepedb B COOTBETCTBUM
C MPUCBOEHHbLIM LINPOBBLIM MPUOPUTETOM.

Onsa obecneyeHna QO0S Ha L2 ypoBHe KOMMyTaTOp noagepXusaet
IEEE 802.1p. Cneundmkauua IEEE 802.1p nossonsieT 3agatb 0O 8 ypOBHeMN
npuoputeToB (oT 0 go 7), onpegenatowmx cnocod odbpaboTkm kagpa. NpuoputeT
ycTtaHasnmBaeTca B nosie CoS (Class of Service), none coctout ns 3 out B Tere
802.1Q Ethernet-kagpa.

Ctpyktypa Ethernet kagpa. Ter 802.1p BHyTpu Tera 802.1Q:
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802/1Q Ter KoHTpornbHas
Aapec Anpec Rnuwa/ [aHHble nocnenoBaTeNbHOCTb
HasHa4yeHus1 | UCTOYHUKa |TPID | TCI Tun xanpa
6 6ant 6 Gant_ 4 6anTta 2 banta | 46 — 1500 Gant 4 banTta
_______ TPID — MHpopmauma o6 ynpasneHnn metkamm (TCI)
naeHtudukartop tera. | Priority — ypoBeHb | CFl — uHgmkatop VID — ngeHtndgukaTtop
Mo ymonyaHuio npuoputeta 802.1p | KaHOHW4YECKOrO VLAN, 3HayeHus ot 0 go
0x8100. (otO0po7) dopmara. 4095
16 6ut 3 buta 1 6ut 12 6uT
Tabnuua 8.10 — BoceMmb knaccoB npuoputeTa Tpadguka (ctangapt IEEE 802.1p)
YpoBeHb YpoBeHb
Knacc npgggviTeTa npgggviTeTa YpoBeHb 06cnyXuBaHus.
npuopurteTa P =P Tun Tpadumka
(necaTnyHan | (aBomn4HanA
cucrema) cucrema)
Best Effort. KadectBo nepenayn
0 000 He rapaHTUpoOBaHo, HO

nogaepxmBaetca Ha Jnydlem
YpPOBHE N3 BO3MOXHOIO.

1 001 Background. ®oHoBbIN Tpaduk.

Ouepenb C 5 010 Standard (spare). CtaHaapTHbIN
HU3KNM TpadgouK.

npuopnTeTOM Excellent Effort (business
critical). NpuoputeTHbIN TpaduK.
He «kpuTuyHble K 3agepixkke,
HO KPUTUYHbIE K noTepsim
AaHHble. MeHee npuopuUTETHbIE,
4YeM KOHTpOnupyembin TpaduK.

3 011

Controlled Load  (streaming
multimedia). KoHTponunpyembiu
4 100 Tpaduk. KpUTUYHBIN K MOTEPAM,
HO He KPUTUYHLIN K 3adepXKKe.
MynbTMeunHbIE NOTOKN.

Ouepenb C Video. Bugeonotoku. KputnyHom
BbICOKUM 5 101 ABNAETCA  3aJep)KKka  CBbllle

npyopuUTETOM 100 mc.

Voice. ["lonocosomn TpaduK.
6 110 KpntnyHon aBnsietca 3agepka
cBbiwe 10 mc.

Network Control Reserved traffic.

7 111
[laHHble ynpaBneHus ceTblo.
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B OaHHOM nyHKTe BKIOMEHME napameTpa O3HavaeT ero NpUopUTETHOCTb

Ha nopty nepepn apyrmmu (PucyHok 8.28).

KoMmyTaTop L)) A . [ B

B HOHUIYPAUMA CHcTOME  FRMA NDRo H o1 TP Ha cencRe TCR | LIDH nopra
B YNPAANGHWG NOPTIMK

* Ynpasneiue yeTpodTeou

eflefic||e

B PoE "

< (f<ficfi<hlclief ¢ lefleffelic

effeficf{<plellefelle

W

el cilchlellcbee
s flcilefel|cfeilc

[1]

PucyHok 8.28 — HTepdenc HacTponkn Port/802.1p/DSCP Based

8.3.4.3 NyHkT «Ha ocHoBe TCP/UDP nopTta»

TCP w UDP wucnonesyT 16-pa3psagHbid NOPT ANs  pacno3HaBaHUs
npunoxeHun. Cepeepbl 06bIMHO UCMOMNbL3YKOT CTaHAApTHble NopTbl. Hanpumep,
TCP-nopt FTP-cepsepa — 21, TCP-nopt Telnet — 23, UDP-nopt TFTP-cepBepa —
69. 3apesepsupoBaHHbIN agnana3oH TCP/IP 1 — 1023 nopr.

Ha pucyHke (PucyHok 8.29) BMOEH CMMCOK MPOTOKOMOB, Takue kak FTP,
SSH, TELNET, SMTP n DNS wu T... YctaHoBuTe npuoputeT [Ans noprta
N3 CNucka, B COOTBETCTBUMN C TpebOBaHUAMM K HacTpanBaemon ceTn, BO3MOXHbIE
3HaveHna: Q4 ~ Q7 — Bbicokun npuoputeT, Q0 ~ Q3 — HM3KMAN nNpuopuUTeT

unu discard — otbpacbiBaTb.

KommyTatop ® A & p

» SwcTen Fia Senose DECPIACEHEGZ 15 Ha ocwome TCP | UDP nopra Tpwomirer DSCH
B YIPARNSHAR NOPTAMN
¥ YnpaRnaHue yETPORCTROM

3
®
cilefefledic]le

Descard

b POE S a1

flcifefie|lellei]cble ]«

Coxpa

PucyHok 8.29 — NMpuoputeT Ha ocHoBe TCP/UDP nopta
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8.3.4.4 NyHkT «Mproputer DSCP»
Ons obecnevyeHns QoS Ha L3 ypoBHe kOMMyTaTop nogAdepXxuBaeT BuA

npuopuTn3aunmn, NpuM KOTOpoM B 3aronoBok IP gobaesngaetcs cneuuanbHbli 6anT
ToS — Type of Service.
OT0T Oant MoXeT ObiTb 3anonHeH nmMbo 3HavyeHneMm npuopuTeTa
IP Precedence, nubo 3HayeHnem DSCP (Differentiated Services Code Point) .
Onsa obecneyeHns QOS npuopuTeT ycTaHaesnuBaeTca B none DSCP
(Differentiated Services Code Point), none 3aHnmaeT 6 6ut B IP nakete n nmeet

npuoputeTHocTb 0 OO 63.

| Baronosok L2 | 802.1Q | | ToS | 3aronosok L3 | [aHHbie |

—— ~. L
— <. ——————
— ~ ——————————
S < e T

S,

802.1p CFI VLAN ID

(36uta) | (16ut) | (12 6uT) [ T R O R e

Mpuoputet Delay/Cost/
IP-agpecoB (5 6ur)
(3 6uta)
DSCP T cu |

Tabnuuya 8.11 — NMpuesaska no ymondaHno DSCP k CoS (npuoputetam 802.1p)

BHyTpenhmn | 1 2 3 4 5 6 7
npuoputet

DSCP 0—7 |8-15 [16 — 23 |24 — 31|32 - 39|40 — 47|48 — 55|56 — 63
CoS 0 1 2 3 4 5 6 7

B 3aBucumocTn OT 3agaum nepeHasHadbTe npuoputeTbl QoS gna DSCP
(Differentiated Services Code Point).

1. Boibepute 13 BbiNagarowero cnmcka B CTpoke «He coBnagaet
NPMOpPUTET» NapameTp: HWU3KuA npuoputeT (npuoputet 0) nnn nprMopuTM3aums
no Tery/nopry.

2. YctaHoBuTEe B cTonbue «3HayeHnme» npuBaskm DSCP k CoS
(npnoputetam 802.1p). 3Ha4YEeHNA JOMKHbI NpUHaanexaTb 6-6MTHOMY aManas3oHy
0...63 (Tabnnua 8.11).

3. B ctonbue «lNpuoputet» Bolbepute knacc npuoputeta (ot 0 go 7).
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KommyTatop @ A 8 [ B3

[T e — o TEE (U ot Nawoparar DACR

rnsmrass roprise

——

”":|5v|cyH0|< 8.30 — MNpwuopuTesauusa no DSCP

8.3.5 NMoaPA30EN «BE3ONACHOCTb»
8.3.5.1 NyHkT «Tabnuua MAC agpecoB»

KommyTaTop, And nepedadn nakeTta, BbIMNOSIHAET TMOUCK B JNUCTe
MAC-agpecoB B cootBeTcTBUM ¢ MAC-agpecom HasHadeHus. Ecnn apgpec
HavgeH B Tabnuue, UCNOSMb3yeTCA COOTBETCTBYIOLWMA MNOPT ANA NEepechiiku
naketa. Ecnu HeT, yCTPOMCTBO MWCNOMNb3yeT LWUPOKOBELLaTENbHbIN PEXuM
Ans nepecblnikn  yepes cootBetcTBytowmn VLAN (32 uvCKMoYeHMeM nopTa,
C KOTOpOro 3TOT nakeT noctynun). Ha cneayrowemM pucyHKe npeacTaBrieHa Takas

Tabnuua agpecos (PucyHok 8.31).

EI=Te=1 KommyTatop @D A v [}
TaCremas MAC agpecon Mo i MAS Sropt S juites WAL Wl FugTy
......

.......

P-VicyHOK 8.31 — MAC nHdgopmauumsa ob agpecax
8.3.5.2 NyHkT «MpuBaska MAC-nopt»
Ha pucyHke Hwmxke (PucyHok 8.32) usobpaxeH WHTepdenc npuBssKu

MAC-agpecoB. HaxmuTe Ha BbIOpaHHbIN OEUCTBYIOLWNA MOPT ANS HACTPOMKK
npuBaskn kK Hemy MAC-agpecoB. B pesynbTate Tonbko Tpadvk € 9TUM

MAC-agpecom bygeT gonylleH K nepegade Ha 3TOM nopTe.
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[aHHOM (pyHKUMEN MOXHO NOMb30BaTbCs, YTOObI Yepes AaHHbIN NOPT Morna

OCYLLIECTBNATLCA Nepeaaya AaHHbIX TONbKO KOHKPETHOrO YCTPOMCTBA, Hanpumep,
C Kamepbl.

Kommyratop @ A - (23

Tatwiun MAC Boecol Momieiiea MAC-NopT DIErpalses MAC wa moeTy

lopT Aoy MACZE

PucyHok 8.32 — lNpuesaska MAC-agpeca
8.3.5.3 NyHKT «®unbTpaumsa MAC Ha nopTy»

PyHKUMA  uMcnonb3yeTcsa ONA  OrpaHMYeHus  MNOCTynarLwmnx MNakeToB
npy nomowm Hactpomkn 6Genoro cnucka MAC-agpecoB (PucyHok 8.34).
[na HacTpouKkn PyHKUMN:

1. Haxxmute kHonky «[Jo6aBuTb» 1 BBEAUTE B TEKCTOBOE NOSiEe ANANOroBoro
okHa «benbin» MAC-agpec.

2. CoxpaHuTe HacTpouKy.

3. Ang npocmoTpa nHopMauumn, HaXXMuUTe Ha NOpPT YCTPOMUCTBA U B CMUCKE

«[MopT MAC cpunbTpauum: Homep nota» byayT oTobpaxeHbl BXoAsALWME NakeTbl.

KommyTarop @& A o 23

P Kokdirypaten creToms a8 MAC agpecce oy pauss MAC 18 nopry
B impannssE nOpTaNE
¥ YNpARSEHS YOTPOACTROM

P99V POV wY D@ éaa @A

PmcyHOK 8.33 — dunbTpaumnsa nopTos
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8.3.6 NMoapPA3neEN «HACTPOUKM SNMP»

KommyTtatopom nogaepxmsatotca SNMPv1, SNMPv2 n SNMPvV3.

— SNMPvVv1 — ang aestopusauuu ucnosnb3yeT community MMA aHanornyHo
naposito. Ecnn community otnuyaroTcs, yCTPOMCTBA UTHOPUPYIOT Takne MakeThl,

— SNMPV2 — otnuuun B mMeToge asTopusauum HeT. PacwwupeH cnvcok
BO3MOXHbIX onepauum, TMNOB AaHHbIX N KO4OB OLLUNOOK;

— SNMPv3 — aBTopu3aumsi Ha OCHOBE T[OJSIb30BaTENIbCKOW MOAENM.
Bo3MoXHa HacTporka pasfuyHbiX MapamMeTpoB asTopu3auuuM, B TOM 4ucne
wngposaHna. IAtoT npotokon SNMP  gaBnsetca Hanbonee ©6e3onacHbIM
N pEKOMeHAYeTCs ANA MCNOfb30BaHUS B YCMNOBUSIX, TPeOyLWMX MOBbILLEHHOM

Oe3onacHocTw.

BHUMAHWE!

[MpoTokonbl pasnnYHbIX BEpPCUM HEe COBMECTUMbI Mexay CcoboMn.
OTnuymMe nNPOTOKOSMOB, KakKk W HEeBEpPHble HaCTPOMKW aBTopusauuu,
npuBeayT K UTHOPUPOBaHUIO 0O6MeHa C 00enxX CTOPOH.

Ha pucyHke (PucyHok 8.34) wnsobpaxeH wuHTepdenc Hactpoek SNMP
M NpUMEep TakoM HaCTPOMKK, SBRASAWMNACA B  OONbLUMHCTBE YCTPOWCTB
ycTaHasnmBaembiM Mo ymonyanuto. Ona SNMP npotokonos Bepcun 1 un 2

NHTepEeNC HaCTPOEK HE OTNNYaeTCS.

KomMyTaTop @ A v [ B3

B Koudurypaimn Cuctoss SHMP
» Ynpaunerive nopravs
O Bepor SIUP Ehia vt o swew Ry

Tlopr SNVF [1-85835)

PucyHok 8.34 — Hactponkn SNMP
Ha pucyHke (PucyHok 8.35) wnsobpaxeH wuHTepdenc Hactpoek SNMP

» PoE

Bepcumn 3.
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Kommyratop

Pl/lcyHOK 8.35 — Hactpovnku SNMPv3

Tabnuuya 8.12 — Nons HacTpoek

HasBaHue

OnucaHue

Bepcna SNMP

SNMP v1 — yCTpOMCTBO BbIMOJSIHAET TOSMbLKO MpOLEecChl
Bepcun vl SNMP. (SNMPv1 — nsnavanoHas peanusauus
npotokona SNMP, paboTaeT ¢ TaknumMm NPOTOKONaMu, Kak
UDP, IP, CLNS, DDP u IPX);

SNMP v2 — yCTpOMUCTBO BbIMOSIHAET TOSMbKO MpOLEeCChl
Bepcumn v2 SNMP. (SNMPv2 nepecmaTpuBaeT Bepcuto 1
N BKMOYaeT B ceb4 yrnydweHuns B obnactu
NPOM3BOAUTENBHOCTH, ©e3onacHocTy,
KOH(MOEHUMANbHOCTU U CBA3AX  MexOy CeTeBbIMU
MEHeKepaMKn, CIYXUT  Ansg  nofiydeHns ©Oonbloro
KofiMyecTBa ynpaBnarLWLMX JaHHbIX Yepe3 O4MH 3anpoc.
Bepcun SNMP v nv2 COBMECTUMBI
ONs1 OAHOBPEMEHHOro NPUMEHEHNS);

SNMP v3 — yCTpPOMCTBO BbIMOJSIHAET TOSMbKO MpOLEecChl
Bepcum v3 SNMP, HeobxogumMbl 5nOrMH U1 Naponb
ansa pa6botbel. (Bepcun SNMP v1 nv2 o0OHOBpPEMEHHO
¢ SNMP v3 He npumeHstotca. SNMP  v3  npuHocuT
N3MeHeHns B NPOTOKON nobaeneHnem
KpunTorpaduyeckon 3awinTbl, SBAAETCHA YhydlEeHUEM
3a CYET HOBbIX TEKCTOBbIX COrflalleHnn, KoHLenuum
n TepmnHoniornm SNMP).

Mopt SNMP

[MopT npocnyLwmBaHnd MNPOKCHU — NporpamMmmel YCTPOMUCTBA.
910 UDP — nopt He aBnsetcsa noptom TCP. 3HauyeHne
BapbupyeTca oT 1 0o 65535.

3Ha4deHune no ymon4yaHuio — 161.

Community Tonbko
AN YTeHus

HJoctyn SNMP Tonbko Ona 4YTeHWs: nogaepXuBaeTtcsd
anst Bcex uenen SNMP.

Community ans
YTEHUS 1 3anucu

Hoctyn SNMP gna 4TteHna u 3anucu: nogaepxuBaeTtcs
ans Bcex uenen SNMP.

BOLID SW-224 Bep.3 ALOP.203729.004 POn n3m.3 ot 01.07.2025




BOLID SW-224 Bepcusa 3. PykoBoacTBO NO 3KcnslyaTaumm 57

HasBaHue OnucaHue

Agpec  cuctembl  MoHuTOopuHra cetm wim - T1K
C NpeayCTaHOBIIEHHbIM crneumann3npoBaHHbIM
Appec Trap cepBepa | NporpaMMHbIM CPeLCTBOM MOHUTOpUHra. Cnyxut ansg
CaMOCTOATESNIbHOW  OTNPaBkuM  BUOEOPErMCTPATOPOM
MHopMauumn o cobbITuaX No npotokonry SNMP.

MopTt cuctembl  MoHUTOpuHra cetn  wm [1K
C NpenycTaHOBMEHHbIM cneynann3mpoBaHHbIM
nporpaMMHbIM CPeaCcTBOM MOHUTOPUHra Ons 3axeaTta
naketoB no SNMP npoTtokony. 3HadyeHus napameTpa
B Anana3oHe ot 1 pgo 65535, cwarom 1. 3HadvyeHue
no ymosnyaxuio: 162.

[MopT Trap cepsepa

Nonb3oBaTernb Beoantca wma nonb3oBatens C npaBamMn TOJIbKO
TOJNbKO A5A YTEeHUA Ha YTeHune.

Monb3oBartens ana | Beoautcs uma nonb3oBaTens C MNpaBaMy Ha YTeHue
yTeHusa/3anucu M 3anuceb.

Boibepute wmeTog xawwumposaHus MDS  unnm SHA.

Tun aBTOPU3aALUN
Cuctema aBTOMaTMYECKN pacno3HaeT MeToL.

[Mapornb Beeante naponb ana ayreHTudukauuun. lNapons gormkeH
asTopu3sauuu cogepxaTb He MeHee BOCbMU CUMBOJIOB

Bbibepute anropntMm cummeTpudHoro wmngposaHust CBC

Tun wucpoBaHns v DES.

Knod windposaHna | BeeguTte naponb LWMGPOBaHUA.

8.3.7 NMoapPA30EN «802.1X»

IEEE 802.1x — 9TO cTaHOapT ayTeHTUdMKaumMm yCTPOUCTB, NOAKITHOYEHHbIX
K KOMMyTaTopy. QTO TUN MNPOTOKOMa yrpaBneHna OOCTYrNOM K CEeTU Ha OCHOBE
nopTa, NO3ToMy A4S paboTbl 3TOro NPOTOKOMA Ha MOPTY KOMMYyTatopa OOSKHa
OblTb  CKOHUrypupoBaHa  OYHKUMS — ayTeHTudukaumn. YTo  KacaeTtcs
NOMb30BaTESIbCKOrO YCTPOMCTBA, KOTOPOE MNOAKMKYaeTca K HaCTPOeHHOMY
Ha aBTopm3aumio no 802.1X nopTy, OHO [OOSMKHO noadepXxmBaTb [AaHHbLIN

NPOTOKON ayTeHTUdmKaLuuu.
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8.3.7.1 Ctpyktypa cetn 802.1x
MpocTenwasn cxema 802.1x BknovaeT B cebst TpU 4YacCTU: KIUEHT, areHT

(kommyTaTOp), HACTPOEHHbIK Ha paboTy C  KOHKPETHbIM  CepBEPOM

ayTeHTUdmKaummn n cepeep ayTeHTUukaumnu.

Sl

KnueHT

) ATeHT Cepeep
(KoMmyTaTop) Ay TeHTH KA LUK

2l

KnueHT
PucyHok 8.36 — Cxema

— KnneHT  (cynnnukaHT) — 9TO  MNOJSIb30BaTESIbCKOE  TEePMUHAarbHOE
YCTPOMNCTBO, Tpebyowee  goctyna K  NnokasribHOW ceTu, KOoTopoe
ayTeHTuunumpyetca B nokanbHon ceTtu. KnueHT pomkeH OyoeTr ycTaHOBUTb
nporpammMmHoe obecneveHune, nogaepxmpatiiee 802.1x naeHTuukaumio;

— AreHT (ayTeHTudumKaTop) — 9TO CETEBOE YCTPONCTBO, KOTOPOE ynpasnsaeT
KnueHTckum pgoctynom B ceTb LAN. OHO pacnonoXxeHo Mexay KnneHtamu
N cepBepoM ayTeHTUdMKauum, KOTOPbIN NpedocTaBfiseT nonb3oBaTensamMm nopt
Aoctyna K fokanbHOM ceTu  (hmsmyeckun nopT WM fOrMyeckui nopT)
N peanu3yeT ayTeHTUdMKaUUK Ha MNOAKMKYEHHOM KIIMEHTe NocpencTBOM

B3aMMOOENCTBUSA C CEPBEPOM;
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— CepBep ayTeHTudunkaumm ncnonb3yeTcs ans peannsaunm
ayTeHTudukaumm, astopusauum n bunnudra. na 802.1X ato cepsep RADIUS.
CepBep NpoBepKn MNOASIMHHOCTU NPOBEPSET 3aKOHHOCTb KNWEHTa B COOTBETCTBUN
C ayTeHTU(UKaunmoHHOM UWHOpPMaUMnen KnneHTa, OTMNPaBfIEHHON CO CTOPOHbI
YyCTPOMUCTBA, U WHPOPMUPYET YCTPOMCTBO O pesynbratax MpOBEPKW.
Mo napameTpam areHTa NPUHUMAETCA pPeLUeHne, NO3BONUTb NN KMNEHTY AOCTYM
nnn Het. Ponb cepBepa ayTeHTUduMKauumM B HEBONbLLUNX CETEBbLIX Cpeaax MOXeT
BbIMOSIHATb YCTPOMCTBO, KOTOPOE peanusyeT foKalnbHYl ayTeHTUduKauuio,

aBTopun3auunio 1 OUNNNHT KNMEHTOB.

8.3.7.2 802.1x AyTeHTdUKaLmsa nopToB
MopTtbl goctyna LAN, npefocrasnsiemMble YCTPOMCTBOM KrMeHTaM, MOXHO

pasgenntb Ha aBa Tvna «KoHTponupyemble» N «HeKOHTponupyembie» NopThbl.
JMobon  kagp, nNoOCTynNMBWMA B  MOPT, MOXeT ObiTb  OTnpaBneH
KaK Ha KOHTPOJSIMPYEMBbIN MOPT, TaK U HEKOHTPONMPYEMbIN NOPT.

— HekoHTponupyembin  NOpT  Bcerga  HaxoguTtCcsd B COCTOSIHUK
ABYHanNpaBrieHHOro  CoeAuHEHUd, KOTopoe  WUCMOonb3yeTcss B OCHOBHOM
ANs nepegadn naketoB ayTeHTudukaummn. 3TO0 Heobxoammo, 4YTOObl KIMEHT
BCcerga mor obMeHMBaTbCs NakeTamMmn ngeHTugunkauuu;

— KoHTponpyembin NopT HaxoguTcs:

— B COCTOSHMW [OBYHanpaBfieHHOIN0 COeAMHEHUSA TMocfie yCrneLwHon
aBTOpM3aLUN;
— 3anpeta npuHUMaTb Mbble nakeTbl OT KMEHTa B COCTOSIHUM

HEeCaHKUMOHUPOBAHHOIO AOCTYyna.
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8.3.7.3 Pexxum 3anycka ayteHTucpukaumm 802.1x
Mpouecc ayTteHTUpuKkaumm  802.1X  MHUUMANU3UPYETCS  KIUEHTOM,

HO TakKXXe MOXET 3arnycKaTbCA U KOMMYTaTOPOM.

1. Pexxum akTmBauum Tpurrepa KnmeHToM:

— Tpurrep MHOroagpecHOM pPaccbiNku — KIIMEHT OTNpaBfseT Ha yCTPOUCTBO
nakeT 3anpoca ayTeHTuduKauuu, Ons MHUuuauum npouecca ayTeHTUduKauum.
Anpec HasHaveHus naketa siBnsietcsds MAC-agpecoM MHOroagpecHon paccChifiku
01:80:C2:00:00:03;

— Tpurrep  WIMPOKOBELLLATENBHON  PACCbINIKM  —  KIWEHT  oTnpaBndaeT
Ha YCTPOMCTBO NaKeT 3arnpoca ayTeHTUduKaum Ons uvHuumaumm npouecca
ayTeHTuuKaLmm, agpec HasHayeHda NakeTa — LWMPOKoBeLLaTESTbHbIN

— MAC-agpec apgpec. 3TOT pexum NOo3BOMsSeT pewutb npobnemy,
CBA3aHHYI C TeM, YTO YCTPOMCTBO HEe MOXET MOony4ynTb 3anpoc OT KIMeHTa
Ha ayTeHTU(MKaLmM, MNOCKOSIbKY HEKOTOpble YCTPOMCTBA He noagepXusatoT
MHOroagpecHble nakeTbl B CETW.

2. Pexxum aktnsauum tpurrepa ycTpomcTBOM:

Pexum aKTuBauunm Tpurrepa YCTPONCTBOM Ncnonb3yeTcs
Ana COBMECTUMOCTU C  KIMEHTaMK, KOTOopble He MOryT CaMOCTOSTESbHO
OTNpPaBnNATb NakeT 3anpoca ayTeHTudukaunun. CywecTByeT ABa TUna akTuBaunm
Tpurrepa ayTeHTudukaumm yCcTpomcTBOM:

— Tpurrep MHOroagpecHom paccbiniku — YCTPOWUCTBO aKTUBHO OTNpaBnsieT
nakeT 3anpoca ayTeHTUMKaUUM KIMEHTY C  perynspHbiM  MHTepBarioMm
(mo ymonyanuto — 30 cekyHp);

— OpgHoagpecHbIn TpUrrep — Korga KOMMYTaTop nosflydaeT HEW3BECTHbLIN
nakeT oT MAC-agpeca UCTOYHMKA, YCTPONCTBO ByaeT oTnpaBnATb NakeT 3anpoca
ayTeHTupmkaumm Ha MAC-agpec MCTOYHMKA nepefayu Onsa 3anycka npolecca
noeHTndpukaumn. lNpouecc NOBTOPUTCS, €CNN 3a YKasaHHOe BpeMsA OT KIMeHTa

He OyaeT nomnydeH OTBET.
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8.3.7.4 YnpaBneHue aBtopusauuen nopta (NSA)
OTO MEHI0 NO3BOSISIET YNPABNATb COCTOAHNEM ayTeHTMdMKaLMM nopTa.

[MopoepxnBaeTca Tpu CriegyoLwmnx aBTOpM30BaHHbIX COCTOSAHUSA:

— [NpyHyguTENBHO aBTOPU3OBaH — 9TO O3HayaeT, 4TO MopT Bcerja
HaxoguTCca B  aBTOPU3OBAHHOM  COCTOSIHUMM, 4YTO  MO3BOMHAET  KIIUEHTY,
MNOOKIIOYEHHOMY B  COOTBETCTBYWOLUMA MNOPT, MNOSy4UTb JOCTYNn K CeTU
6e3 npoxoxaeHnsa npouecca aytTeHTudukaumm;

— [NpnHYyanTENBLHO HE aBTOPM30BaH — O3HAYaeT, YTO NOPT BCerga HaxoauTcs
B HEaBTOPU3OBAHHOM COCTOSIHUW. YCTPOMUCTBO He OyaeT npenocTaBndATb Cnyxoy
NpoBEepPKM NOANMHHOCTU A9 KINMeHTa 1, COOTBETCTBEHHO, AOCTYIM K CETU;

— ABTOpusauus nopta Ha ocHoBe 802.1X — 0O3HayaeT, YTO HayasnbHoe
COCTOSIHME MnopTa SABNSETCA HeaBTOPM30BaHHbIM. JTO He MO3BOMSAET MOMyYnTb
poctyn B ceTb; [lopT OygeT nepekntodeH B aBTOPM3OBaHHOE COCTOSIHUE,
€CIV KNWeHT  npouaeT npoBepKy noanuHHoctu. [locrne 9aToro  cMoxeTt

obmMmeHMBaTbCA JAHHBIMU B CETW.

Mpumep KoHUrypauunm:

Cxema ceTu:

Moacetb knueHTa — 192.168.1.1/24, IP-agpec cepsepa ayTeHTUdUKaumm
B 9TOM ceTn — 192.168.1.100.

TpebyeTcs ayTeHTUdUKaUUA cepBepoM ayTeHTUdUuKauum npyu obpalleHum
KO BCEM noptam yCTpOWCTBa.

HacTtpowka:

1. MNepeknounte BCe MNOPTbl B COCTOSIHWE ayTeHTUMKaLMM Ha OCHOBE
802.1x kak nokasaHo Ha pucyHke Hmxe (PucyHok 8.37).

2. Hactponte agpec cepBepa ayTeHTMdUKaLUUK, KaK NoKa3aHO Ha PUCYHKe

(cm. PucyHok 8.38).
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8.3.7.5 NMyHkT «HacTpounku 6e3onacHoro goctyna Kk cetu (NSA)»

» K CHCTEG! g AgcTy! (NSA) HatTaolm RADIUS
» ¥npamnewie nopTas

¥ ¥NpaanaHng yETPORCTROM

» FoE

8.3.7.6 MNMyHkT «HacTtpoukn RADIUS»

KommyTarop @ A . [ T

» Kosichiaryy T (NSA) DS
B ¥DaRMNNG NOPTAMKM

W YNpARMS YCTROACTROM PeTpdncnuponan 3 pas

1021881 2 LT Wirflaous

fiotmms Howws || Pogreepgen. || o

PucyHok 8;38 — Hactponkun Radius

8.3.8 NMoagpPA3OEN «IGMP SNOOPING»

[aHHbIN MPOTOKOJT pekomeHayeTcs ucnonb3oBatb B Cliydae,
ecnu TpebyeTca OQHOBPEMEHHbIN JOCTYN K BUOEOMOTOKY U3 HECKONBbKUX TOYEK:

— Micnonb3oBaHne HEeCKOSIbKMX HeCBA3aHHbIX Oybnuvpylowmx cepBepoB
BMAEOoHabnoaeHus;

— OpraHmsauma BuaeoHabnwogeHnsa 6e3 UCnonb3oBaHUS LEHTPasribHOro
cepBepa C 0O4HOBPEMEHHbBIM LOCTYMNOM K Kamepam U3 MHOXeCTBa MeCT.

T.e. ntobon cueHapun, TpebyrowmMn MHOXECTBEHHOIO MOBTOPEHUS OAHOMO
(Heckonbknx) BWOEONOTOKA AN HECKONbKMX YCTPOMCTB B pamKax OOHOM

rnokanbHoOWu ceTw.
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Hactponka npouecca oTcnexumBaHua ceteBoro Tpadwuka IGMP,
NO3BOMAOWMA CEeTEBbIM YCTPOMUCTBAM BTOPOro YpPOBHA (KOMMYyTaTtopam)
oTcnexusate obmMeH IGMP naketamun mexgy notpebutensamm n nocTaBLiMKaMU
(MapwpyTusatopammn) MHoroagpecHoro (multicast) IP-Tpaduka, dopmanbHO
npoucxoasawmm Ha bonee BbICOKOM (CETEBOM) YPOBHE.

Mocne BkntoveHus IGMP snooping, KOMMyTaTop Ha4YMHaeT aHanu3npoBaTb
Bce |IGMP-nakeTbl Mexagy NOAKMIOYEHHBIMU K HEMY  KOMMbHOTEpamu —
noTpebutenamm u MapLlipytTmsatopamm — nocTaBlmkamm multicast Tpadomka.
O6HapyxmB IGMP-3anpoc notpebutensa Ha nogknodeHne kK multicast rpynne,
KOMMYTaTop BKMOYaEeT MOpT, K KOTOPOMY TOT MOAKITIOYEH, B CMUCOK €e YSIeHOB
(ons  peTpaHcnaumm rpynnoBoro Tpadwuka). W HaobopoT: ycnblwas 3anpoc
«IGMP Leave» (NOKMHYTb), yaansieT COOTBETCTBYIOLMI MOPT U3 CrnUcKa rpynnbl.

Multicast, aBnaAscb MNPOTOKONOM 3-r0 YPOBHSA, CTAHOBUTCA MOJSTHOCTLIO
HeynpasfigsemMbiM NpuU OTKIMOYEHHOM yHKkunn IGMP snooping. Ee BkntoyeHue
ob4a3aTenbHO NPU HaNMYMM Kaknx-nmbo MHoroagpecHbIX paccblnok nwboro Tuna.

Ha pucyHke (PucyHok 8.39) npeactaBneH WHTepenc HacTpoek
B COCTOSIHAM N0 ymon4aHuto. [lpu  ucnonb3oBaHun Multicast paccbinku,
BO3MOXHO, BKMIOYNTL Nogaepxky «OTobpaxeHne HEN3BECTHbIX MHOroagpecHbIX
naketoB (Fast leave)», KoTopaa NoO3BONAeT KOMMyTaTopy ObICTpee WUCKNo4YaTb
NOpT M3 CMAMCKa YYaCTHMKOB COOTBETCTBYWOLWEW rpynnbl. [OAng ueneun
BMOeoHabngeHnsa ee BKNOYEHne He 0bAa3aTenbHO.

[EI=T"I=] KommyTaTop (O} A fed 28

P Kondmrypaums cucTemb IGMP Snooping
F YnpaeneHue nopramu

¥ Ynpagnexne yeIpoRcTsom IeMP Snooping ). O Benounm
Oripacesanme ®) OrensoarTs BrcanTe
evIseLTrN

MHOTDaADeCHE naseTon

Mogreepawts

b PoE

PucyHok 8.39 — UnTepdenc IGMP Snooping
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8.3.9 NopPA30EN «HTTPS»

BHUMAHUE!
Mepepn skntoyeHnem HTTPS mn cospgaHvem cepTudmkaTta ybeamntecs,
4YTO TeKyLlee BPeMs 1 4YacOBOW NOAC YCTAHOBIEHbI MPaBUIbHO.

Moopasgen HTTPS nogaepxvMBaeT NpoCMOTP U ynpasrieHne napamMmeTpamm
noBblleHnss 6esonacHOCTM ceTeBon paboTbl C  MCMNOMb30BAHMEM CETEBbLIX
cepTudukaTos.

UTobbl nepenTtn Ha paboTty no https npoTokony, agMUHUCTPATOP OOSMKEH
Nofy4nTb U YCTAHOBUTb B CUCTEMY CepTUUKaT OTKPLITOrO Krouva AN 3Toro
Beb-cepBepa. CepTudumkatr OTKPbITOrO Krova noarsepxaaeT NpuHaaneXxXHOCTb
AaHHOro OTKPbLITOro Krtodva Brnagenbuy. CepTudukat OTKPbLITOro Kr4va U cam
OTKPbITbIN KITKOY MNOCHINAKTCA KITMEHTY NPU YCTAHOBITEHUN COEANHEHUS; 3aKPbIThIN
KNKOY MCnonb3yeTcsa Ansa pacwmndpoBKM COOBLLEHNI OT KINEHTA.

[na co3gaHusa cepTudukata B JaHHOM noApasferne cHadvana HyXHO
Bkntounte HTTPS. na atoro nepengute B NnyHKT «HTTPS». [anee nepenaunte
B NYHKT «YnpaBreHue ceptudukatamm». B OaHHOM MyHKTE MOXHO co3aaTb
HOBbIN cepTUdMKaT N Nocne 3anoSfiIHeEHUA COOTBETCTBYHOWMX MNOSIen ckadaTb
CreHepupoBaHHbLIN CepPTUMKAT.

' Mpn nepBon HacTtponke HTTPS wnn wuameHeHun |IP-agpeca
KOMMyTaTopa Heobxo4MMO 3aHOBO co3aaTb cepTUdMKaT cepBepa;
- Ecnn Bbl BnepBble ucnonb3dyete HTTPS nocne 3ameHbl koMnbloTeEpPa,

HeobxoaAnMO 3arpy3nTb KOPHEBOW cepTUdMKAT 3aHOBO.

8.3.9.1 NyHKT «<HTTPS»
[Ona co3gaHus ceptudoumkata, KOTOpPbIM MUCMOSb3yeTcs ONnd wupoBaHUS

AaHHbIX U naeHTUdKrKaumMm camta nNpu yCTaHOBEHUN 3aLUULLIEHHOIO COEANHEHNS,
Bkntounte HTTPS. [loatBepanTe BKIOYEHUS W OOXAUTECH MNepes3arpysku.

[anee nepenante B NyHKT «YNpasBrieHne cepTuunkatammy.
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KommyTaTop

P KoHtmrypauun CucTens) HTTPS
» ¥Ynpaanenws nopramu
¥ ¥npasnexus ycTpoRcTEOM HTTES (8
Spanning Tree
aaTeepaaTe
VLAY
Arparpasatte NETOSE
Hagrpaien QoS

BeaonBcHICTS
HazTpol SNMS
021X

GMP Snooping

» PoE

PucyHok 8.40 — BkrnitoueHune npotokona HTTPS

8.3.9.2 MNyHKT «YnpaBneHue cepTucpukaTtamm»
[ns co3gaHns cepTudurkaTa OTKPbITOro Krtova HaxXMmnTe KHonky «Cosgatby.
B nosiBuBLLUEMCS OKHE 3anOfHUTE COOTBETCTBYHOLUME MOMS U HAXMUTE KHOMKY
«Cosgatb» (PucyHok 8.42).
KommyTaTop LS A [ T

¥npaanenus cepTudMKaTAMK

b Kowdmrypauua Cuctembl
P Ynpanncnwe noprama
¥ YNpaBNERUE YCTPORCTROM | cosen  Jlcrauen mp»uum'lt
Spanning Tres
VLAN

AMPENCOREFIS RATOLOR
Hosrpedtie QoS
Bea0nacHoCTs
Hasrpedios ENMP
B02.1%

IGHAR Snecping

P PoE

PucyHok 8.41 — lNyHKT MeHI0 «YnpaBneHne cepTudukaTtamm»

I=THI=) KoMMyTaTop ® A e
{aHurypaysn Chorausl HTTPS Ynpannavue copTHiaTawY
e Me NopTaMN
v STRONCTEOM Cosars | Canvamn sop-sncit
‘ Crpara Treyeusia nons
- . OdinacTe Tpetyamnie NonA
: y 3 Me: fonanamaemie TreGyamoe nona
ey Oprernaymn Treyomen nona
HTToS Orzen Tretyemsie nons
Ml ———
» PoE IF itnia Josienisce wia 162 164
I Cospars I OTena

PucyHok 8.42 — Co3gaHune ceptudukaTta
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P Kondurypousn CucTomil l i 5 ?anﬂmm cOpTHdMKaTaMn
P ¥Ynpannexue NopTaMM

¥ YnpanneHue yeTpoRcTOOM CimaaTh kopHaEIA

Sparning Tree

VLAN [ ‘?
AMDeripossie noteRog

HacTpcia oS

EeaonackocTs

HaeTpeia GNMP

B0R.1X

IGMP Snooping

» PoE

PucyHok 8.43 — Co3gaHue ceptudukarta

Ha p[gaHHbIM MOMEHT BpeMeHW, CO3[4aHHbI cepTUdUuKaTt C OTKPbITbIM
KntodoM He 4aBndetcsa gosepeHHbiM  (PucyHok  8.44), uHMUmnanusnpynte
HTTPS-coeanHeHne Bpy4Hyto. [0na aToro Haxkmute KHonky «CkadaTb KOpHEeBOW
cepTudukaTy.

[MepenanTe B 3arpy3kM U OTKPOWMTE CKavaHHbIM KOPHEBOW cepTudomkat
(PucyHok 8.45)

= =p & I A He zawpmuweno hﬁes.—_liBZ.léB

131 Cepewcel

B A Nogkmouekie K caiiTy He 33UMLEHD
L HANGHYO
MHSOpMALRY naponK p
K ned wm 10AYHATE ACCTYN
i

RS J YnpaBneHue ceptudukatammn

]

: IOSA&TH I [CKG'-I&TI: KOpHQBOH]
2
| |

I BB HeasidcentensHei cepTugukar

@ oalinu cookie Vicnonbsyerca 4 daiina cockie [4

& Hacrpoiiku cafiTos

Arpe

HacTpownku QoS
BesonacHoc T
HacTpoitkn SNMP
802.1X

IGMP Snooping

» PoE
PucyHok 8.44 — AkTuBauums
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OTkpeITe $ain - npegynpesieHne CUCTEMBl Be3onacHoCTH il
Opits 31T Gaiin?
Wrg: . ~oh\ca (4).crt

ﬁ MsnaTens: HeWsBecTHMW M34aTeNE
Tun:  CepTHdWKAT Ge30NacHOCTK

Mz \ca (4).crt

OmiepeiTe | CmeHa I

v Beerpa cipawmeaTts Npu oTKPLITAW 3TOM0 Saing

I--"\ Painsl s MHTepHeTa MoryT GbiTh NONESHEI, HO STOT TMN Paina
\.v MOXET MOBPEOMTE KOMMETER. Ecnu Bel He doEepRETE
B MCTOYHWKY, HE OTKPBIEARTE STOT Rain. FaKTopsl puCKa

PucyHok 8.45 — YcTaHoBKa

HaxxmuTe KHOMKy «YCTaHOBUTbL cepTudmkar...» (PucyHok 8.46).

Ceptudmkar il

Ofiume |c°;_—ras | MyTe cepTrdMKaLm |

@ﬁ Ceenennn o cepTudmkaTe

Her goBepna K 3TOMY KOp vy cepTmg Y
ueHTpa ceprudmkaymn. Yrobo sxknounte nosepne,
YCTAHOBHTE 3TOT CEPTHGMKAT B XPaHWIHLLE
[[AOBEPEHHBIX KOPHEBLIX CepTWhHKATOB LIEHT pOB
cepTrduKaLmm.

KoMy Boipan: T5

Kem Boigan: TS5

Oeiicrenrened ¢ 13. 10, 2020 no 17. 10. 2030

YCTaHoBWUTE CEDTMdJMKBT. - JaAENEHME NOCTAELWHES |

Ok |

PucyHok 8.46 — YcTaHoBKa

Haxxmute kHonky «[danee» (PucyHok 8.47).
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MocTtaBbTe donaxok

XpaHUMuLLE».

Haxmute

MacTep nmnopra cepTudnkatos

MacTep nmnopTta cepTngukaTos

3TOT MACTEP NOMOrAET KOMMPOBATH CEPTMHOMKATHI,
CTIMCKM AOBEPHA W CMIMCKN OT3bIBA CEPTMAMKATOS C
NOKANSHOM0 AWCKE B XPEHAMMILE CEPTUDNKATOE,

CepTMMKET, BBIASHHEI LEHTPOM CEPTQMIELLAN,
FABNAETCA NOATEEMHAEHNEN BALIEA MMYHOCTH W
COAEPHUT MHDOPMELIMIO, HEOBXDAMMYKD ANA SaILMTEI
ASHHEIX WA YCTEHOBNEHUA SAULMILEHHEIX CETEBEIX
NOAKMKOYEHNI . XPEHUAMILE CEPTUUKATOS - 3T0
0BMECTE CUCTEMBI, MPEAHSSHAYEHHEA ANA XPaHEHUS
cepTHdMKaTOS.

[LNA NPOACITREHMA HAXMATE KHoMKy “flanse™,

I Oanee > I OTMeHa |

PucyHok 8.47 — YcTaHoBKa

kHonky «O0G30p»

«lomectntb Bce cepTuUduUKaThbl

68

B cneaywllee

n Bblbepute XxpaHunuuie cepTudmrkata

«[loBepeHHble KOopHeBble LeHTpbl cepTudukaumm». Haxmmute «OK» n «[anee»
(PucyHok 8.48).

1

Mactep umnopTa cepTudukatos

Xpanwnme cepTubniaTon

XPaHMIMWLE CEPTMGMKATOB - 3T0 CHCTEMHBIE 0BNacTH, B KoTopLIX

XDEHATCA CEPTMOMKATEL

Beifiop XpaHnmviLLE MoeT BiiTe NpouseeneH Windows aSTOMATHUSCKH, WK e

MOXHO YKA33Thb Pa3MEEHIME CEDTUDMKETE BRYHHYIO,

(" ASTOMETUHECKM BEIBPETE XPAHUNMILE HE OCHOBE TWNA CEpTHAMKETE

Brifiop xpannnnLla cepTrdmkata &

BribepuTe XpaHMAMILE CEPTHNKATOB.

0 £ MoMeCTUTE BCe CEPTHAMKATH B CIEAYIOWEE XPAHAMMLE I

ol e N
| LlosepeHbie KopHEBLIE LEHTPGI CepTid

XpaHuiMwe cepTNdMKaTOE:

7 ~| TMPOMEXKYTOUHEIE LEHTDEI CEPTHDHKALM

MoapobHee o xpaHunMLLEX cepTUdMKATOE

<}-(;)I ﬂanee)l OTmeHa |
N

2 0630p... | OFbexT nonssosaTens Active Directary
( u -
Lo
;H

I™ Mokazate dmsnecwe xparunwa

O o

PucyHok 8.48 — YcTtaHOBKa

HaxxmunTe kHonky «"otoBo» (PucyHok 8.49).
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Mactep nmnopra cepTudnkatos il

3aBepweHvne macTepa MMnopTa

cepTupuKaToE
P CeprudmkaT ByAET MMNOPTMPOBAEH NOCNE HEMKETHA
M kHomkK ToTosa",
L:—:_;/ Biini YKa3aHk! CNe yiolWWe NapaMeTpel:

XpEHUMLLE CEPTMAMKATOR, BbIBPEHHOE NONb30BaTEN:
CopepaHie

< Hazan m OTneHa |
PucyHok 8.49 — YcTaHoBKa

MoaTteepauTte (PucyHok 8.50).

o HOCTH ll

PSAYTE

[oToBWTEA ycTaHoBKE cepTudnKaTta oT ueHTpa cepTudmkaumn (LLC) e

/ l.x 3TOM AOMEHE:
5

He yaaetca nposepute, 4To ceptudmkat npuHagnesmt "T5",
OBpaturece k "TS" 1 NogTeEEpANTE ero NponckoxaeHne. Cnegyolme
yucna ByayT NoNEsHbI ANA A3GHHOMO NpoLUecca:

Otnevarok (shal): 314 — — BE2

Mpegynpexaenne:

Ecaun ycTaHoenTe AaHHeIR KopHesoil ceptudniar, To Windows
aBTOMaTUYECKN ByAET A0BEPATE NHBOMY CEPTUGDUKATY, BblJaHHOMY
LLC. ¥cTanoeka cepTudikaTa Bes oTNEYaTKE MOXKET NPUBECTH K PUCKY
GesonacHocTh, "fa" yKa3bIBAET, YTC PUCK NPUHMMAETCA,

YcTaHOBWTL A3HHBIA CepTUdnKaT?

I la I Her |

PucyHok 8.50 — YcTaHoBKa

Haxxmute kHonky «OK» (PucyHok 8.51).

MacTep wmnopTa cepTuduKaTos EI

| HMI‘IDFIT YCMNEWHD EbINOAHEH.

PucyHok 8.51 — YcTaHoBKa
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[Nepesarpysute yctponctBo. Ha pucyHke Huxke (PucyHok 8.52) Buaum,

YTO cTaTyc cepTudmkata usaMmeHunca Ha posepeHHbln n HTTPS-coeguHeHne

NpekpaTuno Hectu yrposdy. Ha atom paboTta c cepTudukatoMm Ha yCTPOMCTBE

OKOH4€eHa.
4= O @rvpsi1a216000
ST — ool W bucpeluwd W B RocketChutboldry. [ Yuer pitoseroepe £V Hosansassa- Ce.. &1 Dabua e
1921884 b
F [BACTRHTE RN CRETHGMEIT I @
KommyTatop
MMA NoNb3oeaTena: iadmin
mapems: | |
Bxon | OrMeHa |
PucyHok 8.52 — YcTaHoBKa
8.4 PA3OEN «POE»

8.4.1 NMNoarPA3OEN «HACTPOUKM POE»

HacTponka npegoctaBnsieT napameTpbl BKITHOYEHUSA/BLIKITIOYEHNS MUTaHUSA

PoE pans

Kagoro oTaenbHoro mnopta. A Takke OOyt  OOCTYMHY

anda ncnonb3oBaHMA MOLLHOCTb M MOporoeoe 3Ha4YeHue neperpy3kn and BceX

noptoB. [locne HacTpOMKM M COXpaHeHWsa KoHdurypauum Ha naHenun Oypet

OT06pa>KaTbCFI COCTOAHME NMopTa.

KommyTartop

=1
PucyHok 8.53 — lNutaHna nopta no PoE
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Tabnuuya 8.13 — NapameTpbl HACTPONKK

MapameTp PyHKLNA
O6uwas mowHocTb | lNpegenbHad MOLLHOCTb YCTPOUCTBA.
- OCTYNHas HacTtpanBaemasa goctynHasi MOLLHOCTb
HacTtpownkn Hocry P AocTy =
MOLLHOCTb PoE.
MOLLHOCTM
HactpanBaemas MOLLIHOCTb PoE
[Mepe3arpyska
npwu neperpyske.
OTobpaxaeT Tek 0 noTpebnsemyto
MNoTpebneHne P yiy P y
MOLLHOCTb.
OTobpaxaeTr TekK 0 OCTaTOYHYHO
OcTtaTtok P yiy y
CocTosiHne MOLLHOCTb.
MUTaHUA HenpurogHoe [AOns  Mcnonb3oBaHUA
Peseps nutaHne no PoE. 3apesepBupoBaHHas
MOLJHOCTL = obwass  MOLIHOCTb
npu neperpyske.
Mogada nuTaHMA Ha  YCTPOWCTBO,
NOOKIOYEHHOE K MopTy. YpPOBEHb
YpoBeHb A PTY P
nogayu nutaHusa konebnetcs ot 0 oo
CoCTOSsIHUE 8, npu Hi-PoE oTtobpaxaeTcs Kak 5+.
nopTa u OTobpaxkaeT TekyLLyto MoLwHOCTb PoE,
KOHTPOIb [MoTpebreHne noTpebnaemyto COOTBETCTBYHOLLUM
OTAENbHbLIM MOPTOM.
. BkntoyenHne wunun BbiknoyveHne PoE
Enable/Disable
Ha BbIOpPaHHOM NOPTY.

8.4.2 NMNopPA3AEN « CTATUCTUKA COBbITUN POE»

NHTepdenc crtatuctmkm cobbitmn ans kaxgoro nopta PoE. Bkniodaet

B cebsi MHhopmaumio o:

— lNpeBbIlLEHNN NOPOroBOro 3Ha4YEHNS NePErpy3kM KOHKPETHOrO NOpPTa;

- KOpOTKVIX 3aMbIKaHUAX;

— OTKNIOYEHUAX NoJaYvM NUTaHNUS Ha YCTPOMCTBO BO BPEMS €ro paboThbl;

- KOpOTKVIX 3aMblKaHUAX Npn 3anycke nogayn nnTaHnd Ha yCTpOVICTBO;

— CpabaTblBaHMsIX AaT4MKa TENNOBOW 3aLLUTHI.

BOLID SW-224 Bep.3 ALOP.203729.004 POn n3m.3 ot 01.07.2025




BOLID SW-224 Bepcusa 3. PykoBoacTBO NO 3KcnslyaTaumm 72

KommyTatop @ A . [ T

P Hongurypaums CucTounl  CTATMETINE CobiTii POE
B ISR NOOTAMN

P Ynpaonenme yeTpoRcTEOM

¥ Poli

[ T ; 2 o

] L} o

[
PucyHok 8.54 — CtaTtucTtuka cobbitnn PoE

8.4.3 MogPA30EN «3ENEHbLIA POE»

B OoaHHOM umHTepdence MOXHO HACTpPOUTb MNEepuos BPEMEHU, B KOTOpOe
Ha ycTponcTBa OyaeT nogasaTbca nuTaHne POE. lNpu Bbixoge 3a pamku 3TOro
nepuona, yCTPOMCTBO OTKIIOYUT nogadvyy NUTaHUs C OTMEYEHHbIX B 3TOM MEHI0

NOPTOB B LENAX 3KOHOMUN SHEPIUN.

HaHHbIN PYHKUMOHaAN MOXHO TakXe WUCMOoNb30BaTb B LeNnax nepesarpysku

C 3aePXXKON BKIMHOYEHUA.

KommyTatop @ A ke V-

1]

PucyHok 8.55 — NMapameTpbl aHeprocbepexeHus PoE

8.4.4 NoppPA30EN «MonoOoEPXXKA COBMECTUMOCTU»
[Mocne BKNOYEHMS OYHKUMM, OTMeYeHHble nopTbl OyayT obecrneyvBaTtb
SJ'IeKTpOI'IVITaHVIe I'IpI/IHyLI,VITeJ'IbHO, He3aBUCMMO OT TOrIO, COOTBeTCTByeT nn

NnoaKnw4yeHHoe yCTpOVICTBO CTaHAapTy nepegadn nntTaHn4a Uin Her.
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KommyTatop [o) A ® | B3

B Korgurypmsen ClcToMi MNognepMsa COBMSCTIMOCTH
b Ynpanneime nopravm
» Ynparnesme ¥ n 10, 1 Gyt mpmri

v PoE ¥ anm o

ocosoo

PucyHok 8.56 — MNoppepxka yctapeBLUMX YCTPOUCTB

8.4.5 NopPA30EN «POE WATCHDOG»

BHNAMAHUE!

Bo3MoXxHO, ogHOBpeMEHHO BKNOYUTL NMbo «PoE watchdog», nubo
HenpepbIBHYKO  nogadvy  anektponutaHusa  (cM.  [ogpasgen
«lMNoppepxka cCOBMECTUMOCTUNY).

B nfpaHHOM noppasgene  BbIMOMHSETCA HaCcTpoMKa aBTOMaTUYEeCKOro
KOHTpOSis cboeB Ha yCTpOMCTBax NOAKMOYEHHbIX K POE noptam kommyTtaTopa.
[Mpu obHapy>xeHUn cbos yCTPOMCTBO nepesanyckaeT CETEBYIO CBA3b Ha NOPTY.

TexHonorna «PoE watchdog» obnerdaeTr obcnyxvBaHue MNOAKMHYEHHbIX
YCTPOMCTB M MO3BONSIeT coBepwaTb nepesanyck ©6e3 BMmellaTenscTBa

obcnyxmnBaroLLero nepcoHana.

[na HacTponkn BbIGepUTE NOPT M3 CNUCKa, BblAENUTE €ero dnaxkom
N COXpPaHUTE HACTPOWKY.

KommyTaTop @ A ° 4 [ B

P KoHGw yDoUME CHCTomb: PoE watchdog

» ¥ yeTpai netic PoE watehviog, redic rppamipe
DAY WCTIOMNT RS

oooo

17

 PucyHok 8.57 — PoE watchdog
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9 PABOTA C YTUIIUTOMN «BOLID VIDEOSCAN>
B cnyyae oOTCyTCTBMA BO3MOXHOCTM [LOCTyna K MW3OeNnuio 4Yepes
BeG-uHTEphenc, a Takke, ecnum Tekywmn |IP-agpec ycTpomcTBa HEU3BECTEH,
MOXHO Bocnosnib3oBateca ytunuton BOLID VideoScan. Ckadatb yTtunuty
Anst paboTtbl BO3MOXHO Mo cebinike: https://bolid.ru/video/.
Mporpamma ytunutbl «BOLID VideoScan» ncnonesyetcs ans obHapyxeHns
Tekywiero IP-agpeca yctpoucTtea B cetn, And nameHeHuns |IP-agpeca, ynpasneHus

6a30BbIMWN HACTpoOMKamu, a Takke nst OGHOBNEHUS NPOrpaMMHOro obecneyveHus.

BHMAHUE!
Mpn pabote c¢ ytunmtom BOLID VideoScan wucnonb3yetcs
no ymon4yaHuio uMms nosnib3oBatenss admin, napons — admin,
nopt 37777.

BoinonHme 3anyck ytunutel BOLID VideoScan, B OTKpbIBLLEMCH OKHe
BU3yanbHOro mHtepdenca nyHkra meHw «CeTb» mameHute |IP-agpec usgenus
N Haxkmute kHomky «CoxpaHuTb». Ha pucyHke (PucyHok 8.1) npencrasneHbl

6a3oBble napamMmeTpbl 4J194 NSMEHEHUA.

VIEED BEANG

s |nocate:  |Mesisz |  Peapes | Mrissn e &8

| Macea nasce | 2550552520

il L ] L -
| 8 e P52 e —— — o8

8 Ipcam_ |IP Camen 9z L — 1 (-0}

ACgoaIng . |15

PucyHok 9.1 — Pa6ota ¢ BOLID VideoScan

BOLID BOLID SW-224 Bep.3 ALIP.203729.004 P3n nam.3 ot 01.07.2025


https://bolid.ru/video/

BOLID SW-224 Bepcusa 3. PykoBoacTBO NO 3KcnslyaTaumm 75

10 TEXHUYECKOE OBCITYXUBAHUE U NMPOBEPKA
PABOTOCINOCOBHOCTHU

TexHnyeckoe o0OCnyXuBaHMe KOMMyTaTopa [OMMKHO MPOM3BOAUTLCS
nmuyamMn, UMeEKLWUMN  KBanu@UKaLMOHHYK TFpynny Mo anekTtpobe3onacHoCTH
He HMWXKe BTopon. ExerogHble U exemecsayHble paboTbl MO TEXHUYECKOMY
00Cny>XMBaHUIO NMPOBOAATCS COrNacHO MPUHATLIX U OEACTBYHOLLMX B OpraHM3aumnm
nonb3oBaTenst  pernameHToB UM HOpM  (NpM  OTCYTCTBMM B OpraHusauumu
nonb3oBaTenss OEWCTBYIOWMX PernamMeHToB W HOpPM Anst paboT TEXHUYECKOro
obcnyxmnBaHusi, HeobxoaAnMMO npuBredb HeobxoauMble ANS 3TOro opraHn3aumio
N CNeuMannucToB, MMEKLWKMX NpaBo, KBanuduKaumio W ycrioBua Anst 3TOro),
N B TOM YMCNEe MOTyT BKIHOYaTb:

— [MpoBepky  paboTocnocobHOCTU  mM3genusi, COrnacHoO  pPyKOBOACTBY
Mo 9KcnnyaTayuu;

— [NpoBepKy LEnoCTHOCTU Koprnyca, LUEeNoCTHOCTb M3onsaumMmM  Kabens,
HadEXHOCTU KPENSIEHNN, KOHTAKTHbIX COEANUHEHWUIA;

— O4ncTKy Kopnyca OT Mbifn U rpa3u;

— TecTupoBaHue KabernbHbIX JIMHUIN CBA3WN U 3NEKTPONUTAHNS;

— OUNCTKY N aHTUKOPPO3UIHYIO 0B6paboTKy 3MEKTPOKOHTAKTOB KabesibHOoro
NOOKMOYEHMS.

TexHudeckoe  obcnyxmBaHue  OOMMKHO  UCKMYaTb  BO3MOXHOCTb
obpa3oBaHMA KOHOEHcaTa Ha KOHTaKTax MO 3aBepleHuio u B xoge pabot

TEXHNYECKOIro 06CJ'Iy>KI/I BaHUA.
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11 BO3MOXHbIE HEUCITPABHOCTU U CNOCOBbI UX

YCTPAHEHUA

BHNAMAHUE!

Mpw

3aTpyaHeHusX,
M SKCcnnyaTauuu wusgenunsa, obpatutecb B Cny0y TeXHUYeCcKown
nogaepxxkn BOLID:

Ten.: (495) 775-71-55;

E-mail: support@bolid.ru.

BO3HMKAIOLLINX

BO BpeMd HaCTPOWKU

[MepeyeHb HeucnpaBHOCTEM M CNOCOObI WX YCTpaHEHWA npeacTaBreHbl
B Tabnuue Hmxe (Tabnuua 10.1).

Tabnunuya 11.1 — lNepeyeHb BO3MOXHbIX HEUCTPABHOCTEN

Cnocobbl n
BHewHee nposiBneHne | BoO3MOXHble NPUYNHLI nocrnenoBaTesibHOCTb
HEeUCnpaBHOCTU HEeUCnpaBHOCTHU onpegeneHus
HEeUCnpaBHOCTU

OTcyTCcTBYET CBEYeHne
BCEX MHANKaTOPOB

HeT nutaHus.

[MpoBepbTe Kabenb NUTaHMs
Ha YaCTU4YHbIN OOpPbIB.

Kabenb nUTaHnS HenpaBWbHO NOAKMOYEH
OtcyTcTBYeT cBeyeHme | K KOMMyTaTopy.
NHOnKaTopa NMTaHus
NCTOYHMK nuTaHus He oTBevaeT TpeboBaHUAM
BXOLHOIO HanNpsXeHusi yCTPOMCTBa.
y MpoBepbTe kabenb
YacTu4yHbIN 06pLIB poBep
CoeVHEHMS

[MopT He
ycTaHaBnuBaeT
coefHeHue, cBeYyeHune
NHOMKaTopa He
npucyTcTByeT

kabensa

Ha YaCTWYHbIN 0OpbLIB.

HeuncnpaBHOCTbL Kamepbl

Y6eautecb B UCMPaBHOCTU
Kamepbl.

[MpeBblWweHne onnHbI
kabens

[nuHa kabens He OOSMKHa
npesbiwate 100 meTpoB
ANs MegHbIX IMHUNA.
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12 PEMOHT

[Mpn BbISIBNEHUN HEUCMNPABHOIO U3OENNSA €ro HYXXHO HanpaBUTb B PEMOHT
no agpecy npeanpusatTua-usrotosutensa. OTnpaBka wmsgenua Ons npoBefeHus
Tekywero pemoHTa odopmngerca B cootBetctBum ¢ CTO CMK 8.5.3-2015,
pasmeLlleHHOM Ha HaweMm canTe https://bolid.ru/support/remont/.

[Mpn HanpaBneHun nsgenna B PeMOHT K HeMy obdA3aTeribHO JOMmKeH ObiTb
NPUNOXEH aKT C ONUCaHMEM BO3MOXHOW HEWUCNPaBHOCTU, C OMNUCaAHUEM:
BO3MOXXHOW HEWUCMPABHOCTWU, CETEBOW HacTpoumku ycTtponctea (IP-agpec, macka
noaceTwn, Wk3), NPUMEHEHHbIE NIOTMH 1 NApOoSib.

Peknamauum HanpaenaTb NoO agpecy:

AO HBI1 «bonnay, 141070, MockoBckas obnacTtb, r. Koponés,
yn. NnoHepckas, 4. 4.

Mpn  3aTpygHEHUaX,  BO3HUKWIWX  MpW  JKCOyatauuum  mnsgenus,
pekomeHayeTca obpawatbCa B TEXHUMYECKYID MOAOEPXKY no  TenegoHy
+7 (495) 775-71-55 vinu no anekTpoHHOM noyTe support@bolid.ru.
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13 MAPKUPOBKA

Ha wu3genuax HaHeceHa MapKMpoBKa C YyKasaHMEM HaMMEHOBaHWS,
3aBOCKOro HOMepa, Mecsila M roga WX W3roTOBIEHUSI B COOTBETCTBUM
c TpeboBaHuamn, npegycmoTpeHHbiMn  TOCT P 51558-2014.  MapkunpoBka
HaHeceHa Ha nNuueBOn (OOCTYNHOM Ans ocMoTpa 6e3 nepemelleHna CoCTaBHOM
YacTu n3genusi) CTOpoHe.

MapkupoBka COCTaBHbIX YyacTeu n3genvs nocne XpaHeHUs,
TPpaHCNOPTUPOBaAHMA WU BO  BpPeMda  9KcnnyatauuMm  He  OcCblnaeTcs,

He pacnybiBaeTcsd, HE BblLIBETAET.
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14 YNAKOBKA
M3penue u oKchfyaTauMoHHas AOKYMEHTaUMs ynakoBaHbl B KapTOHHYHO

KOPOOKYy.
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15 XPAHEHUE

XpaHeHne wu3genus B NOTpedutenbckonM Tape [JonyckaeTcsi TOSNbKO
B OTannMBaeMbIX NMoMelleHusx npu Temnepatype oT nnoc 5 °C go nntoc 40 °C
N oTHOCcUTENbHOM BnaxHocTn 0o 80 % npu TemnepaTtype nntoc 20 °C.

XpaHeHne u3genus B ynakoBKe NpeanpusTUS-U3roToBUTENS AOMnycKaeTcs
Npn TemnepaTtype OoKpyxatowero Bosgyxa oT mMuHyc 50 °C pgo nntoc 50 °C
N OTHOCUTESNBbHOM BnaxHocTn 0o 95 % npu TemnepaTtype nntoc 35 °C.

B nomeweHnsix ans XxpaHeHnsa He OOSMKHO ObiTb MapoB KUCIIOT, Lenoyen,

arpeccuBHbIX rasoB 1 APYrnx BpeaHblX MPUMECEN, BbI3bIBAOLLNX KOPPO3MIO.
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16 TPAHCINOPTUPOBKA

N3penve HeobxoOMMO TpaHCMOPTMPOBATbL TOSIbKO B yNakoBaHHOM BUAE:
B HEMOBPEXAEHHON 3aBOACKOW YyMNakoBKE UMW B cneumanbHO npuobpeTEHHON
notpebuteneM TpaHCMOPTHOM YyrakoBke, obecnevnBalolWwlen COXpPaHHOCTb
n3genna  npuv nepeBo3ke.  TpaHCNOPTUPOBAHME  YMaKOBaHHbIX  U3OEeNuK
Npoun3BOaMTCA Npu TeMnepaTtype OKpyxawuwero Bosgyxa oT MuHyc 50 °C
po nnoc 50 °C 1 oTHOCUTENbHOM BRaxHocTn [0 95 % npu  Temnepartype
nntoc 35 °C  nobbiIM  BUOOM  KpbITbIX TPaAHCMNOPTHLIX CPEeACcTB, He AonycKas
paspyLleHuns nsgenus N U3MEHEHUS ero BHELUHero BUAa.
[Mpn TpaHcnopTMpoBaHUN u3genue AoIMKHO obeperaTtbCs OT y4apoB, TOSYKOB,

BO3OENCTBUSA BNarm u arpeccmBHbIX NapoB 1 ra3oB, Bbl3biBAOLLMX KOPPO3UIO.

BOLID BOLID SW-224 Bep.3 ALIP.203729.004 P3n nam.3 ot 01.07.2025



BOLID SW-224 Bepcusa 3. PykoBoacTBO NO 3KcnslyaTaumm 82

17 YTUNTN3ALUUA

N3penve He npeacrtaBnsieT OMACHOCTU ANS XXU3HW, 300pOBbs Ntoaen
N OKpYXalllen cpedbl B TeYeHMe cpoka cnyxbbl M Nocne €ero OKOHYaHus.
CneumanbHble Mepbl 6e30nacHOCTU Npu yTunmsaumm He TpebytoTcs. YTunmnsaumio
yCTponcTBa npuobpeTtatenb YCTPONCTBA BbINOSHAET CaMOCTOSTENbHO COrfacHo
rocydapCTBEHHbIX MpaBwun  (pernameHTa, HOpPM) caadn B Mycopocbop
Ha yTUNn3aumo, BbINOSTHEHWE YTUNM3auun ObITOBON 3MEKTPOHHON TEXHUKM,
BNOEO— N POTO— SNTEKTPOHHOM TEXHUKN.

CopepxaHue gparoLeHHbIX MaTepmaroB: He TpebyeT y4yéta nNpu XpaHeHun,
cnncaHuun un ytunusaumm (n. 1.2 FOCT 2.608-78).

CooepxaHue UBETHbIX MeTanmoB: He TpebyeT ydéTa npu cnmcaHum

N ganbHeuLwen ytunusaumm nsgenvs.
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18 TFAPAHTUU USTOTOBUTENA

[MapaHTUNHBIN CPOK AKCnyaTauum — 36 Mecqaues € AaTbl NPUOBPETEHMS.

Mpn oOTCyTCTBUM [OKYMEHTA,

noaTBepxaatoLlero gakt npruobpeTeHus,

rapaHTUIAHbIA CPOK MCUYUCTIAETCH OT AaThbl NPOM3BOACTBA.
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19 CBEAEHUA O CEPTUDOUKALIUN

N3penne cooTBeTcTBYyeT TpeboBaHMSIM  TEXHWYECKUX  pernameHToB
TamoxeHHoro cot3a TP TC 004/2011 «O 6e30MacHOCTM  HU3KOBOSIbTHOMO
obopynoBaHusy, TP TC 020/2011 «OneKkTpoMarHuTHas COBMECTUMOCTb
TEXHUYEeCKMX  CcpeacTB» W UMeeT  Jeknapaumio O COOTBETCTBUM
N RU [J-RU.PA02.B.95113/21.

N3penne cooTeBeTcTBYeT TpeboBaHMAM  TEXHWYECKOro  pernameHTa
TP EAGSC 043/2017 «O TpeboBaHusax K cpeactBam obecneyeHusi MnoXKapHoW
B6esonacHOCTM UM NOXapOoTyLEeHUA» U UMeeT cepTudukaT COOTBETCTBUA
Ne EASC RU C-RU.MB68.B.01662/23.

N3penune cepTnunumpoBaHo Ha cOOTBETCTBME TPEOOBAHUSAM K TEXHUYECKUM
cpeactBam obecneyeHuss TpaHcnopTHOM 6e30MacHOCTM B COCTaBe CUCTEMbI
BugeoHabntogexmsa, Ne MB/1.03.001732.
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20 CBEOAEHUA O NPUEMKE
N3penune, kommyTtatop cetesom «BOLID SW-224» ALLOP.203729.004,

NPUHATO B COOTBETCTBUM C 06s3aTenbHbIMU TpeboBaHMAMM FOCYAAPCTBEHHbIX
CTaHOapToB M OEUCTBYHOLWEN TeXHUYECKOW OOKyMeHTauuu, MpuU3HaHO ro4HbIM
kK akcnnyaTtaumm AO HBI1 «bonua». 3aBogckon HOMep, Mecdu, U rod Bblfycka
yKkasaHbl Ha Kopnyce msgenuda, ToBapHbii 3Hak BOLID obo3HaveH Ha kopnyce

N yNnakoBKe.
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NMPUNOXEHUE A
Tabnunua A.1 — Cnincok COBMECTMMBbIX KOMMNEKTHbIX SFP-moaynen
Monens BOLID BOLID BOLID BOLID
A SFP-GMM-1D | SFP-GSM-3D | SFP-GSM-3SA | SFP-GSM-3SB
Popm-chakTop SFP SFP SFP SFP
fponyckHas 1 T6uic 1 T6uic 1 T6uic 1 T6utlc
CNOCOBHOCTb
OdnunHa kabens 550 m 20 Km 20 Km 20 km
Kon-Bo
ncnornb3yeMbIX 2 2 1 1
BOJIOKOH
Tun pa3béma LC/UPC LC/UPC LC/UPC LC/UPC
Tvn
ONMTOBOJIOKOHHOIO MM SM SM SM
Kabens
Tx850/ Tx1310/ Tx1310/ Tx1550/
MapHoCTb
Rx850 Rx1310 Rx1550 Rx1310
HanpsikeHue nutaHuna 3,3B 3,3B 3,3B 3,3B
HOnana3oH pabounx OT1-40 °C po O1-40 °C po OT1-40 °C po Ot -40 °C po
TemnepaTyp +85 °C +85 °C +85 °C +85 °C
OTHOCUTenbLHas OT5% OT5% OT5% OT5%
BITRXXHOCTb BO3ayXa 0o 95 % 0o 95 % 0o 95 % 0o 95 %
55,5x13,4x 55,5x13,4x 55,5x13,4x 55,5x13,4x
FaGapuTHble pasmepsbl
8,5 Mm 8,5 Mm 8,5 Mm 8,5 Mm
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NEPEYEHbL TEPMUHOB U COKPALLEHWUW

ABTOMaTU3MpOBaHHOe paboyee MecTo — 3To paboyee MecTo
cneuvanuncTa, OCHalleHHOe MepcoHamnbHbIM  KOMMbIOTEPOM,

APM nporpamMmMHbIM obecneyeHnem n COBOKYMHOCTbIO
NHAOPMAaLIMOHHbIX pecypcoB NHOMBUAYANbHOro
NI KOSNNEKTUBHOIO NOSIb30BaHUA
Web (naytMHa) — cCoOKpalwleHHoe anbTepHaTUBHOE Ha3BaHue
Be6 BcemupHon Cetn WHTepHeT, saBnswowen cobon cuctemy
B3aMMOCBSI3aHHbIX 3@ CYET CCbINIOK OTAENbHbIX BeO-CTpaHuu
N OPYrMx OOKYMEHTOB
M NHCTPYKUKMS MO MOHTaxy
OoC OnepaunoHHas cuctema
Mo [MporpammHoe obecnevyeHne
MK [MepcoHanbHbIN KOMMbLIOTEP
PO PykoBoacCTBO Mo aKkcnnyartaumm
Cuctema KOHTPONS WM ynpaBfieHNUA LOOCTYNOM — 3TO KOMMMEKC
obopynoBaHua, rnaBHas QYHKUMS KOTOPOro — OrpaHuyeHue
CKy[ AoCTyrna Ha oxpaHsaeMbln 00bekT. OnemeHTbl CKY[l o6begmHeHbI
B CE€Tb, KOTOpas yrnpaBfisieTcs C NOMOLLbIO Creunannu3mMpoBaHHOro
nporpammMmHoro obopynosaHus
AC Alternating Current — nepemMeHHbIN TOK
DC Direct Current — [1oCTOSIHHbBIN TOK
Dynamic Host Configuration Protocol — NpoTokon aAnHamMnyeckoro
DHCP KOHurypupoBaHue xocta. ObecneunBaeT nonyvyeHne ceTeBbIMU
ycTponcTteBamu IP-agpecoB OT cepBepa B JIOKaribHOW ceTu
JlokanbHas ceTb, UcnosibdyemMasa ans nogkroveHns mexay cobom
KOMMbIOTEPOB, NPUHTEPOB, pabounx CTaHUUW, TepMUHANoB M T.M.
Ethernet B HacTosiLLee BpeMs peannadyetcs Ha base kabenen Tmna «Butas
napa». CKOpOCTb nepedayn curHana CcocTaBnsieT OT OeCATKOB
A0 TbiCAY MerabuT B cekyHay
HTTP HyperText Transfer Protocol — npotokon nepenayn

’MNepTeKCTOBbLIX JOKYMEHTOB
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HTTPS

HyperText Transfer Protocol Secure — PacwwupeHne npoTokon
nepegadn rUNEpPTEeKCTOBbIX  OOKYMEHTOB  ANA  NOAOEPXKK
LUMppoBaHNA B LieNisixX NoBbieHnss 6e3onacHoCTH

Identifier — ngeHTUdMKaTOP

IGMP

Internet Group Management Protocol ([MpoTokon ynpaBneHus
rpynnamm  WIHTepHeTa) — MpPOTOKON YynpaBneHust rpynnoBown
(multicast) nepegayenn gaHHbIX B CETSAX, OCHOBaHHbIX
Ha npoTokornie IP. IGMP wucnonb3yetcsa mMapLipyTusaTopamm
n IP-y3namu ans opraHMsauum ceTeBbiX YCTPOMUCTB B rpynnbl

Internet Protocol — mexxceTeBon NPOTOKOJT

IPv4

Internet Protocol version 4 — y4eTBepTasi BEPCUS UHTEPHET
npotokona. Lnpoko ucnonb3yembin Tun IP-agpeca, cocrtosawmm
n3 4 6ant (32 6uT)

IPV6

Internet Protocol version 6 — wectaa BepcUA UHTEPHET
npoTtokona. Hoas cuctema agpecaumn, B KOTOPOW agpec
coctouT 13 16 b (128 6uT)

LACP

Link Aggregation Control Protocol — npoTokosn, npeaHasHayeHHbIN
ansa obbeguMHEeHNa HeCKONbKUX (OU3NYECKMX KaHanoB B OOMH
nornyeckmn B cetax Ethernet

MAC

Media Access Control — yHUKanbHbIN
npucBaMBaeMbli  ceTeBbIM  ajanTepam.
dun3nyeckoro agpeca cetTeBoro agantepa

ngeHTndumkaTop,
Nrpaet ponb

MicroSD

Secure Digital Memory Card — 3awmweHHasa uudgpoBasa KapTa
namMsaTn. ONEKTPOHHOE 3HEProHe3aBMCMMOE 3arnoMuHatoLLee
YCTPONCTBO ONA XpaHEeHUs UndpoBOon WHGOpMaUuM pasMepom
11x15x1 mm

PoE

Power over Ethernet — ctraHgapTtel IEEE 802.3af, IEEE 802.3at,
nossonstowmre nepegasatb No cetu Ethernet He Tonbko gaHHbIE,
HO N 3NEKTPUYECKNN TOK

QoS

Quality of Service - kadectBO obcnyxuBaHusa. Habop
TexHonornn, obecnevmBaloLMX MPUOPUTETHOE UCMONb30OBaHNE
kaHana cBA3u
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RJ-45

Registered Jack 45 — cTaHOapTU3MpoOBaHHbIN U3NYECKUN
ceTeBON WHTepdenc, BKIIOYaALWNMA OnnucaHme KOHCTPYKLUUK
obenx vyactenm pasbeémMa («BUMKM» WU «PO3ETKM») N CXEMBDI
NX KOMMYTaLUN. NcnonbayeTcs Aans COeaNHEHMS
TeneKoOMMYyHMKaLMOHHOIro 06opya0oBaHuUS

RSTP

Rapid Spanning Tree Protocol — Bepcuss npotokona STP
C YCKOPEHHOW peKkoHpUurypauuven gepesa, ncnonb3yoweroca ans
NCKIOYEHNS NeTenb (MCKNYeHus ayonmpyrowmx MapLupyToB)
B coeanHeHusx kommyTtaTtopoB Ethernet c¢  agybnupyowmmm
ANHNAMU

SFP

Small Form-factor Pluggable — npombiwneHHbIn cTaHgapT
MOAYIbHbIX KOMMAaKTHbIX MNpuemMornepenaTtymkoB (TpaHCUBEPOB),
ncrnonb3yembix AN nepenayu n npuema AaHHbIX
B TENNEKOMMYHUKaLNAX

SFP+

Enhanced Small Form-factor Pluggable, SFF-8431, SFF-8083 —
NPOMbILLSIEHHbIN cTaHgapT MOAYIbHbIX KOMMNaKTHbIX
npuemonepenaTynkos (TpaHcuBepoB), NCMNOSIb3yeMbIX
AnNs nepegavn faHHbIX B TENIEKOMMYHUKauuMsix. PaclumMpeHHas
Bepcua npuemonepenatymka SFP, cnocobHoro nogaepxuBaTtb
CKOPOCTW nepegadn gaHHbix oT ot 2,5 6/c go 10 [6/c

SNMP

Simple Network Management Protocol (npocton npoTokon
CEeTeBOro ynpasfieHuUsl) — CTaHOapTHbIM  MHTEPHET-NPOTOKONM
Ang ynpasneHusa yctponctsamu B |IP-ceTax Ha OCHOBE apXUTEKTYpP
TCP/UDP

SSH

Secure Shell — 6esonacHaa obonoyka. CeTeBOM MPOTOKOS
NPUKIIagHOro YPOBHA, NO3BOSMSAKOLWMA MNPOU3BOOUTL yaaneHHoe
ynpaesneHue ornepaunoHHOM CUCTEMOM WU  TYHHenupoBaHue
TCP-coeanHeHui. [MosBonger BGesonacHo nepenaBsaTtb
B HE3ALUMLLIEHHON cpefe npakTuyeckn rnbon Opyron ceTeBow
NPOTOKON

STP

Spanning Tree Protocol — ceTeBon NPOTOKON (MNM CEMEWNCTBO
CeTeBbIX MPOTOKOSOB) NpeAHasHaYeHHbIn ONA aBTOMaTUYEeCKOro
yOoaneHust UMKNoB (neTefb KOMMyTauuu) M3 TOMOMOMMU CeTU
Ha KaHanbHOM ypoBHe B Ethernet-cetax

VLAN

Virtual Local Area Network — BupTyanbHasi rokarnbHagd
KOMMbOTEPHAs CEeTb

8P8C

8 Position 8 Contact — yHUPUUMPOBAHHBIN  Pa3bEM,
MCnonb3yemblid B TenekoMmyHukaumm. Kimeet 8 KOHTaKTOB
n doukcaTop
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