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BBenenune

PYKOBOI[CTBO npe€aHasHa4€HO A4 CUCTEMHBIX  AIMUHHUCTPATOPOB,  BBIMOJHAKOIINX

YCTaHOBKY M HayaiabHYI0 HacTpoiiky APM «C3000» nis Astra Linux mpu momoIm HHCTauIsITopa.

PyKOBO,Z[CTBO COACPIKUT MHCTPYKIUHU IO YCTAHOBKC W BCTPOCHHBLIM B HCI'O0 CCPBUCHBIM CKPUIITAM

APM «C3000».

CoranmeHusi M yCJIOBHbIe 0003HAYEHU S

IMoy:kupPHBIM BBIIEISAIOTCS Ha3BaHUSI IPOrPAMMHBIX IPOAYKTOB U allapaTHBIX CPE/ICTB.
Kypcus mpumensiercss st 0003HAUEHUS TEXHUYECKMX TEPMHUHOB W B HWHBIX CIydasx
JUTSL BBIITICHUS 9acTel TeKcTa.

MoHOMMPUHHBIN TPUPT TPUMEHSETCS UIsl UMEH (aijoB, KOMaHA M HX IMapaMeTpOB,
a TaKKe Ui MPUMEPOB BBIMOJIHEHUS U BbIBOJA KOMAH/I.

B npumepax BBINONHEHUS KOMaHJI, CHMBOJI TPUIVIANICHUS KOMaHTHOW CTPOKH
(command prompt) $ roBopuT O TOM, YTO KOMaHIa BBIMOJHACTCA OT HMEHH
HENPUBWIECTUPOBAHHOTO TIOJb30BaTessl. # MCHONb3yeTcs Al KOMaHJ, BBIIOJHSIEMBIX
cyreprioyib3oBaresieM (root, aAMUHUCTPATOPOM CHCTEMBI).

B cooTrBeTcTBMM ¢ TpPHUHATBIMH B JOKyMeHTanmuu st cucteM cemeiictBa UNIX
COTTIAIICHUSIMU, UMEHA KOMaH] 3aIMChIBAIOTCS C YKa3aHUEM B CKOOKaX COOTBETCTBYIOIIETO
HOMEpa pasjiesia CTpaHHIl PyKOBOACTBaA (man pages), Hanpumep: I1susb(8), dmesg(1).

IIpumevanue: — KpaTkue aHHOTAIIMH K OCHOBHOMY TEKCTY.

Coxpamenus

OC - onepanrioHHas cucrema

ITO — mporpammHoOe obecriedeHre
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Yeranoska APM «C3000»

IIpumeuanue: [lons3oBarens, npousBoasmmii yctanHoBky APM «C3000», noikeH UMeTh
npaBa agmuHuctparopa (sudo). Ecmu APM «C3000» TpeOyeTcsi yCTaHOBUTB JIJIsl TIOJIb30BATEII,
KOTOpBIﬁ HC HUMCCT IIpaBa AaAMHUHUCTPATOPA, TO BBIINOJHHUTC YCTAHOBKY COINIACHO MOApPa3acily

«¥YcranoBka APM «C3000» aist Apyroro nojab30BaTess».

IMpumeuanune: Jns ycranoBku u padorsl APM «C3000» B Astra Linux nomkeH OBbITh

OTKJItOYEH «MaHIaTHbI KOHTPOJIb LIEJTOCTHOCTI.

C odummanpHoro caiita bomuy ckauats uHcTamwstop APM «C3000». Crnenyer yoenuTses,
4YTO B Ha3BaHMM MHCTaLIATOpa Bepcust Astra Linux coorsercrByer Bepcunm OC Astra Linux,
Ha KOTOPYIO MPOM3BOAMTCS ycTaHOBKa. Hampumep, B Ha3Banuu juia Astra Linux 1.8 comepxurcs

«astra-smolensk-1.8».

Jlanee cnenyer BHICTaBUTh pa3pelIeHHE HA 3allyCK MHCTAJUIATOPA: HAXKMUTE IIPABYI0 KHOIIKY
MBIIIM 10 CKa4YaHHOMY HHCTaLIATOpy, 3areM «Ceoticmea» — «/luckpeyuonHvie ampubdymol»,

yCcTaHOBUTE (DIaxkoK «Bwinonnenuey, Kak Ha puc. 1, u HaxxMuTe «Jla»:
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CeOWCTEA

E arm-s3000__astra-smolensk-1.8_1.03. run

OBwme JuckpeyoHHele aTpubyTel - MangatHasa MeTka  Mognuce

MNMone3oeaTenk: | (250 SUID-BuT

Mpynna: test SGID-BnT

Sticky-Bur

CybbekT OBBIYHEIE

(S) Mone3cBaTens 4] =] '""'
(5) rpynna ) = [(]m=
(S) OcTankHble ) =) (=

Macka | Cozpate |

MNonezoBatenia Mpynnel OCHOBHEIE | AobaenTe cyfbekT ACL |

Pucynok 1. Boicmasnenue paspewenust ha 3anyck uncmanismopa wa npumepe Astra Linux 1.8

AJBTEpHATUBHBIA CMOCO0: OTKPBITh TepMUHAN B JUPEKTOPUM C HMHCTAIUISITOPOM

APM «C3000» u 3ammyCTUTh €ro ¢ TOMOIIHI0 KOMaH/IbI:

$ bash "uma_daina_uHctannatopa.run"
[Tpu 3amycke MoxkeT moTpedoBaThCs mapoib sudo, CIenyeT BBECTH €ro U HaXxaTh Enter.
[pu ycrienHoM 3aBepiiieHUH OyleT BBIBECHO COOTBETCTBYIOIIEE COOOIIeHuE (puc. 2):

i WHdopmauwms

YcraHoeka APM C3000 zaBeplueHa

ook

Pucynok 2. Unghopmayuonnoe oxkno 3a8epuieHusi yCmaHoeKu
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[Mocne 3aBepuieHust cienyeT nepe3arpy3uth cuctemy. C MOMEHTa Iepe3alycka CHCTEMbI

«APM C3000» Oyner 3amyckarbcsi aBToMarn4ecku npu crapre Astra Linux.

Ecnu ycranaBnuBaronuii mojap30Bareib HE UMEET MpaB aAMHHHCTPATOpPa, OyJEeT BBIBEIEHO

COOTBETCTBYIOIIIEE coodIIeHue (puc. 3), e B CKOOKaxX yka3aHo MMs mojib3oBatess Astra Linux.

X Owwbka

TekyLLMiA NoNb30BATEND (USEr) He MMeeT npas sudo!

Pucynox 3. Owubdra 06 omcymemeuu npas adMuHUCmMpamopa

Ecnu Ipru UHCTAJJIAIHUKU BO3HHUKIIA oum61<a, KaK Ha puc. 4, CJICAYCT MPOBCPUTH HAJIUYIUC

MHTEPHET-COCAMHEHUS 1 HACTPOUKH MPOKCH (IIPU HAJIMYMK) B KOHPUTypanuu apt.

X Owwbka

HeBO3MOXHO NOAKTIOYMTLCS K peno3nTopram Astra Linux.
x MpoBepeTe CBOE MHTEPHET-COeJMHEHME

Pucynok 4. Owubka nookniouenus k penosumopusim Astra Linux

IIpu ommbke 3arpy3ku obpaza APM «C3000» B Docker Oymer BbIBeneHO cOOOIICHHE,

KakK Ha puc. 5:

X Owwbka

Pucynok 5. Owubka 3aepysxu obpasza Docker
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[IpoBeprsre padory Docker, BEIMONHUB NEHCTBUS B COOTBETCTBUU C pasaenom «lIpoBepka
pabdorocniocobnoctu 1O Docker» B «UucTpykiuu mo ycranoke APM C3000 ma OC Linux
(Docker)». Eciu Docker paboraer, ckauaiite ¢ caiita HBIT «bonun» mokep oOpa3 Ha 6a3e oOpasa

Astra Linux Barieii Bepcuu U CKOMUPYITE €ro B JOMAIIHIO manky («J{oMamiHsis» B I€BOW MaHeIn

Menemxkepa ¢aitios).
Ortkpoiite TepmunHa:
e B Astra Linux 1.7: «Ilyck» — «Cucremubie» — «Tepmunan Fly»,

e B Astra Linux 1.8: «Ilyck» — «IIporpamMmmei»y — «HCTpyMeHTBI» — «TepMuHA.

Beenure komany:
$ sudo docker load --input "wmAa_pokep_obpasa.tar.gz"

IIpuMeyaHue: eciau TpU BBINOJHEHMM KOMAaHIbl BO3HMKJIA OMIMOKAa C TEKCTOM «contains
vulnerabilities», kak Ha puc. 6, To cnenyer ckadarh HOBYIO Bepcuio APM «C3000» Ha caiite
HBII «boaua». [Ipu MOBTOPHOM BO3HWKHOBCHHH OIIMOKW WJIM JPYTOM COOOIIEHWU CIEIyeT
00paTuThCS B TEXIIOIICPAKKY.

- ~:bash — TepmuHan Fly

tain TMpaeka Hactpokka Cnpaeka

-a E Q Is e

d -—input arm-s3HHA-astra-sm

Hﬂlddp }'
ida9c5f1950637

Pucynox 6. OQwubka 3azpysku ycmapesuieco KonHmetinepa
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YeranoBka APM «C3000» st APYroro nojib30Barteist
OTtkpeiTh Tepmunan B gupektopuu ¢ APM «C3000» 1 3amyCcTUTB €ro ¢ TTOMOITBI0 KOMaH/IbI:
$ sudo bash "wma_daitna_wHcTtannaTtopa.run”

[Ipn 3amycke OyaeT BBIBEIEHO OKHO, TAe TpeOyeTcs BBECTH UMS IOJIb30BaTeds,

JU1st KoToporo Ooynet ycranosiieH APM «C3000», kak Ha puc. 7.

"~ OBbHapyxeH 3anyck oT root

YKaXuTe MMA NoNb30BaTeNs, 4N8 KoToporo byAeT NPoOM3BOAUTLCA ycTaHoBKa APM C3000:

OTMEHWUTE

Pucynok 7. Oxno 6600a umenu nonv3oeamens 015 yCmaHo8KU

Bsenute ums nonp3osarens U Haxmute «OK» nns ycranosku APM «C3000».

IIpoBepka padorocnocoonoctu IO Docker

[Ipexne, uyem mnpuctynuTh K pabore c¢ oOpazamu APM «C3000», pexomeHmyercs
npou3sBecTy nposepky Docker ¢ ncronp3oBaHueM cnenuanbHO MpeIHAa3HAYEHHOTO Ui 9TOH 1enn

koHTeriHepa hello-world:
Y6enurbes B HATMYWU TOAKITIOUEHUS K ceTu HTepHeT.
BoinonHuTh KOMaHy:
$ sudo docker run hello-world
B ciydae nmpaBuiibHOM yCTaHOBKH M HACTpoiiku DOCKEr, BEIBOJ TOKEH OBITH TAaKUM:

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

719385e32844: Pull complete

Digest:
sha256:dcbabdaec7181547568c562956fa47e1b03673dd010fe6ee58ca806767031d1c

Status: Downloaded newer image for hello-world:latest
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Hello from Docker!
This message shows that your installation appears to be working

correctly.

Cepsucnsblie ckpuntsl APM «C3000»

APM «C3000» ob6namaer HaOOpOM BCTPOCHHBIX CKpPHUIITOB, JOCTYNHBIX ISl 3amyckKa
u3 TepmuHana. CKpunTbl MOTYT OBITh BBITIOJIHEHBI TIOJIb30BATESIMU, [UIS KOTOPBIX ObLiIa

npousBeaeHa ycranoBka APM «C3000» wiu BeIAaHbI mpasa it pabotsl ¢ Docker.

HpI/I TOIIBITKC BBINIOJIHCHUA CCPBUCHBIX CKPHIITOB ITIOJIB30BATCIICM, HC HMMCIOIIHUM IIpaBa

Ha MX 3aITyCK, OyJIeT BbIBeICHO COOOIIeHNe, KaK Ha puc. 8:

X QOwwbka

HeBO3MOXHO BLINONHWTE AeHCTEME:
x He 0CTaTO4HO npas!

Pucynox 8. Owudra o6 omcymemesuu npas na sanyck APM C3000

[Tpu ommobkax, cBsi3aHHbIX ¢ DOCKer, OyaeT BHIBOAUTHCS OKHO C COOOIICHUEM, COIEPIKAIIUM
nytb K (aiimy ¢ omucanueMm omuoOku: «OTKpoute dawn  /var/log/arm-s3000-
docker/err.log pna nonydenua nomapobHocTewy. [Ipumep ommbku npu ommbdbke Docker

B 3amymeHHoM «APM C3000» npexacrapieH Ha puc. 9:

X Owwbka

Bo spema paboTel APM C3000 npom3oLuna owmbka!l
x OTkpoiTe ¢aitn /var/log/arm-s3000-docker/err.log Ana nonyyeH4A

nogpobHocTe A

Pucynox 9. Iobanvnas owubka pabomor APM C3000
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B cinydae ommOKu 3TOro Tuma MpH BBHINOJHEHHHM CEPBUCHOTO CKPHUITA, OOpPAaTUTECh

B TEXIOJICPKKY U MPUIIOKUTE (paiiin, yKa3aHHBIH B COOOIICHUN.

3anyctuts APM «C3000»
3amyck MPOU3BOIUTCS KOMaH IO
$ launch-arm-s3000

[Tpu Hanmuuu Heckonbkux 00pa3oB APM «C3000» BbeIOMpaeT MOCIEAHIO BEPCHUIO MO TETY

U 3aIIyCKaeT e€.

[Tocne ycnemHoro 3anycka koHTelHepa coeauHenue ¢ cucremoir APM «C3000» Bo3MOKHO

Ha BceX CeTeBhIX wuHTepdeiicax M 3agaHHBIX moprax, Hampumep: http://127.0.0.1:20080
wim https://127.0.0.1:20043

OctanoButs APM «C3000»
OcTaHOB MPOU3BOAUTCS KOMAHI0M:

$ stop-arm-s3000

IMepe3anyctuts APM «C3000»
Ilepezanyck mpou3BOAUTCA KOMaH]IOM:

$ restart-arm-s3000

BoccranoBiienue u coOpoc napoJieit

I[Ipumeuanue: Tpebyercsi MOATBEP)KIECHUE JIMIIEH3MOHHOTO COINIALICHUS NIl 3aBEpIlEHUs

yctaHoBkH cucteMbl APM «C3000.

B cnyuae yrepu maposist 1uisi BCTpOEHHOM YYETHOM 3alMCH, a TaKXe MPU HEOOXOTUMOCTH
W3MEHEHUS MapoJie APYTUX IMOJIb30BaTeNie 0e3 MCMoab30BaHus web-uHTepdeiica, uCmoib3yercs

KOMaHa:

$ password-reset-arm-s3000
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IIpu 3amycke BbBoauT okHO (puc. 10), rme TpeOyercs BBECTH HMs IOJIb30BATEINS,
a TakKe BBECTH TMaposib i coxpaHeHus. Ilocnme nHaxkartus Ha «Jla» OymeT OTKPBITO OKHO

IOBTOPHOI'O BBOAA MApOJIA.

% MameneHne napona nonb3osatena APM C3000

Mapone

Pucynox 10. Oxno 6600a 015 usmenenus napois NoIb3068amenst

MunumabHas JJIMHaA HMMCHHU I10JIb30BarciA COCTaBJISACT 5 CHUMBOJIOB, IIpU HapyUICHUH

npaBujia OyJeT BBIBEICHO COOTBETCTBYIOIIEE COOOIIECHUE:
X Owwbka

[NWHa UMEHW NoNb30BaTeNs MeHee 5 CUMBOOB!
x M3MeHeHWe napons npepBaHo.

Pucynox 11. Owubka 6600a umenu nonvsosameins

MunumanpHas IjIMHA napoJst COCTaBJIACT 5 CHUMBOJIOB, IPU HApPYIICHWU IIpaBUJIia GYHCT

BBIBCACHO COOTBCTCTBYIOLICC COO6H.[CHI/IGI

X Owwbka

[ln1Ha Napons MeHee 5 CUMBONOB! M3MeHeHMe Napona
X npepeaHo.

Pucynox 12. Owubka 6600a napons: oiuna meHee MUHUMATbHOLU
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Ecnu o6a moins BBOJAa Mapojid MIyCThI, TO 6}’I[6T COXpaHéH nmapojib 1m0 yMOJYaHUIO —

armS3000, OyneT BEIBECHO COOTBETCTBYIOIIEE MPEAYIPEKIACHHE:

A Npepynpexaedue

c Naponk He BBejeH, 6yAeT yCTaHOBAEH Napob N0 YMOA4YaHUIO.

ook

Pucynox 13. Ilpedynpesicoenue 06 omcymemauu napoiis

Ecau maponu He coBmanyT, Oynet BrIBeIeHa OIIMOKa:

X QOwwbka

BeejéHHble NaponuM He coBnagaroT! M3MeHeHWe napons
x npe peaHo.

Pucynox 14. Owubka 6600a noemopno2o napois

[Ipu ycnemHom u3meHeHnH napoJisi Oy/ieT BIBEEHO COOOIICHHE:

i WHbopmauwma

o Maponk nonb3oeatena admin M3MEHEH yCneLuHo.

ook

Pucynox 15. Hnghopmayuonnoe oxHo o 3aéepuienuu usmeHeHus napois
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Ecnu npu coxpaHneHn# BO3HUKIIA OIIMOKA, Oy/IeT BHIBEIEHO COOOIICHHUE:

X Owwbka

an M3IMEHEHWK Napona NONbL30BATENA USErN NPOM30LLNAa
x owmnekal npDBEPhTE MMA NOMNBE30BATENA U NOETOPWUTE NONEBITKY.

o |

Pucynox 16. Quubka coxpanenus napos

Komanna ocranaBnmmBaer pabory APM «C3000», mocne 3aBepiieHus pabOTHI CIEmAyeT

caMocCTosATeNbHO 3amycTuTh APM «C3000%».

IIpuMmeuanue:
Ecnu mnonp3oBarenb ¢ UMEHEM, IEpEJaHHBIM KOMaHJAE, HE CYLIECTBYeT, OH OylIeT CO3[aH;

PO/l HOBOW YUYETHOM 3armucH — Service.

HpI/I MOCJICAYIOIICM 3aITyCKE KOHTeﬁHepa BCTYIIAT B JeliCTBUE HOBBIC napoJiu.
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