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Terms and definitions:

Loop of alarm control unit: electrical circuit for power and control of nonedagssable
detectors (alarm initiating devices).

Polling Loop: digital transmission path between an S2000-KDtemler and addressable
detectors (input points) or/anelxpansion modules Power supply, status monitoring, and
control of detectors are provided over the Polliogp.

Element: minimal individually monitored or controlled systeitem. In terms of the 2000M
panel, a controllable element can be a loop, sigehcircuit of addressable expansion modules,
addressable detector, output/relay circuit, actyatotification routing link, and any virtual
element supervising/monitoring specific operatingnditions of the RS485-connected
unit/device.

Input: element to supervise (monitor) and control detscamid addressable units.
Output: element to control actuators and appliances (ssi@ralay or electronic switch).

Zone (Partition): system elements grouped together to be monitanedcontrolled as a single
unit. Most common, it is a protected room of fagiligroup of detectors) or a group of actuators/
appliances controlled identically (voice alarm, ok removal, or flooding zone).

Abbreviations:

PIN — Personal Identification Number (Code);

LCD -Liquid Cristal Display;

ISS — Integrated Security System,;

Pl — Interface Converter (Russian-based abbrevigtion)
PC — Personal Computer;

VA — Voice Alarm,;

ACS — Access Control System

RCU — Remote Control Unit

PL- Polling Loop



1 Product Description

1.1 Application

1.1.1 The S2000M Monitoring and Control Panel is desigt®advork as part of the
intrusion detection, fire alarm and extinguishirmnirol systems. Combined with units of Orion
Integrated Security System (ISS), the S2000M camradp as a modular intrusion and fire alarm
panel to control audible, visible and voice alarnas, well as gas, powder and water
extinguishing systems, smoke removal and builditiities. The communication between
system units is based on the RS-485 interface. dewce functions can be extended with
additional units and modules.

1.1.2 As a part of a modular system, the S2000M providedollowing:

— Receives information on the states of addressabletectbrs, loops,
actuators/appliances, and modules;

— Provides visible and audible indication of condiBosuch a®\larm, Fire, Start,
Stop, Fault, and Disabled

— Controls operation conditions of intrusion deteatidire alarm and fire protection
systems (these functions are protected from unaadtbaccess);

— Controls actuators / appliances such as visibledibde and voice alarms, smoke
removal and fire extinguishing systems, as well Faee, Alarm, Fault and
Start/Activation signal outputs;

— Logs events in the Event Log;

— Provides data exchange and communications betwednles;

— Checks for communication faults.

1.1.3 The S2000M does not have any circuits to accomneodigtiectors and outputs to
control output devices and communicate with othgstesns. Such functions are provided
through the units connected to the RS-485 (RS48B@cted units/device):

— S2000-KDL and S2000-KDL-2I: controllers responeibifor monitoring
addressable fire detectors such as IP212-34A, SEQOPR513-3AM, addressable
expansion modules such as S2000-AR1, S20RQ; S2000ARS, intrusion detectors
such as S2000-SMK, S2000-IK, S2000-PIK, S2000-SH#2000-PIRON, S2000-
PIRON-SH, S2000-STIK, S2000-PIK-ST, S2000-ST, S2000S2000-KT panic
buttons, S2000-VT humidity meters, S2000-DZ flooetettors; they also operate
S2000-SP2 notification and control modules (witho twon-monitoring dry-contact
outputs), S2000-SP2 ver.02 relay expansion moditleautputs monitoring circuits for
open and short faults), S2000-SP4 (damper/valveaanodules);

— Signal-20P, Signal-20M, and S2000-4: monitoring adnventional fire and
intrusion detectors, control of load circuit outpwtith monitoring for open-circuit and
short-circuit faults, operation of dry-contact autig

— Signal-20: monitoring of conventional intrusion eletors;

— Signal-10: monitoring of conventional fire and iurgion detectors, or addressable
threshold detectors such as [P212-34PA (DIP-34P39000-1P-PA, IPR513-3PA,
control of outputs with monitoring for open-circiahd short-circuit faults, control of
relay outputs;

— S2000-ASPT: monitoring of conventional detectord eontrol of gas, powder, and
aerosol extinguishing systems;

— Potok-3N: water extinguishing control panel,



— S2000-KPB : output expansion module with monitorimgshort- and open-circuit

faults;

— S2000-SP1: relay expansion module (no circuits toang);

— S2000-Perimeter: monitoring of Anchar-40, TantaD,20and Tantal-600
addressable perimeter detectors;

— S2000-Adem: monitoring of RF link intrusion deteastof Ademco58xx series

1.1.4 Visual indication for Fire, Start (Activation), $tq/Abort), Fault, and Disabled

conditions are provided through the following:

- FIRE, START individual red LEDs, and STOP, FAULTJSABLED individual
yellow LEDs indicate fire alarms, activated(stat)d aborted(stop) condition of fire
protection equipment, as well as failures and déabnts respectively;

- Alphanumerical LCD shows information on detectexedj activated/aborted fire
protection components, failures and disablements.

The Alarm mode is indicated on the LCD display.

The built-in buzzer provides audible indication Afarm, Fire, Activation, and Fault

states.

Additional zone status indication can be implemblatausing S2000-Bl and S2000-BKI units,
S2000-KS panel, and S2000-K keypad.

Flooding zone states of powder, gas, or aerosahgxshing systems must be indicated by the
S2000-PT units (they are also necessary for recmtéol of fire extinguishing). Each S2000-

PT can provide indication of Fire, Fault, Disabl&te-Discharge, Discharge, Abort, and Auto
OFF states individually for each fifur Flooding Zones or as system-wide status indicatidh

is also recommended using these units for statlisation and manual control of voice alarm,

smoke/gas removal systems, and for control of auyilequipment so that each individual

system can have its individual status indicators amanual controls. Visual and audible

indications of water-based extinguishing systenespaovided by Potok-BKI units.

1.1.5 The S2000M provides Fire, Alarm, Start/Activaticemyd Fault signals to the
Alarm Reception Center or other system via relaypwis. Fire and Start/Activation are initiated
by closing contacts, and Alarm and Fault are it@tiaby opening contacts. It is recommended
using S2000-SP1 units for transmitting Alarm andilFas system-wide signals. Fire and
Start/Activation can be also transmitted via S28®2 units and unused relay outputs of Signal-
20P, Signal-20M, Signal-10 and S2000-4 units. a@asmission line from a relay output to a
recipient unit shall be monitored for open-circartd short-circuit faults by the recipient unit.
The transmission of Fire, Alarm, Activation, anduEaignals can be indicated on S2000-BI and
S2000-BKI units.

The S2000M allows transmitting events of fire anttusion alarm systems (including
Fire, Alarm, and Fault) to the alarm reception eerfCentral Monitoring Station) via S2000-
PGE and UO-4S communicators, S2000-IT units and @dko links of transmitters such as RS-
202TD-RR (LONTA-202 system), ATS100 (LARS radio t&®yr), and TRX-150 (TRX-450)
(Orion-Radio RSPI).

1.1.6 The control of fire alarm system can be provideidgighe following facilities:

— Controls of the S2000M,;

— Controls of the S2000-BKI indication unit.

Commands from the S2000M:

— Reset of zone (partition) alarms, reset of actalar(ned detectors);



— Enablement/disablement of zones (partitions) oir tmglividual elements (inputs,
detectors, fire protection control outputs);
— Enablement/disablement of the Detector Test Mogpl{ang test measures such as a
laser pointer or pressing a light emitter).

Commands offered by S2000-BKI:
— Reset of zone (partition) alarms;
— Disablement of zone (partition);
— Enablement of zone (partition).
1.1.7 The control of intrusion detection system can hm/igied using the following:
— Controls of S2000M panel,
— Controls of S2000-BKI control and indication units;
— S2000-KS and S2000-K;
Credentials: Touch Memory buttons and Proximitydsar

— SMS messages to S2000-PGE and UO-4S.

Commands offered by S2000M:

— Reset of alarms in a patrtition, reset of detectors;

— Arming and disarming a partition or its individidéments (inputs, loops, detectors);

— Enablement/disablement of a zone (partition) orimdividual elements (inputs,
detectors, control outputs).

Commands offered by S2000-BKI:

— Reset of partition alarms;

— Partition arming/disarming.

Commands issued from S2000-KS or S2000-K keypadgsdsenting tokens, or initiated
by sending SMS messages to S2000-PGE and UO-4S:

— Arming and disarming.

1.1.8 Visual / audible alarm handling can be providechgss2000-KPB and S2000-
SP2 ver.02 units. This function can be also predidsing Signal-20P, Signal-20M, Signal-10,
and S2000-4 units, utilizing their available ougpuBpable to monitor notification appliance
circuits for open- and short-circuit faults. Veialarms in an emergency notification system of
3 to 5 classes are provided using the Rupor ur$2000M is able to provide the activation of
notification appliances as response to the follgwin

— When one or more automatic fire detectors are aietd;

— When a manual call point is activated;

— When an extinguishing (activation signal) is irtidid;

— Manual control command from S2000M,;

— Manual control command from S2000-PT;

— Manual activation of the EDU 513-3AM remote confpoint.

The notification appliances can be aborted manuaing controls of S2000M and S2000-PT
units. The S2000-PT allows activating and aboraliqiotification appliances in a zone, while
the S2000M allows controlling individual devicether.

1.1.9 The control (operation) of smoke dampers and famplers of HVAC system is
provided using S2000-SP4 units. The control of len@emoval fans shall be provided using
outputs of S2000-KPB and S2000-SP2 mod.02, or valable monitored outputs of Signal-
20P, Signal 20M, Signal 10, and S2000-4 in commnaivith control boxes such as ShKP-4,
ShKP-10, ShKP-18, ShKP-30, ShKP-45, ShKP-75, ShK®-$hKP-250 and others.



1.1.10 To control auxiliary and utility systems used foefprotection purposes, outputs
capable to monitor connected actuator circuitsdpen and short-circuit faults can be used:
outputs of S2000-KPB, S2000-SP2 mod.02, or mordtangputs of Signal-20P, Signal-20M,
Signal-10, and S2000-4 units. When connectinguiudpvices (actuator circuits) or fire control
equipment of third party manufactures, please ofeséhe electrical connectivity — output
voltage of the above units must comply with theraanted equipment control voltage.

1.1.11 To unlock doors for evacuation in case of fire, B#00M can automatically turn
on the Free Access mode in an access control sysiead on S2000-2 controllers.

1.1.12 Control of gas / powder / aerosol extinguishinglifiees must be provided using
S2000-ASPT units. An S2000-ASPT is able to protest flooding zone with the following
functions:

— Monitoring of conventional two/four-wire detectovgthin three loops (detection
circuits);

— Monitoring of manual call points;

— Monitoring of window/ door position status in proted areas;

— Monitoring of a fire extinguishing installation arektinguishant released switch
(pressure switch);

— Initiation of extinguishant release by automatitedeors, manual call points, remote
control commands taking into account an extingmighinode (auto / manual) and
door / window position circuit status;

— Control of visual and audible alarm notificatiornpéignces (visual alarm devices and

sounders);

— Transmission of the Fire and Fault signal to tharmal reception center / central
monitoring station;

— Abort of extinguishing, reset of Fire conditiondagnablement / disablement of auto

extinguishing mode using the product's keypad odsitr

— Enablement and disablement of input and outputsggysanel control buttons;

— Status indications such as Extinguishant Releasetivétion), Auto Mode Off
(general for entire flooding zone), Fire, Faults@blement (totally for flooding zone
and individually for inputs and outputs).

The S2000M can control a notification as common foultiple flooding zones, initiate
extinguishant release to the main fire pipe wheeixeng the S2000-ASPT's release signal —
S2000-ASPT controls extinguishant release fronmhe pipe to its flooding zone.

One S2000-PT for each four zones must be installead duty staff room to indicate flooding
zone status and to provide remote manual contrdiiref extinguishing. In this case, each
flooding zone will have independent visual indioa8 and dedicated controls to ensure visual
indications and simple control. The S2000-PT affidse following control functions (individual
for each zone):

- Control of extinguishing modes (auto / manual);

- Manual activation of extinguishing installation;

- Control of pre-discharge delay*: pre-discharge tinoéd and resuming, as well as

immediate activation (pre-discharge delay overggtin

- Extinguishing abort;

- Fire reset.
The S2000M supports the indication of release ftahctivation (including the display of pre-
discharge time countdown on the LCD) and manualrobof a fire extinguishing installation by



manual command from keypad. However these capabilinust be deemed as supplementary
to the S2000-PT due to less illustrative indicatimal more complicated manual control actions.

"Note: Pre-discharge countdown indication, as well agrgency hold and countdown
resuming commands are available only if the S208®A ver.3.5 or higher is used. The pre-
discharge countdown indication, emergency hold @uhtdown continuation are supported by
S2000-PP of version 2.50 or higher. If a lowersiar of S2000-PT is used, these functions can
be provided via the S2000M panel only.

1.1.13To control a water-based extinguishing installatiplease use the Potok-3N
control unit and Potok-BKI indication unit. The BktBKI provides manual activation/abort of
fire extinguishing systems, selection between a{faoto ON) and manual (Auto OFF)
extinguishing modes. It provides indication of @i®n and activation status of extinguishing
system and its units.

1.1.14 The S2000M supports disablements of monitored elesn@nputs and outputs)
for maintenance and repair purposes.

1.1.15The S2000M allows viewing the measurements of adadtde units and
detectors: input/loop or detection circuit resisgnsmoke and dust condition within DIP-34A,
voltage, battery capacity, and temperature, hugiditd pulse counter values.

1.1.16 S2000M can operate within the Orion Pro System as intedraia RS-232
interface.

1.2 Specifications

1.2.1 The S2000M must be operated indoor in protectethises where it cannot be exposed
to atmospheric precipitation and physical damalyes NOT designed to be used in aggressive,
dust, explosive and fire-hazardous environmentse ifigress protection rating is IP30 according
to GOST 14254-96 (IEC 529-89) if it is mounted onall.

1.2.2 The S2000M is designed for 24/7 continuous opanatio

1.2.3 In terms of climate immunity, the product compheish Design Category O4 of OST 25
1099-83 Russian Industry Standard for the operatidemperature range of 263 to 3Rg-10
to +55°C). Humidity is 93% with no condensation at temp@@ 313 K (40C).

1.2.4 In terms of mechanical stability, the panel comphath Placement Category 4 of OST
25 1099-83 (vibration load accelerated up 0.5 thérange of 1-35 Hz).

1.2.5 The S2000M is rated for DC power to be suppliednfane interruptible power supply or
two (primary and backup) power supplies with voltagted 12V and 24V. The acceptable
voltage range is 10.2 — 28.4 V. It is recommendsithg RIP-12 and RIP-24 battery backup
power supplies manufactured by Bolid Company.

1.2.6 Average current consumption in the quiescent madgp@d illumination off, no audible
and visual indications): 60mA at 12V; 35 mA at\24

1.2.7 Average current consumption in the alarm condifl@ypad illumination off, with active
audible and visual indication of the Fire and Sstates): 80mA at 12V and 45mA at 24V.

1.2.8 Maximum current consumption in the alarm conditfesth keypad illumination, Fire or
Start audible indication, and Fire, Start, StopylEdisabled, Silenced visual indications): up to
120 mA at 12V; 65 mA at 24V.
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1.2.9 Real time clock battery: CR2032 button cell lithilbattery rated at 3.0 V. The RTC
battery life is 5 years at least.

1.2.10 The industrial radio interference tolerance of pla@el meets requirements of GOSPR
50009-2000 GOS™P 53325-2012 Russian Standards for Severity of Thadel. The flawless
operation of the panel is not guaranteed if thetedenagnetic environment is not in compliance
with operation requirements.

1.2.11 The industrial interferences do not exceed the ireqents of GOST R 51318.22 for
Class B equipment.

1.2.12 The MTBF is 20,000 hours that corresponds to Ozibire-free operation probabilities
per 1,000 hours.

1.2.13The S2000M is a serviceable and repairable prodlice average service life is 10 years
at least. The replacement of the keyboard buttaeng be required within this period because of
wear-out.

1.2.14 Weight: no more than 0.3 kg.
1.2.15 Dimensions: no more than 140x114x25 mm.

1.2.16 In case of malfunction and misuse, the S2000M plex/ifire safe operation according to
GOST 12.1.004-91.

1.2.17 The maximum length of RS485 communication lineta@,000 m.

1.2.18 The S2000M panel supports up to 127 addressabts connected to RS485 interface.
No S2000M can be connected to another S2000M.

1.2.19RS232 communication line: up to 20 meters. SugEo®C communication rates:
9,600/19,200/38,400/57,600/115,200 bps.

1.2.20 Monitored elements (input/loops, addressable detgcsupervised circuits, addressable
unit outputs): up to 2,048.

1.2.21 Controlled elements (relays of addressable unifs}o 256.
1.2.22 Groups of elements: up to 511 zones (partitionsoul 28 partition groups.

1.2.23 Capacity of a non-volatile buffer (event log): @p&,000 events. The buffer is based on a
cycle recording principle — the newest events @plhe oldest as received. The events can be
viewed on the LCD, transmitted to the Orion Prot&uand printed on a printer.

1.2.24 Users: Up to 2,047.

The following credentials (authentication factaxsd supported:

- PIN codes of 1 to 8 digits for S2000M, and 4 difmsS2000-K and S2000-KS;

- Tokens: Touch Memory buttons and Proximity cards.

Installer password: 1

User codes (credentials): 2,046

Control rights (access levels): 255, where 252efrt have configurable zone (partition) control
rights.

1.2.25 The names of elements, zones (partitions), and wsemot exceed 16 characters.
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1.3 Product Bundle
1.3.1 The product is suppled as specified in Table 1.

Table 1 S2000M Delivery Bundle

Part Number Description Qty. Note
ACDR.426469.027 S2000M Monitoring and Control Panel 1
ACDR.426469.027 UM [User's Manual (CD disc) 1
ACDR.426469.027 DS |Data Sheet 1
ACDR.426469.027 IM [Installation Manual 1

Screw 4 x30 3
Wall Plug 8x30 S 3

Optional:
1) Printer cable to connect a printer to S2000M
2) PC cable to connect S2000M to a computer
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1.4Design and Operation
1.4.1 Design

The S2000M consists of a plastic enclosure withudt-mm keypad, alphanumeric LCD (two
lines, 16 characters), and individual LEDs. Thel@sure houses a PCB and components. The
PCB has a holder for CR2032 battery to provide bpgsower for the real time clock, and a
screw terminal for external connections:

- 0V, +U1: primary power input;

-0V, +U2: backup power input;

- A, B: RS485 inputs;

- TxD, RxD, GND: RS232 inputs to connect a persamahputer, printer (with RS232
serial interface), or radio transmitters.

The product is shown in Figure 1. Dimensions anmstailation diagrams are provided in
Appendix A. External circuit terminals are desedbin Appendix B.

@LE[%(-—‘
~ @i (B G
@ (B &
) @ @&

@ (=

Figure 1. Front View

1.4.2 Controls and Indications
Individual LED Indicators

BIRE Indicates fire-related alarms such as Pre-Alarne, Fiire2. Color: Red;
BRI Indicates the activation of fire protection faiils. Color: Red;
STOP: Indicates aborted operation of fire protectionlites. Color: Yellow;
FAULT: Indicates faulty status of system components.oCdlellow;
DISABLED: Indicates disablement of a system element. Coleito¥;
SILENCED: Indicates the silenced internal buzzélolor: Yellow.

POWER: Indicates the product power status. Color: Green
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Table 2 Individual LED Indications

LED Indication
Steady in the Fire2 condition
Pulsing: ON for 0.25 sec, OFF for 0.25 sec in the Fire condition
FIRE Pulsing: ON for 0.25 sec, OFF for 1.75 sec in the Pre-Alarm condition

OFF if no fire alarms
Steady, if any fire protection equipment is active

START Pulsing: ON for 0.25 sec, OFF for 0.25 sec when fire protection equipment is in pre-
activation delay status.
OFF when all fire protection devices are in an initial (quiescent) condition

sTOP Steady when fire protection equipment in Abort condition
OFF when no fire protection equipment in Abort condition
Pulsing: ON for 0.25 sec, OFF for 1.75 sec if monitored elements are in fault
conditions or disconnected

FAULT Pulsing : ON for 0.5 sec, OFF for 0.5 sec in case of failed arming (when attempting to
arm a loop / input or detector which is not in normal status at the moment)
OFF in case of no fault conditions
Steady when relevant elements are disabled

DISABLED )
OFF when no elements are disabled
Steady when internal alarm and fault indication (buzzer) is silenced by the Z button
SILENCED OFF in normal operation with no alarms and faults. Also OFF when silenced buzzer

resumes audible indication after reception of new alarm or fault waring signal

POWER Stea-dy if the power supply of S2000M is nor.mal |
Pulsing: ON for 0.25 sec, OFF for 1.75 sec in case of power failure

Function Buttons:

& : The button silences the internal buzzer duriregras and faults. A new alarm or
fault will restart the buzzer.

RESET: Initiates the Alarm Reset command.

START: Initiates the operation of fire protection faids.

STOP: Aborts active processes of fire protection faieifi.

a: Opens main menugvent Log, Control, Indication Test, Users andSettings

=: Acts as a contextual menu button (currently avéglalstion items).

<, »: Navigation buttons to navigate a menu, event [maytition (zone) menu, and
other items:¢ - previous,” - next.

X: Used to cancel the current actions and enteragdacters, or return to the item or
menu of the previous level.

-« : Used to confirm a selected action, to save edteharacters, and to go to the

item or menu of the next level.

0 — 9 used for entering PIN codes and other digits) #®se button are used to view
additional parameters in the log viewing mode.

Internal Buzzer

The internal buzzer provides Start, Fire, Alarmg dfault audible status indications. These
signals are described in Table 3. An audible iatihn is silenced when the system returns to a

quiescent mode after resetting alarms, repairintiSaor pressing th& button.
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Single beeps indicate button pressing and usesrandisults. These beeps are described in Table
4.

Table 3 Internal Buzzer: Alarm and Fault Signaling

Status Sound Signaling
Normal Buzzer Off
Start/Activation Audible indication of Activation. A periodic audio signal with alternating
frequency: 1-sec period with low frequency followed by 1sec period with
higher frequency
Fire Alarm Audible indication of Fire Alarm: Intermittent audible signal with a long
beep and short pause
Pre-Alarm Audible indication of Fire Pre-Alarm. Recurrent sequence of short and
long beeps
Intrusion Alarm, Panic Alarm, | Audible indication of Alarm: Intermittent audible signal every 0.5 second
Lobby Alarm
Fault Short beeps every 2.5 seconds
Table 4 Internal Buzzer: Single beeps
Status Sound Signal
Button pressing Short beep
Successful operation Two short beeps (Success, Confirmation)
Failed operation Long beep (Error)

1.4.3 System Conditions

The S2000M can be in the following operating caondg depending on the status of
monitored elements:

- Quiescent (Normal)

- Fire

- Start

- Alarm

- Stop

- Fault

- Disabled

In addition, the S2000M has thHerogram and Update configuring modes used to modify a
configuration, update the firmware, and reset thesp/ord.

1.4.3.1Fire

The S2000M goes into tHére condition if a relevant system element has ongeffollowing
states: Pre-Alarm, Fire, Fire2. The Fire2 sigealsually used for activation a fire extinguishing
system. It can be initiated by input / output desiin the following cases:

- If two or moreFire signals are received from detectors of the same »oth an interval
of 120 second or less;
- If the Fire signal is received from a manual call point.

The Fire2 signal, as in above cases can be issyatieb S2000M; this can be useful if an
input / output device does not have this functidine Fire2 logic as the reception of several Fire
signals from detectors of the same zone can baguoable in the following manner: one can
define a number of triggering (alarmed) detectois @ maximum interval between the signals of
detectors.
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1.4.3.2 Start (Activation)

S2000M goes int&tart conditions in the following cases:

- When S2000-ASPT and Potok-3N units initiate thaivation of extinguishing
equipment;

- When the S2000M activateBilfe Protection” and 'Extinguishing” outputs controlling
fire protection equipment.

1.4.3.3Stop (Abort)

The device goes into ti&top condition in the following cases:

- If the automated release of extinguishant is abartgopped manually during the pre-
discharge delay count down;

- If a manually activated process of fire protectionit is aborted by a manual
command.

The Stop condition is active until the reset of fire extinghing conditions (e.g. fire
alarm reset).

1.4.3.4Fault

The S2000M goes into theault conditions in the following cases:
- If any of monitored components is failed (shortcgit or disconnection, power
failures, tampering, as well as troubles insideresishble detectors);
- If communication faults occur with addressable dietes and units;
- In theArming Failed status — input (detector or loop) is not normakwlattempted
to be armed.

The Fault condition is active until fault is repaired. lase of Arming Failed, it can be reset by
the Alarm Reset manual command, iAuto Rearming after Arming Failed function is
disabled. TheFault condition is inhibited when failed elements arsattied by theDisable
command.

1.4.3.5Disabled

The monitored elements and devices can be mansigltghed to the Disabled condition by the
Disable manual command. When disabled, the elements aremmmitored for abnormal
conditions (alarms, fires), the control of disabtadputs is inhibited, and the faults of disabled
elements are ignored. Disabling a monitored ir{fntp, addressable detector) or output (relay,
damper / valve) will generate Input Disabled orgitDisabled message accordingly.

Note: Disablement of output control is effective only 2000M-controlled outputs. Outputs
controlled locally (by internal logic of addressahinits) cannot be disabled using the S2000M
panel.

1.4.3.60ther Conditions

Auto OFF - automatic fire protection control is disabled, omignual control is possible.

Armed - armed mode is enabled; input (loop or deteckomonitored for alarms.

Disarmed — armed mode is disabled, input (loop or detedasrot monitored except for some
faults (enclosure tampering, disconnection).
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Test - mode for testing fire alarms of addressable dietectors as activated by a special test
action, a test mode for testing alarms of addrdéssabrusion detectors, a test mode for testing
dampers by the Test button.

When a test action (pointing a laser beam or pngsailight emitter) is applied to DIP-34A or

S2000-IP fire detectors in normal operation, Betector Testevent will be generated. The

same action in the Test mode will cause the geioerat a Fire signal to allow testing automatic
control of the fire protection equipment. This raadbes not affect any detectors' functionality
to detect fire factors (smoke, heat) and generageskgnals.

In case of intrusion detectors, the Test mode @amded to test detectors without generating
Alarm. The IR detectors can be tested to moniteirttetection areas. This function is also
known as Walk Test. Disarmed detectors also casvbihed to the Test mode where their
internal LEDs indicate alarms, and this providesitaring detectors visually for triggering an
alarm signal, and generating Detector Test evemtl®figing them in the S2000M's Event Log.

The Test mode for dampers/valves controlled by 82884 is meant for authorized manual test
using Test Buttons connected to the S2000-SP4. nWheLock Test Button parameter is
selected in the S2000-KDL configuration, the Tegttdn can control a damper/valve in this
mode only.

1.4.3.7Configuring Modes

The Configuring modes are used to modify the caméion of a protected site with help of the
PProg utility. Main functions of the S2000M ard awailable in these modes.

1) The Programming mode is used for the configomatan be loaded from and saved to the
S2000M panel using PProg via the Orion protocohwitrate of 9,600 bps.
To enter this mode, please enter the InstallenfRasisusing S2000M keypad.

2) The Configuration Update mode is turned on aatarally when a configuration is saved via

Orion Pro protocol; as soon as the configuratios been saved the S2000M exits the mode.
The Installer Password granting access to the 92Qfihfiguration is entered using the PProg

software.

1.4.4 Monitoring and Control of System Elements

The S2000M uses two approaches to obtain stataddressable units and their elements:

- Polling for Status;

-Receiving events as states change within unitsetardents.
The polling for device status starts as soon asvicd is found (reconnected) within the system.
When the S2000M is powered up, it starts pollingdédermine the status of each connected
(online) device. This this process is also knowmdialization.

Elements controlled and monitored by the S2000Mukhbe added to its configuration using
the PProg utility. In this case, it stores thetates to control fire protection equipment,
indication units, and display their current coraht/status (alarm, faults, etc.). The S2000M can
have the following types of elements as determimeis functions:

1) Input (loop)
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2) Output
3) Actuator (appliances)
4) Device Status
5) Notification Link
6) Reader (Door)
The attributes assigned to the elements of the @4@®nfiguration can be as follows:
- Partition Number
- Description
- Contact ID Zone Number
Type of input (loop) and output (relay)

Partition Number defines what a partition (zone) this element bgéoto. The element can
belong to one partition (zone) only.

Description is a text string of up to 16 characters displayedhe LCD when viewing states and
events.

Contact ID Zone Number is used to form events in the format of Ademco t@ohID and
LARS protocols.

A selectedinput/Output Type defines available range of states and control comisdor
outputs and inputs. In some cases (e.g. S2000-A$yEs of inputs/outputs are selected in the
PProg utility, in most other cases, when configgi&2000M, replace the default input type with
Intrusion, Fire or Aux as required, and define output types responsiilefife protection
control.

1.4.4.1Input/Loop

This Input (Loop) element is used to monitor a naddressable loop, addressable detector, and
addressable expansion module; in turn, they aré tosenonitor the S2000-ASPT and Potok-3N
extinguishing control panels. This element is espnted a< &g  in the PProg app. The inputs
are monitored for alarm conditions (fire, intrusialarms, and various auxiliary alerts), faults,
and other states related to equipment conditiomsg@d, disarmed, etc.). The input type defines
the input/loop control features.

> Default, Intrusion, andLobby are used to operate with intrusion detectors.s Type
of input supports the following control commands:
— Arm
— Disarm
— Reset
— Disable
» Panic: used to connect a panic button. It supportsaiewing commands:
— Reset
— Disable
» Fire, Analog-AddressableSmoke Analog-Addressable Heatinputs/loops are used
to operate with automatic fire detectors, none-eslshible loops with automatic detectors, fault
monitoring circuits. They support the followingmemands:
— Reset
— Disable
» Manual Call Point input type is used to operate with manual calh{si It functions
similarly as aFire input but in case of a fire alarm it goes into B2 status.
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» Auto Mode Status (Automatic Extinguishing Mode) input is used to mitor the
extinguish control of S2000-ASPT and Potok-3Ncadh have the following states:

- Auto ON (automatic extinguishing control is ered)l

- Auto OFF (manual extinguishing control);

- Fault (Communication Fault).
This element supports the following manual contmhmands:

- Auto ON;

- Auto OFF,

- Disable.

» Remote Release The input of this type is used to monitor anreyishing activation
process of S2000-ASPT and Potok-3N. It can hawddiowing states:

- Pre-Discharge Delay

- Emergency Hold

- Discharge Signal

- Extinguishant Released

- No-Pulse Release

- Extinguishant Release Failed

- Discharge Inhibited

- Emergency Abort

- Fault (Communication Fault)

This element supports the following manual contmhmands:

- Start / Release

- Stop / Abort

- Emergency Hold

- Immediate Activation

- Disable

» Auxiliary or Door Statusis used to monitor auxiliary inputs or input painthat are
not latched in abnormal conditions (alarms) andhdbrequire the user's attention to be reset to
normal status. In other words an auxiliary inpeturns to a normal status when a related
monitored circuit restores after alarm, while thieeand Intrusion inputs require a user attention
to be reset to Normal Status after alarms.
This elements support the following manual contmhmands:

- Disable

» Manual Control is used for remote control devices (EDU 513-3AM) to
release/activate fire protection equipment (firereguishing, smoke removal, visual and audible
alarms)

This element supports the following manual contmhmands:

- Disable

» Manual Abort is used for remote activation points to abort/stop protection
equipment (extinguishing, smoke removal, voicera)ar

This element supports the following manual contmhmands:

- Disable

1.4.4.20utput

The element of this type is meant to monitor arpoutontrolling actuating/output devices. It
supports the monitoring of startups of actuatovaiihg devices and open and short faults of
transmission path to an actuating control moduléis element is calle@utput in the PProg
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utility and represented graphically by tli&= icolhe outputs support manual control
commands (start/activate and stop / abort) andldisgent of monitoring and control functions
(see 1.4.3.5 and the function limitation note).

The output can be of the following types:

> Relay (default). The outputs of this type are used a@otml| devices that do not
require indication when activated or started. Smgtputs can have the following attributes:

States: Faults of actuator (output) circuits amshgmission paths to output modules
(e.g. Short-circuit and communication faults).

Manual control commands: Disable.

Automatic control: Standard control commands onades.

» General Fault, General Fire, General Activation. These types can be used to create
system-wide Fault, Fire, and Activation/Releasepotd. The functioning algorithm of such
outputs is completely determined by their typeythmnitor status of each monitored element of
the unit (in other words, you do not have to defw#o response/control commands, scenarios,
and associations to partitions). These faultsheas@ the following states:

- Actuator in Operating Position (Activate)
- Actuator in Initial Position (Deactivate)
- Actuator Failed (output activation failed)
- Communication Fault
This element supports the following manual contmhmands:
- Switch to Operating Position (Activate)
- Switch to Initial Position (Deactivate)
- Disable

> Auxiliary Equipment. Auxiliary Equipment outputs are used to contrakidary
equipment and utilities that are not used direfdltyfire protection. These outputs can have the
following states:

- Actuator in Operating Position (Activate)
- Actuator in Initial Position (Deactivate)
- Actuator Failed (output activation failed)
- Communication Fault
This element supports the following manual contamhmands:
- Switch to Operating Position (Activate)
- Switch to Initial Position (Deactivate)
- Disable
Automatic controls: standard presets and scenarios

» Fire Protection Equipment is used to control fire protection equipment (gtder
extinguishing): evacuation systems, smoke and ga®val systems, utility systems used in the
fire protection system. The activated status o dutput is indicated by the Start / Activation
signal (activation of fire protection equipmeni)he output can have the following status:
Pre-activation Delay
Activated
Failed (failed attempt to activate/an actuatingiciev

- Abort/Stop
- Communications faults
This element supports the following manual contamhmands:
- Start
- Stop
- Disable
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» Extinguishing: In the current version of the S2000M panel, tufput is the same as
Fire Protection Equipment.

1.4.4.3Actuator (Actuating Device)

This element is used to monitor air vent dumpear@ated by S2000-SP4. This element
is called Actuator (Actuating Device) and markec#gsin the PProg software. It can have the
following states:

- Device in Operating Position

- Device in Initial Position

- Actuator Failure (an actuating device failed to go into an opegdinitial
position in due time);

- Actuator Circuit Error (incorrect combination of states of circuits monitg
the dumper position, S2000-SP4 power outage terral faults)

- Other faults (e.g. Communication Fault)

This element supports the following manual contamhmands:

- Switch to Operating Position (Activate )

- Switch to Initial Position (Deactivate)

- Disable

1.4.4.4Device Status

This element is designed to monitor addressabks i the following faults:

- Communication faults;

- Primary power failure (220V), secondary powetluia, backup power failures (backup
battery, cell battery);

- Unit enclosure tamper;

- Failures of S2000-KDL polling loop unit

The element supports the following commands:

- Disable

In the PProg utility, this elements is call&latus of Device with Address...and
represented as tis#%  icon.

1.4.4.5Notification Routing Link

This element is used to monitor functionality oin@ssage link between a protected site
and the central monitoring station or the usertaneh It can have the following states:

- Normal

- Fault (in case of a transmission link failure);

- Communication Fault (when a message communicsitoot reachable (disconnected).

This element does not support manual control.

In the PProg utility this element is callddessage Link the icon= representing it
graphically.
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1.4.4.6Reader (Door/Access Point)

This element is used to monitor door states asabtpaérby S2000-4 and S2000-2 access
controllers, and also to control access throughrglobescape routes in case of fire emergency.
In the PProg, this element is call@daderand represented graphicallylis

The Door/Access Point element supports the follgvatates:

- Door Open

- Door Closed

- Door Forced Open (opening with no access granted)

- Door Held Open

The access mode used for Door can be as follows:

- Normal Access Mode

- Free Access (Free Access is allowed through adoo

- Access Locked/Lockdown (no access is allowedutjnoa door)

When a duress code is used for access, the Duatgs s generated.
The Reader element supports access control commanalslement of Free Access and restore
to normal access control condition. These commaadse executed automatically as a part of
control scenarios in case of a fire. The Readso aupports the Alarm Reset command for
resetting the Duress alarm.

1.4.4.7Relay

The Relays are elements meant to provide autoroatitrol by standard control programs and
scenarios. In the S2000M ver.3.0, the Relay istfanally the same as the Output element but
for the following: the maximum number of automallicaontrolled elements (Relays) is up to
256, whereas the number of monitored elements (@&jtps up to 2,048. Graphically, it is
represented by tr&= icon.

1.4.5 Partitions, Zones, and Partition Groups

The Partition is a logical group of elements. Tieisn is equivalent of the Zone used in the fire
protection terminology. Partitions (Zones) aredusedisplay cumulative states of protected site
areas and to control the group of elements asglesimit. Usually, a partition (zone) includes

detectors located within one protected area, aleomirol outputs of one voice alarm zone,

detectors and controls of one flooding zone. Ratus indication units and keypads, the
partition is a minimal structural element at a pobéd site that can be individually controlled and
indicated.

Partitions can be grouped into a larger elemenédaal Partition Group . Partition groups are
comparable to partitions in terms of control andi¢ation. Partition groups are usually used to
control large parts of a protected site as wethaswvhole site (e.g. to reset general fire alatms,
arm the entire store of the building at the lobbgaa Partition groups can overlap — the same
partition can be included in up to 128 partitioowss. In field operation, including the same
partitions into too many groups may affect systearfggmance. A partition group can include
up to 511 partitions.

Partitions and partition groups can have the falhgnattributes:

- Partition Number (ID)
- Description
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The Partition Number is a numerical identifier of partition in the syst. Available range is
from 1 to 9,999.

Description is a 16-character partition name asplayed on the LCD when viewing
corresponding states and events.

1.4.6 Accessing S2000M Functions: Users, Credentials, addcess Levels

The S2000M provides the following functions:

1) Viewing a current status (alarms, fires, faultg] disablements). The access to this
function has no restrictions;

2) Control functions: arming, disarming, alarm reseffienabling and disabling auto
mode, activation and deactivation of actuating ces; pre-activation time hold (emergency
hold). Note: These functions are protected from unauthorizeass;

3) Viewing the event log. The access to this functian be free or restricted depending
on the settings;

4) Adding and removing users, editing user rights (apen/control rights). This
function is accessible through installer password;

5) Configuring S2000M and other units. This functisnaccessible by the installer
password.

Access to the protected functions requires usdreatication by credentials. An authentication
procedure can be based on the following factors:

- PIN Codes

- Tokens: Touch Memory buttons (iButtons) and Progmi

If the control functions are carried out by SMS coamds sent to UO-4S units,
authentication is provided by a sender's phone eamb

The installer password is a credential under nunibefhe installer password privileges
cannot be delegated to other credentials. The Wefalue of installer password is <123456>.
Credentials with IDs from 2 to 2047 can have camfiple control permissions. The
permissions (rights) are defined by assigning aress level. The panel supports up to 252
configurable access levels. These access levéledaartitions (partition groups) that can be
accessed and/or controlled by a user as well agatgpermissions for individual partitions
(partition groups). Control permissions include fbllowing:

— Test Modeaccess permission allows enabling/disabling theatier test mode;

— Arming: Allows arming/disarming, alarm resetting;

— Disarming: Allows disarming and disabling;

— Control Actuator: Allows remote manual activation and enablementaofuators

(appliances);

— Auto ON: Allows enabling automatic extinguishing mode;
— Auto OFF: Allows disabling automatic extinguishing mode ighing to the manual
only mode).

Configurable access levels are created using tlegP&pplication when the S2000M panel is
being configured.

In addition to configurable access levels, theeetaree defaultdccess levelsunder numbers
253, 254, and 255 that grant permissions for thecticontrol of addressable units. Credentials
with such permissions are not meant fietd operations but can be useful for installation and
maintenance activities.
These "access levels" provide the following permiss

254 Arming: Arming, alarm resetting, inquiry for an input tsts;
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253 Arming and Disarming Arming, disarming, alarm resetting, and inquigr fan
input status relay manual control;

255 All Functions Arming, disarming, resetting alarms, relay mdne@ntrol, input
status querying, input ADC querying, time settirgablement/disablement of the addressable
detector test mode, testing addressable unit itidicaclearing unsent outgoing messages,
printing event log.

Out of box, the S2000M had234' PIN code stored under numiwith the 255All Functions
access level.

An authentication success generatesUler Authentication event. An unauthorized access
attempt is indicated by access deny events anBabk sound signal. Possible indications are as
follows:

Wrong Code wrong code entered (PIN or token);

Access Denieda user entering code’ privileges are insufficilemtrequested actions.

The S2000M is protected from PIN guessing: aftéermy a wrong code 3 times, the keypad
will be locked for 30 seconds with tli&uessingmessage generated to indicate this event. Each
further entering a wrong code will increase thisei

1.4.7 Manual Control

Paras 1.1.6 — 1.1.14 describe control commanddahl@ifrom S2000M panel, S2000-BKI,
S2000-PT, Potok-BKI status indication units, S260@nd S2000-KS keypads by presenting
tokens to readers and sending SMS messages to UEhd$2000-PGE devices. The above
devices and units support control of partitions padition groups, whereas the S2000M allows
user to control individual elements within a pastit Commands to start the detector test and
enable/disable system elements (loops, detectas,aatuator control outputs) can be issued
from the S2000M panel only. The exceptions am dietection inputs (loops and detectors) that
can be disabled/enabled by disarming/arming pamsti(partition groups) using the S2000M
panel, indication units, auxiliary keypads, the ddriPro Suite software, security tokens, and
SMSs.

The user must go through the authentication praeedsee 1.4.6) to get access to control
functions (commands). The access to control comsangranted in the following case:

1) A user is authorized to control a partition, and

2) A unit used to control partitions is authorizedlo that with this particular partition.

The first condition is met by associating a useamo"access level" authorizing control of this

partition (zone). The access levels granting pesmns are created using the PProg utility in the
Access Levels tab. The second condition is metdsygning partitions to each unit (device) to

be responsible for controlling these partitiongrmissions (rights) are configured in the Control
Association in the PProg utility. This tab is als®ed for assigning the S2000M or S2000-K to a
reader.

When control commands are issued from S2000M a®@EK, the authentication is based on a
PIN entered from a keyboard. The S2000M and S2008n be associated with readers. In this
case, authentication is taken place via a readeerems control is provided via S2000M and
S2000-K. The control procedure is as follows: e@atd”IN (or present a token) to a relevant
reader, select a partition, and select a contnomiroand.

The control procedure initiated from S2000M and (B28 depends on selected Control Style
for the access level. If thBhow Status before Controlstyle is selected, the S2000M and
S2000-K will show the partition status when the FIbde entered or token is presented. A user
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can select another partition if he/she has rigbtsantrol multiple partitions. Then a control
command can be selected. When the command is exkdae S2000M (S2000-K) will show
the result. In addition to partition control, thO0M panel allows control of partition
individual elements and use of tRESET, START andSTOP buttons for control commands.

In case of thémmediate Control style, when a PIN Code is entered to the S2000NbQleen is
presented to a reader associated with the S20Q0dffers a partition control command to be
confirmed by pressing+’ . This control style is quite useful, if a user h@missions to

control a single partition only. When such a cedi be entered on the S2000-K, the control
command will be executed immediately without regugsany confirmation.

When control commands are initiated from indicationts, the authentication is provided using
a token applied to a built-in reader. The conpnacedures via indication units are as follows:
authentication by presenting a token to the reaflen indication unit and pressing a relevant
partition button (S2000-BKIl) or partition-relevasammand button (S2000-PT, Potok-BKI).

The functions of S2000-PT's and Potok-BKI's buttaresfixed, whereas S2000-BKI buttons are
configurable. If you need to have a set of différeontrol function buttons for a partition, you
can set several pairgidicator + Button. If a unit is installed in an area accessed lii@ized
persons only, the control functions can be acceasdut presenting a token to the reader. For
this purpose, a PIN code with assigned permisssbosild be added to the unit configuration to
control its partitions. In this case, the contitglesmust be Show Status before Control.

Using a reader connected to the controller (inuipfot device) or S2000-BKI unit, a user can
control only one partition or partition group. idtreasonable to configure rights and permissions
in a way that grants a user with permissions tdroba single partition (or partition group) from
the given reader (unit). It should be also tak&io account, that only arming and disarming
commands are available for this purpose. The obptocess depends on what is selected for
the Control Style parameter in the PProg applicatii the Show Status before Control style is
selected, the first presentation of a credentighéoreader will cause to display the current statu
of the partition, further credential presentationtiates the arming control command, if a
partition is in the disarmed status; or disarmihdg, is in the armed, alarm, or fault status. The
command process is indicated by the reader butteempartition status is indicated by an LED
indicator. A user quits the system automaticalfierabeing idle during 20—30 seconds
(depending on a unit). If the Immediate Contrglesis selected, the control command will be
initiated immediately after presenting a token. affmay be quite useful if a partition status is
indicated by the S2000-BI devices.

1.4.8 Automatic and Manual Control of Actuating Devices

The S2000M can control the following actuating desi(appliances):

— Visual and audible alarms, and utility systems aodputs of S2000-KPB, S2000-
SP2 mod.02 and unused outputs of alarm panelsdémaimonitor actuator circuits for open and
short faults;

— Vent dampers via the S2000-SP4;

— Alarm, Fire, Activation (Activated), Fault, ArmeBjsarmed and other signal outputs
via S2000-SP1 and S2000-SP2 units (for the Alanth Bault system general outputs, the
S2000-SP1 is recommended);

— Voice alarm devices via the Rupor units.

Note: Vacant outputs are outputs of a unit that arecnatrolled locally by the unit itself.
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The S2000M supports three output control approaches

1) Outputs transmitting Fire, Start/Activation, dralult signals
2) Outputs controlled by standard control programs
3) Outputs controlled by scenarios

1.4.8.1 System Outputs: Fire, Start/Activation and Fault

These are set by association of outputs with spdgibes: General Fire, General Activation and
General Fault. The Status of a general output el by the states of all S2000M-controlled
elements included in a partition. The logic of flystem outputs is the following:

— The Fire output circuit is closed, if at least aig¢he S2000M-controlled elements has a
Pre-Alarm, Fire or Fire2 status. The output isnmalty open.

— The Start output is closed if at least one of thkEments has @ischarge Signal
Extinguishant ReleasedVoice Alarm Activated, Output Activated, or Releasdrailed
status. The output is normally open.

— The Fault output is in the closed position, if thare no faulty elements. It goes in the
opened position when a fault or communication faak occurred.

1.4.8.2Standard Control Programs

Standard control programs are used for automattraoof outputs as conditioned by status of
the assigned monitored elements: Inputs (loops,eaddble detectors), monitored outputs, "unit
status”, and notification routing links. The asation between an output and monitored
elements is created by assigning the output toritipa containing these elements. An output
control action is initiated by event affecting assaciated partition status. The status of a
partition is the set of states of all elementsudeld in the partition. The status is changed when
an included element is changed providing therenarether elements already having the same
status. For example, the first Alarm in a pamiti@sults in the Alarm status in the partition,
which initiates control action in respect to thepais having the Alarm status in the control
program conditions. The Alarm of another elemérihis partition will neither change its status,
nor reinitiate output control actions.

A control program determines output behavior assponse to the status of an assigned element.
Table 5 describes 57 standard programs supporteédeb$2000M. Each control program (see
Table 5) is a sequence of conditions. An outputtrob condition is satisfied, if at least one
condition-assigned element has a conditioned stéflis element states are described in
Appendix D). If there are no such elements, thedd@n is not satisfied. The conditions are
checked starting from the first condition, the evith the highest priority in the program. If the
condition is not satisfied, the next lower prior@ggndition will be checked, and so on. The last
condition of the program defines the initial (inae) status of the output, if no condition of a
higher priority is satisfied. If a condition istsdied, the output will be operated (controlled) a
specified in its control parameters. Conditionsyrhave the following control parameters: a
command (Turn ON, Turn OFF, Blink, Turn ON for ang, Turn OFF for a Time, and Blink for
a Time), blinking type, and adelay actionsign. Each output has individually configurable
parameters such as Activation Delay and (Controt)oh Time parameters.
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Control Action Time defines the operation durat@ncontrol program such as Turn On for a
Time, Turn Off for a Time, and Blink for a Time. N&n this time ends an output returns to its
inactive (initial status). The control program afiimn (control action time) can be unlimited if
this parameter value is set as 8,191.875 seconadgrfram possible value for this parameter). If
control action time is not restricted, the outputl Wwe in the active position as long as the
condition is effective. The (Control) Activation Rg parameter defines the delay period before
control action if the program condition requirededayed control action.

Each control program can be initiated manuallycadiitrolled manually, an output is activated
by the first condition of the program. Examples thutput controlled bfrogram 1 TURN ON

is activated without a delay when controlled i(gated) manually, and the output controlled by
Program 2 TURN OFF is deactivated without a delay in case of manaoatrol. When manual
abort is activated, the output is switched to thigal position (inactive status). The initial &ia

of Program 1 Turn ON is theOFF position; the initial status d?rogram 2 Turn OFF is the
ON position.

The logic of automatic control with Activation Dgland Action Time options depends on a
control program condition. The output will be aatied with a set delay and for a set time, when
a condition- specified status appears in the pamtiassigned with the output; when the control
action time ends, the output will come back toithieal status: OFF, if it is switched on for a
time, or ON, if it is switched off for a time. Thoaitput will be activated again (with a delay and
for a set time) if the following occurs: 1) anotistatus specified in the condition appears in the
partition; 2) a specified condition appears in aeotpartition associated with the output. Event
not affecting the partition status (e.g. Alarm fram input, if there is Alarm on other inputs of
the partition) will not activate recurrently sucttputs. If the active condition of the program is
changed because of a higher priority condition dasesult of alarm reset or recovery after
failure) the output will be switched to the statudsere it is expected to be when the delay time
and control action time ends (for tlern On for a Time commands it is the OFF position, for
theTurn On commands it is the ON position).

The associations of outputs with partitions, cdnprograms, activation delay and control action
time are defined during configuring the S2000M pdsee para 2.3.4). Any output (totally up to
256) can be associated with up to 511partitions.

Further, here is an example of hd®ogram 12 (Siren) controls an output associated with
intrusion and fire partitions. The relay settingsthe PProg utility would be as follows:
Partitions 1 and 2 are intrusion detection; Parigi1ll and 12 are fire detection; activation delay
is 30 seconds, and (control) action time is 12@sds.

Devices (Relays) LF ﬁ c'ﬁ'; Inspector (Relays)

E Devices (Relays) 1 || Parameter Value
--------- EI Device Address: 1 Type: 52000-KOL Device Address 2
|é| ------ |:| Device Address: 2 Type: 52000-KPB
[L]C—-E—:J Relay: 1 Program: 12 (Siren) '
.[B [ Parttion: 1 (intr Room 1) Description Siren

--------- Iﬁ[_ Partition: 2 (Intr Room 2} Type relay (default)
""""" [2 &l Partition: 11 (Fire Room 1) Control Program 12 (Siren)
‘....[BE] Partition: 12 (Fire Room 2) | | - Deiny -0

-------- C—-E—:) Relay: 2 . .

________ C_.E_:; Relay: 3 LI Agction Time 120
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When an addressable detector (loop) of Partitiontiates the Alarm signal, Output 1 of Device
2 is switched ON for a set period of time (120 seith a delay (30 sec) as specified in Table 5.
When the activation delay time (30 sec) and actiore (120 sec) end, the output is switched
OFF. When another detector (loop) of Partitiomitiates Alarm, Output 1 will not be activated
again since this event does not affect the stdtiadition 1. However, when the Alarm signal
is received from Partition 2, the output will betieated again (with a delay). Further, if a fire
detector of Partition 11 initiates a Fire signhk putput will be activated for 120 sec after a 30s
delay in the pulsing mode &N for 1.5 sec-OFF for 0.5 secThis is due to the higher priority
of the Fire control condition over the Alarm comtomndition. The Fire signal from another
detector of Partition 11 will not cause secondvation of the output, but in case of thee2
signal, the output will be immediately activatedithout any delay) for 120 seconds in the
intermittent mode a®N for 1.5 sec-OFF for 0.5 se¢the first and highest priority condition
will be satisfied). After reset dfire andFire2, the program returns to the condition of control
by the Alarm signal in Partitions 1 and 2. But tarm control condition includes activation
for a set timeTurn On for a Time command), so that the output will be off (it c@pends to
the status of an output activated by Then On for a Time when a control action time ends). If
a control action time is set as "unlimited” (8,1¥b sec) in the relay settings, the relay will be
activated (ON) without any delay in the same situa{when returning to the Alarm control
condition).

Table 5 Standard Output Control Programs

Program A
NO. Program Name Description

Turn on immediately in case of manual activation;

Turn on immediately or with a preset delayl) in case of Fire2;

1 Turn ON Turn on after a preset delay in case of Alarm, Fire, or Flooding Alarm
events;

Turn off if no elements have such states

Turn off immediately in case of manual activation;

Turn off immediately or after a preset delayl) in case of Fire2;

Turn off with a preset delay in case of Alarm, Fire, or Flooding Alarm ;
Turn on if no elements have such states

2 Turn OFF

Turn on immediately for a set period of time in case of manual
activation;

Turn on immediately or after a preset delay for a set period of time in
case of Fire2;

Turn on for a set period of time after a specified delay in case of Alarm,
Fire Flooding Alarm ;

Turn off upon the end of a control action time if no elements have such
states

3 Turn ON for a Time

Turn off immediately for a set period of time in case of manual
activation;

Turn off immediately or after a preset delay for a set period of time® in
case of Fire2;

Turn off for a set period of time after a specified delay in case of Alarm,
Fire Flooding Alarm ;

Turn on upon the end of control action time if no elements have such
states

4 Turn OFF for a Time
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Program

Program Name

Description

No.
Turn on immediately in the intermittent mode of 0.5sec On - 0.5sec Off
in case of manual activation;
. S Turn on immediately or with a set delay in the intermittent mode of
5 Blink I(DOF.lt:. IS Initial 0.5sec On - 0.5sec )(/)ff in case of Fir}éz;
osition) Turn on with a set delay in the intermittent mode of 0.5sec On - 0.5sec
Off in case of Alarm, Fire, or Flooding Alarm ;
Turn off, if there are no elements with such states
Turn on immediately in the intermittent mode of 0.5sec On - 0.5sec Off
in case of manual activation;
. o Turn on immediately or with a specified delay in the intermittent mode of
6 B“nkP(ONt.'S Initial 0.5sec On - 0.5sec )(/)ff in caseIO of Fire 2; ’
osition) Turn on with a set delay in the intermittent mode of 0.5sec On - 0.5sec
Off in case of Alarm, Fire, or Flooding Alarm ;
Turn on steady, if there are not elements with the above states
Turn on immediately for a set period of time in intermittent mode of
0.5s5 On - 0.5s Off in case of manual activation;
. . Turn on immediately or with a specified delay for a set period of time in
Blink for a Time . . : ; ]
L intermittent mode of 0.5s On - 0.5s Off in case of Fire 2;
7 (OFF is Initial . o ) . . . :
Position) Turn on with a specified delay for _set period of time in the |nterm|t_tent
mode of 0.5sec On - 0.5sec Off in case of Alarm, Fire, or Flooding
Alarm;
Turn on steady, if there are not elements with the above states
Turn on immediately for a set period of time in intermittent mode of
0.5s On - 0.5s Off in case of manual activation;
Turn on immediately or with specified delay for a set period of time in
8 Blink for a Time (ON [intermittent mode of 0.5s On - 0.5s Off in case of Fire 2;
is Initial Position) Turn on with a specified delay for set period of time in the intermittent
mode of 0.5sec On - 0.5sec Off in case of Alarm, Fire, or Flooding
Alarm;
Turn off, if there are no elements with the above states
Turn on in the intermittent mode of 0.5s On - 0.5s Off in case of Fire2,
Fire, Fire Pre-Alarm , Alarm, Lobby Alarm , Flooding Alarm , or Alarm
9 Lamp Fa|lgd; : 2)
Pulsing (0.25s On - 1.75s Off) in case of any fault®;
Turn On in case of Armed Input;
Otherwise, Off
Turn off (open), if at least one element has an alarm status (Fire2, Fire,
Fire Pre-Alarm, Alarm, Lobby Alarm, Flooding Alarm ), or fault
10 Alarm Output 1 stgtusz) except for power faults, or if any input has Failed Arming or
Disarmed status, or in case of communication fault between a relay
expansion module® and the S2000M unit;
Otherwise, On (close)
Turn on (Activate) with a set delay for a set period of time in case of
Fire2 or manual activation, and if the partition has no inhibiting
conditions: Auxiliary Input Alarm, Output Disabled, Output Open-Circuit
11 ASPT Fault, Output Short-Circuit Fault. When occurred, an inhibiting condition

will turn the output off. The output will be also disabled upon the end of
program runtime. The output will be again ON with the delay if the
inhibiting condition is removed while the Fire 2 status is still active
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Program

Program Name

Description

No.
Turn on (Activate) for a set period of time with the sequence of 1.5s On
- 0.5s Off without a delay in case of Fire2 or manual activation;
Activate with a delay for a set period of time in the mode of 1.5s On -
0.5s Off in case of Fire;
Turn on with a delay for a set period of time in the mode of 0.5s On -
12 Siren 1.5s Off in case of Pre-Alarm ;
Turn on steady with a delay for a set period of time in case of Alarm ;
Turn on immediately steady for a set period of time in case of Flood
Alarm ;
Turn off upon the end of control runtime if no elements have the above
states
13 Fire Output Turn on (close) in case of Fire 2, Fire, Fire Pre-Alarm ;
Otherwise, turn off (open)
Turn off (open) in case of a fault 2, Arming Failed or lost communication
14 Fault Output with the S2000M?, otherwise Turn on (closed)
Blink (0.5s On — 0.5s Off) in case of Fire 2, Fire , Fire Pre-Alarm ,
Alarm, Lobby Alarm or Arming Failed ;
15 Fire Lamp Blink (0.25s On — 1.75 Off) in case of Fault”;
Turn On if all outputs are Armed and no one is Disarmed (Disarmed)
Otherwise, turn off
Turn off (open), if any of the elements has an alarm status (Fire2, Fire,
Pre-Alarm, Alarm, Lobby Alarm, Flooding Alarm), or in case of any
16 Alarm Output 2 fault” except for power faults, or if any input has the Failed Alarm or
Disarmed status;
Otherwise, turn on
. Turn on for a set period of time, if Arming Delay occurs in a partition;
17 Turn On for a.Tlme Turn off upon the end of control runtime or if there are no elements with
before Arming .
the Arming Delay status
Turn off for a set period of time, if Arming Delay occurs within a
18 Turn Off for a Time | partition;
before Arming Turn on upon the end of control action or if there are no elements with
the Arming Delay status
Turn on for a set period of time in case of Armed or Flood Detector
19 Turn On fora Time |Normal status within a partition;
upon Arming Turn off upon the end of control action or if there is no Armed or Flood
Detector Normal status within a partition
Turn off for a set period of time if Armed or Flood Detector Normal
20 Turn Off for a Time |status occurs in a partition;
upon Arming Turn on upon the end of control runtime or if there is no Armed or
Flood Detector Normal status in a partition
Turn on for a set time period if an element has been disarmed within a
21 Turn On for a Time | partition;
upon Disarming Turn off upon the end of control action or if there is no disarmed
elements
. Turn off for a set time period if a partition element is disarmed,;
22 Tum Off _for a T|me Turn on upon the end of control action or if there is no disarmed
upon Disarming
elements
Turn On for a Time Turn on for a set time period in case of Arming Failed within a partition
23 Turn off upon the end of control action or if there is Arming Failed

if Arming Failed

status within a partition
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Program

No. Program Name Description
. Turn off for a set time period in case of Arming Failed within a partition
Turn Off for a Time : . : . .
24 . . : Turn on upon the end of control action or if there is an Arming Failed
if Arming Failed - o
status within a partition
Turn On for a Time Turn on for a s_e_t pgrlod of time if the Auxiliary Input Activated  status
o5 upon Auxiliary occurs in a partition;
Turn off upon the end of control action or if there is no Auxiliary Input
Alarm : I o
Activated within a partition
Turn Off for a Time Turn off for a §et peno_d_ of.t|me in case of the Auxiliary Input Activated
26 upon Auxiliar status occurs in a partition;
P y Turn on upon the end of control runtime or if there is no Auxiliary Input
Alarm e -
Alarm within a partition
Turn On upon Turn on in case of a disarmed element;
27 ) : .
Disarming Otherwise, turn off
Turn Off upon Turn off in case of a disarmed element;
28 . : .
Disarming Otherwise turn on
o Turn on, if there is an armed element (Armed or Flood Detector
29 Turn On upon Normal status);
Arming )
Otherwise, turn off
Turn off, if there is an armed element (Armed, Flood Detector
Turn Off upon |
30 Armin Normal );
g Otherwise, turn on
31 Turn On upon Aux | Turn on in case of Aux Input Activated ;
Activation Otherwise, turn off
32 Turn Off upon Aux [ Turn off in case of Aux Input Activated ;
Activation Otherwise, turn on
Turn on for a set period of time with a set delay in a case of the Fire
status (a Fire input or fire detector gone into the Fire or Fire2 status) or
manual activation within a partition (zone) provided that no output
inhibiting conditions exist in a output-associated partition: Aux Input
33 ASPT-1 Activated ; Input Communication Fault , Input Short-Circuit Fault , or
Input Open-Circuit Fault  status. When inhibiting conditions are
appeared, the output will be turned off. When inhibiting conditions are
removed, the output will be turned on again with a delay countdown
restarted if the Fire status still active
Turn on for a set period of time with a set delay in a case of the Fire2
status or manual release command in a partition (zone), providing that
no inhibiting condition exists in a partition associated with the output:
34 ASPT-A Aux Input Activated ; Input Communication Fault , Input Short-
Circuit Fault , Input Open-Circuit Fault . When inhibiting conditions are
appeared, the output will be switched off. When inhibiting conditions are
removed, the output remains in the Off status
Turn on for a set period of time with a set delay in a case of the Fire or
Fire2 status, or a manual release command in a partition (zone),
providing that no inhibiting states exist in a output-associated partition:
35 ASPT-Al Aux Input Activated ; Input Communication Fault , Input Short-

Circuit Fault , Input Open-Circuit Fault . When inhibiting conditions are
appeared, the output will be switched off. When inhibiting conditions are
removed, the output remains in the turn-off position
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Program

No. Program Name Description
Turn on for a set period of time when temperature goes above
36 Turn On if Level Temperature Increase Limit (Temperature Increased ), or if humidity or
Increased tank water level goes above a defined high limit (Level Increased ),
otherwise, turn off
Switch on for a set period of time when temperatures goes below
37 Turn On if Level Temperature Decreased Limit (Temperature Decreased ), or if humidity
Decreased or tank water level drops below a defined lower level (Level Decreased
status); otherwise, turn off
Turn on for a set period of time, in case of pre-activation delay before
issuing a pulse (signal) to activate fire extinguishing installation or other
fire protection equipment (Pre-Discharge Delay , Voice Alarm Delay ,
38 Turn On if Pre- Output Pre-Activation Delay , or Emergency Hold status occurs within
Activation Delay the partition);
Turn off upon the end of control action time or if there is no Pre-
Discharge Delay , Voice Alarm Delay , Output Pre-Activation Time , or
Emergency Hold status at the moment
Turn on for a set period of time when a fire extinguishing installation or
other fire protection equipment is activated (the Discharge Signal ,
39 Turn On if Activated Voiqg AI:.Jlrm Activated , or Output Activated occurs within a relevant
partition);
Turn off when then control action ends or there is no Discharge Signal |,
Voice Alarm Activated , or Output Activated status at the moment
Turn off for a set period of time if a successful discharge signal is
Turn On if confirmed (When Extinguishant Released appears in a relevant
40 Extinguishant partition);
Released Turn off upon the end of control runtime or if there is no Extinguishant
Release status
. Turn on for a set period of time in case of extinguishant release failure
Turn On if L . .
N (Extinguishant Release Failed has been received),
41 Extinguishant . . . -
Release Failed Turn off upon the end of control time or if there is no Extinguishant
Release Failed status
Turn on for a set period of time if case of the Auto Mode On status
42 Turn On if Auto within a partition
Mode Enabled Turn off upon the end of control action or if there is no the Auto Mode
Off status.
42 Turn Off if Auto TuLn off for.a.l s?t period of time in case of the Auto Mode On status
Mode Enabled within a partition; _ _ _
Turn on upon the end of control runtime or if there is no Auto Mode On
Turn on for a set period of time in case of the Auto Mode Off status
44 Turn On if Auto within a partition;
Mode Disabled Turn off when the control action time ends or if there is no Auto Mode
Off status
4 Turn Off if Auto TuLn off for .S.l se.t period of time in case of the Auto Mode Off status
Mode Disabled within a partition; _ _ _
Turn on at the end of control runtime or if there is no Auto Mode Off
Turn On if Actuator Turn .on for a set period of time if an Actuator goes into the Operating
46 in Operating Position ; S .
Position Turn off when the control action time ends or if there are no Actuators

in Operating Position
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Program

Program Name

Description

No.
Turn Off if Actuator Turr_l _off for a set period of time if an Actuator goes into the Operating
a7 in Operatin Position ;
perating Turn on when the control time is out or if there are no Actuators in
Position . -
Operative Position
Turn on for a set period of time if an Actuator goes into the Initial
48 Turn On if Actuator | Position ;
in Initial Position Turn off when the control action time ends or if there are no Actuators
in Initial Position
Turn off for a set period of time if an Actuator goes into the Initial
49 Turn Off if Actuator [Position ;
in Initial Position Turn on when the control time is out, or if there are no Actuators in
Initial Position
Turn on for a set period of time in case of Fire2 in a relevant partition;
50 Turn On if Fire2 Turn off when a control action ends or if there are no partitions with the
Fire2 status
Turn off for a set period of time in case of Fire2 within a relevant
I partition;
51 Turn Offif Fire2 Turn on when a control action time ends or if there are no partitions with
Fire2 status
Turn on in the intermittent mode (ON for 0.5 sec, OFF for 0.5 sec) for
50 Blink if Fire2 (OFF |a set period of time in case of Fire2 within a relevant partition;
Is Initial Position) Turn off when the control action time ends or there is no Fire 2 in any
partition
Blink if Fire2: ON Is Turn on in the |_nterm|tt¢nt mode (QN for 0.5 sec, OFF for 0.5 sec) for
53 " . a set period of time if Fire2 occurs in a relevant partition;
Initial Position CT X . ) -
Turn off the control runtime is out, or there is no Fire2 in any partition
Turn on for a set period of time in case of Panic Alarm , Duress or
54 Turn On If Attack manual activation;
Otherwise is off
Turn off for a set period of time in case of Panic Alarm , Duress or
55 Turn Off If Attack manual activation;
Otherwise turn on
Turn on in the intermittent mode w/o a delay (ON for 0.5 sec, OFF for
0.5 sec) in case of Fire2, Fire, Fire Pre-Alarm, Alarm, Lobby Alarm,
or Flood Alarm ;
Turn on in the intermittent mode w/o a delay (ON for 0.5 sec, OFF for
0.5 sec) for 60 seconds in case of Failed Arming ;
56 Lamp 2

Turn on in the intermittent mode (ON for 0.25 sec, OFF for 0.25 s ec,
ON for 0.25, Off for 3.25 sec ) w/o a delay during an Arming Delay ;
Turn off in case of Disarmed ;

Turn on for 10 sec w/o a delay when input or detector has been Armed ;
Otherwise, turn off
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Program A
NO. Program Name Description

Turn on in the intermittent mode (ON for 1.5 sec, OFF for 0.5 sec) for
a set period in case of Fire2 or manual activation;

Turn on with a set delay in the intermittent mode (ON for 1.5 sec, OFF
for 0.5 sec) for a set period of time in case of Fire;

) Turn on with a delay in the intermittent mode (ON for 0.5 sec, OFF for
57 Siren 2 1.5 sec) for a set period of time in case of Pre-Alarm ;

Turn on steady with a set delay for a set period of time in case of Alarm,
or Flood Alarm;

Turn off in case of Disarmed , Failed Arming or Arming Delay

Turn on immediately for 0.25 sec upon arming;

Otherwise, turn off

Y The control action delay is defined by &l w/ Delay if Fire2 parameter (see 3.17.3);
2 The complete list of faults is provided in Appen@ixThe faults include the following:
— Communication faults with addressable units, detsct expansion modules, and
actuators (appliances);
— Inputs (loops) and addressable detector faultsutlr@pen-Circuit and Short-Circuit
Faults, Fault, Configuration Error, Noise, and Tannpug;
— Output faults and actuator faults: Output Opere@irFault, Output Short-Circuit Fault,
Actuator Fault, Actuator Failure;
— Faults and failures related to system units (cdliets) : Tamper, PL Short-Circuit Fault,
Polling Loop Overvoltage;
— Power supply faults: Power Supply Failure, Mainsufe, Battery Failure;
® $2000M communication is monitored using S2000-S#t. u

1.4.8.3Control Scenarios

The Control Scenarios serve as complementary tools to control relay wstpinputs (loops),
voice alarms, access control modes of the S2000d2S2000-4 controllers, and device inputs.
There are four types of control scenarios: relatpat) voice alarm, access control, and input
(loop) scenarios.

The relay output scenarios are practically the samstandard control programs but offer more
flexibility such as customizable conditions ancewant control commands. The scenarios can
be used to complement the standard programs (4e&2).when their functions are not enough.
The voice alarm scenarios are used to control Rbpsed public address systems. They can be
used to control voice alarms and evacuation systaires protected site. The access control
scenarios are used to instruct the S2000-2 and(82Gfbntrollers to turn on the free access
mode (without authentication by tokens), and/or restore the normal access mode
(authentication by tokens). The access controhaies turn on automatically free access at
access points on evacuation routes when emergeocees. The input control scenarios can
issue the following control commands to inputs: iagfdisarming, enabling/disabling auto
extinguishing mode (Auto On/Auto Off), dischargarst and abort/stop commands, and
enabling/disabling the detector test mode. Thes@agios can be used to control inputs and
addressable detectors (arming/disarming, enablisejiting Test Mode), fire protection devices
(Auto On and Auto Off extinguishing modes) usingtbns and switches monitored by aux
inputs.

The control scenarios function as a response ttusstehanges in the condition-specified
partitions (zones). The set of states of all elemécluded in the partition is called a partition
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total status. For example, if a partition includbe Input elementwith the Fire status, and
somelnputs with theArmed status, th&@ otal status of the partition is "Fire and Armed ". The
Total status of a partition is changed when aruithetl element changes its status, if there are no
other elements with the same status. For exarti@efjrstAlarm in the partition results in the
Alarm status in the partition that causes initiatiorredeévant scenarios. The Alarm of another
element in this partition neither changes its staior launches a scenario.

A control scenario includes the list 8teps The Step is a combination of a condition and
relevant control command with parameters. Eachaste can consist of up to 258eps When
scenarios run up, all steps are checked one bystargng from the first step (one with the
highest priority) until a satisfied condition stepfound. The found satisfied condition will
define control action parameters. Access contidlralay control scenarios have parameters for
initial (inactive) mode, which define control parametérad scenario condition is true. The
initial status of voice alarm scenarios is alweysr.

A scenario step condition consists of two pargseanitting condition (launch condition) and an
inhibiting condition. The entire condition is truéen the permitting condition is true while the
inhibiting condition is false. A step can includepermitting condition alone (without an
inhibiting condition). In this case, a scenarimdiion is satisfied when the permitting condition
Is true. Permitting and inhibiting conditions assigned in the following way: one defines one
or more partitions and one or more states. Thmittamg condition of a relay control scenario,
voice alarm scenario, or access control scenariouss, if any of partitions specified in the
condition has any of states specified in the camdlit The permitting condition of the input
(loop) control scenarios have some peculiarity destcribed separately.

A scenario of any type is launched by a partititatus change, if this status is evolved in its
conditions (permitting and inhibiting). First, teeep has to be found, where the entire condition
is satisfied (launch condition is true, but inhitgt condition is false). The search is carried out
from the first step toward the last one, so thpssteith a lower number have higher priority. The
found step includes a control command and its par@ars. The further action depends on the
type of scenario, so that the actions are descskedrately for each type: Relay, Voice Alarm,
Access Control, and Inputs (loops):

1. Relay Control:

- Avrelay is operated (activated) with definable paeters (command, delay, action
time, and blinking pattern), if a status occurne@ ipartition is specified as
permitting condition in the scenario step. Whemeotstates (specified as
permitting conditions) appear in the partition, tekay control command will be
initiated again (this is relevant for relays cotigd by "...for a time" commands,
with time-limited control actions). Also, the cooltcommand will be initiated
again, if the specified states appear in otheitpmars of the permitting condition;

- Arelay operation is the same when the change pdiréition status makes an
inhibiting condition ineffective;

- Arelay is operated (activated) immediately, itcarsario step is changed by an
event overriding the previous condition of a highaority. If a relay has to be
operated by a "...for a time" command as definedap parameters, the relay
will be switched over to the status it shall haveew a delay and control action
time is out.
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- No relay control action is initiated, if a pamiti status change does not result in a
condition change;

- If no scenario step is satisfied, a relay switdioethe initial position defined by
the Initial Control Program and Initial Blinking ®arn parameters (a command is
not initiated if a relay is already in the init@dsition).

ScenarioSteps have theStatus parameters that can fective or Inactive When a control
command is initiated on condition with the Activéatss, theFire Protection and Fire
Extinguishing outputs switch to th@©utput Activated status in case of immediate activation
(without delay) or to thénput Pre-Activation Delay in case of a delayed activation. Control
Scenarios can be assigned to various outputs sukays, supervised (monitored) outputs, and
dampers.

2. Voice Alarm Control:

— If a step changes, a voice alarm activation comnigamaitiated according to the step
control parameters. A voice alarm activation comdhacludes the number of a voice alarm
scenario (as programmed in the Rupor module, imatud preamble and a voiced message), an
activation delay, and a control action time.

— If no scenario step is satisfied, the voice alasnurned off (if it is currently active).
The Voice Alarm scenario has internal means tolsyorize activation of Rupor devices. These
scenarios are assigned to Rupors' output (relay)lttils recommended setting these outputs as
the Fire Protection Equipment type. When the vaieem is activated with a delay, tBaitput
Pre-Activation Delay status is generated; the immediate activatiom®fvbice alarm will result
in theOutput Activated status.

3. Access Control:

— If a step changes, the access mode control comimanitiated;

— If no scenario step is satisfied, an access costinimand is initiated as defined in
Initial Status parameter (only if one changes tteeas mode, i.e. it is not initiated before);

— Access control scenarios can be assigned to @052 and S2000-2 controllers.

4. Input Control:

The scenario step condition is satisfied in tweesas

— An event happened in a partition of the permittogndition, which caused a status
specified in the permitting condition while the waons of inhibiting conditions do not have any
states specified in the inhibiting condition.

— An event happened in the partition of the inhilgitcondition, and this cancelled this
condition (there are no inhibiting states in thetipans of the inhibiting condition) and at least
one partition of the inhibiting condition has atstaspecified in the permitting condition.

If the input control scenario step condition isisfad, the step-specified control
command is issued to all inputs with this assigeeehario, and this is the scenario completion.
If the condition is not satisfied, the next stemaition will be analyzed. In case of the input
control scenario, the existence of permitting staepartitions of the permitting condition with
the absence of satisfied inhibiting condition doe$ mean that the current step condition is
satisfied and does not stop analyzing the scesgeus, unlike other scenario types.

To make manual control possible for a relay or @cédarm, please add thidanual
Activation status to launch conditions of relevant scenarlManual Activation is a controllable
output status, so that it does not require assoniatith partitions. Manual control is allowed
only for aux, fire protection, and fire extinguisgioutputs. Manual control of the fire protection
and fire extinguishing outputs can be provided aa S2000M panel, S2000-PT panel, and

36



remote control point; the Aux outputs can be cdl@domanually using an S2000M, S2000-BKI,
and remote control point.

1.4.8.4Fire Protection and Alarm Equipment Activation Events
The S2000M generates activation events dependirigeooutputs types:

1. Fire Protection Control Outputs. To control fireection and alarm equipment (fire
extinguishing, smoke removal, visual and audib&ral subsystems, etc.) the following outputs
are used:Fire Protection and Fire Extinguishing. When such outputs are manually or
automatically activated, the S2000M generates Riterédtion/Pre-Discharge Delay (unless a
zero pre-activation delay is set), and Dischargavation. These alarms require the responses
of relevant authorized personnel. In case of ptasation and activation, the S2000M generates
the Start/Activation buzzer signal, illuminatesrgel START indicator, and its LCD displays
how many zones have activated states includinditstezone with activation delay (with time
left to activation) or activated. In case of manalaort/deactivation of automatically activated
fire protection and alarm equipment, the S2000M egates the Abort/Stop event. The
aborted/stopped functions are indicated by the S$@Rem general LED; the number of zones
with aborted/stopped devices is displayed on thB Léhe can view zones with stopped devices
as well as stopped devices themselves. Also, SRO0Onits can be used to monitor and control
fire protection and alarm outputs.

2. Outputs generating non-alarm events. These tatpalude relay outputs set as
Auxiliary type, general Fire, Start, and Fault aufy as well as ventilation and smoke removal
control outputs. If such outputs are activated naslyor automatically, the S2000M generates
the Operating Positonevent, and when the outputs go back to the nofquadéscent) condition
it generates thinitial Position events. These events are not alarms. Activatidhese outputs
is not indicated by the individual Start indicatofo indicate such an output status, the S2000-
BKI unit can be used.

3. Outputs not generating activation events. Thegputs belong to a relay type (by
default).
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2 Preparing to Install

2.1Installation Safety Measures

The panel design meets the electrical and fire tysafequirements according to GOST
12.2.007.0-75 and GOST 12.1.004-91, and providefiré safety in case of malfunctioning and
misuse according to GOST 12.1.004-91.

Installation, connection, and maintenance shallpbevided for the de-energized panel by
qgualified personnel only. The panel does not con@ircuits exposing hazardous voltage;
however the hazardous voltage can come to the pemmeinals from external connections due to
installation faults and lightning discharges. #fistion work is not allowed during the storm
lightning.

2.2 System Installation

2.2.1 Panel Installation

The panel shall be installed in protected areagdsy-for-use locations. The installation
environment shall be dry and clean. It is not mewnded installing the panel in places where it
can be exposed to the direct sunlight. Usuallig imstalled on a vertical surface (wall) at heigh
of 1.4-1.5 meter above the floor. To fix the pamdéase use the supplied screws. The panel
view, dimensions, and installation layouts are ptegt in Appendix A.

External connections to the panel are completedhenterminal block installed on the circuit
board. The diameter of connection wiring condusteall be 0.5mm (0.2 nfnat least. The
terminal block allows connecting wires of 1.5mmThe primary power cable is connected to
0V and+U1 terminals, the secondary power supply cable imeoted tdQV and+U2 terminals.
Terminals A and B are used to connect RS 485 #naad B. TxD, RxD and GND terminal are
used to connect a printer with the RS-232 interfarca personal computer with installed Orion
Pro software (usually via an interface convertethvgalvanic isolation). Cables to connect a
printer and Orion Pro are optional. The most us@thection scheme is shown in Figure 2.

Warning: The Installation of S2000M shall be carried ouewltthe power supply is turned off

and the power supply backup battery is disconnedBanot allow external connection wires to
be contacted with the components on the printeitiboard of the S2000M panel.
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S200v1 Printer

PW1
XT1.1 XT1.3 @
Green ~
ov 1| ov GND |9f—5omn GND (7|7]| GND
Upw 2| +U1 XD |7 White RxD [3]3 RxD
PW2 3| ov RxD (8 DTR |20]20] DTR
4 +u2 Plug COM
oV DB25M (DB25F)
Upw XT1.2
A |5
B 6 Device
————{ RS485A
— [ ———{ RS485B
E E Rt Device
RS485A
RS485B

S2000M: S2000M Monitoring and Control Panel,

Device: RS485-Connected Units of Orion Integrated Security System
Printer: a printer with RS-232 interface (e.g. Epson LX-300 or LX-300+)
1: Panel-Printer cable (ACDR. 685611.015)

RT: RS-485 Termination Resistance;

PW1: Primary power supply (RIP-12 or RIP-24);

PW2: Secondary power supply.

Figure 2. S2000M Most Common Connection Diagram

2.2.2 Recommendations for RS485 Connection

To connect addressable units and panel to RS48%fane, please connect lines A and B of
RS485 interface to Terminals A and B of units aadg). Connection between devices within
the RS485 interface is provided using the BUS cotme where all devices are connected by
two-wire cable (conductors A and B) with terminatigesistors placed at both ends (Figure 3).
Termination resistors are used to provide line idgmee matching. They are installed in the
first and last devices on the line. The S2000Mlmamstalled in any point of the RS485 line. If
the S2000M is the first unit on the line, no teratian resistor is required (it is built in the
panel). Most addressable units have built-in teation resistor of 620 Ohm that can be turned
on by inserting jumpers on the panel's motherbodrde jumpers are inserted by default; they
must be removed in all units except for the finstl Zhe last ones on the RS485 line. In case of
S2000-PI converter, the termination impedance &@heRS485 output is turned on by switches.
S2000-K and S2000-KS units do not have such tetiomampedance and switches. If a device
of such type is first or the last one on RS485, liaesupplied resistor of 620 Ohm must be
installed between terminals A and B. If RS485 lisewired by a low-loss cable (wire cross-
section of 0.5 mm2 at least), acceptable terminatésistance is lower than 620 Ohm to 120
Ohm. The resistors of 0.5 W to 1W installed betw@eand B terminals of the first and last
device on the line can be used as terminationtogsis Stubs should be as short as possible to
avoid signal degradation. Practically allowed sti#mgth is no longer than 50 meters.
Termination resistors are not installed on indiadstubs. The S2000-PI interface converters
must be used for branching RS485 line as showmngur € 5.
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In case of a distributed system where the S2000iIpand devices are connected to the same
RS485 line but powered from different power suppl®/ circuits of all devices and panel shall
be interconnected. Ignoring this recommendatioy reault in an unstable linkage between the
panel and devices. If you use a twisted pair calme, twisted pair can be used as a common
circuit. Also, the shield of cable can be usedtfos purposeroviding that the shield is not
grounded. The circuit diagram showing connection of a para devices to RS485 line are
provided in Figure 3.

Warning: Usually, the current running over a common comaiuis very low. However,
if the OV circuits of devices or power supplies are conrtedte different ground buses, the
potential difference between th®/ circuits may cause large current flow over a commo
conductor. This may cause communication errors \@nedevice damage. Please avoid
grounding theQV circuits, or if the grounding is necessary, prevsingle point grounding.
Please consider possibilities of crosstalk betw@értircuit and protective grounding circuit in
the equipment of a fire and intrusion protectiostegn. The connection between the pararl's
line and protective grounding circuit can occur wiaeprinter or personal computer is connected
to the panel. The noise current flow may appeaabse of leakage between devices' external
circuits (RS485, loops, etc.) and ground (usudipiigh building metal structures). The problem
may arise in large systems where the panel ancteeware located in different buildings and
linked with the RS-485 interface. In such systeRS485 line segments linking buildings must
be isolated using the S2000-PI interface conveegeater with a galvanic isolation.

The maximum operating length of RS-485 line is deieed by cable properties and
electromagnetic environment at a protected site. ¢able with conductors of 0.2rAi®.5mm
diameter) is used, the recommended length of th8R8ne is no longer than 1,200 meters, and
in case of 0.5mmthe line must not be longer than 3,000 meteris #trongly recommended
using a symmetrical twisted pair cable to incrdasetolerance to electromagnetic noise and to
reduce noise emission. Such cable must be used tvbdangth of RS485 line is 100 meters or
longer. Using a special industrial cable for RS#&bBsmission lines is not necessary, also other
types of symmetrical cable can be used, e.g. cgieifically designed for intrusion detection
and fire alarm systems.

A shielded twistedpair cable can be used for RS485 lines in harctrelmagnetic environments. The
use of such cable can reduce the transmission tzecmise of the cable's higher capacity. The
shield must be grounded in one point only (seerei.

To extend a transmission line, you can use RS-4ffeaters with automatic switch of
transmission direction (Figure 4). The S2000-PI vester/repeater with galvanic isolation
extends a line up to 1,500 meters and providesagaivisolation between line segments and
turns off automatically short-circuited segmentdlef RS485 interface. No interconnection is
provided between the OV circuits of line-isolateyments. In addition, isolated devices must
not be powered for a common power supply to avat/amic coupling via power supply
circuits. Make sure that termination resistorstareed on in each segment of the RS485 line:
they must be turned on with switchers in S2000epeaters rather than jumpers in devices since
the switchers not only turn on matching impedange grovide the RS485 line with shifting
voltage needed for proper operations of the S2d0@geaters.

The S2000-PI repeaters can be used to connecstabg to the main RS485 line when building
a star-topology transmission system (Figure 5). td27 stubs can be created. The main
RS485 line shall be terminated on both ends. &e#of other S2000-P1 must be set in position

o,
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RS485 Line (no more than 3,000 m)

VRV
| R AN
A | B |0V A | B[OV
= =
Device Device

Device

Device: Orion system device supported by the S2000M (up to 127 units) or a single S2000M

panel

1: RS485 signal line (twisted pair);
2: Potential equalization conductor;
3: Screen (if a screened cable is used).

Figure 3. Connection to RS485 Line

up to 2,000 m up to 1,500 m up to 1,500 m
- — —~— - — -
McP P! Isolated P! Isolated
A A A A A
B B ﬂ [I B B ﬂ [I B
oV |— —IGND oV |— —IGND oV |—
Device Device Device Device Device
A 1 I -— A A 1" I -— A A 1"
m)g( =1L g )8(00 m)g( 3 | s Hoo m)g( 3l
OV — *— OV OV — *— OV OV —®
MCP: The S2000M Monitoring and Control Panel;
Device Orion system unit;
PI: RS-485 Interface Repeater with galvanitaison (S2000-PI).
Figure 4. RS-485 Extension with S2000-PI Interface  Repeater
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MCP: S2000M Panel;
Device : Orion System Device;
PI: RS-485 Interface Repeater with galvanic isolation (S2000-PI).

Figure 5. Star Topology RS-485 Network Based on Rep  eaters

Each RS485 device connected to the panel shall Aareque network address. This network
address is stored in the device's non-volatile nmgmorhe default address is 127. When
connecting a device to a panel, this address naus¢fdaced with another unique address. The
range of available address is from 1 to 127. Bigasaddress please do the following:
a) Connect one device to the panel;
b) When the panel finds the device, assign a persaddiess to it by an assignment
command (see 3.17.2). Addresses are selectedfinange of 1 to 127,
c) Connect another device and assign an addressrtieesay, the address shall be unique
and different from one of the first device;
d) Connect the rest of devices the same way by asgjgnunique address to each one.

Sometimes, a device has to be connected to a paeeh digital link (e.g. Ethernet, radio link,
fiber-optic). To provide connection between the B#terface and a communication link, you
can use hardware with a RS232 or RS485 input \WiHdllowing data transmission parameters:
9,600 bit/s, 8-bit word length, no parity checkdame-stop bit. When RS232output device is
used, RS485 signals must be converted to the RSEfals by aRS232-RS485converter
automatically detecting data flow direction (S2@®)- Similarly, the RS232 signal must be
converted to RS485 signals. Usually the equipnaelas its latency during data exchange. In
addition, switching between transmissions and weogimodes can take considerable time. |If
these latencies exceed an acceptable level, thed pannot find devices or communications will
be unstable. For example, if a driver (device)satldms latency, the panel receives signal only
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20ms after the end of polling. With default resp@rimeout, such a device will not be found.
To resolve such issues, some RS485 communicatioamgders are configurable. These
parameters include: device response timeouts dpationg, in device search process, and after
a command, as well as some definable delays bé&fansmission to a device. If equipment-
caused distortions include only transmission laescit will be enough to increase a device
response delay for device search polling. In nubr@lenging cases, if it takes long to switch
over between transmitting and receiving modes,aesp delays for devices and the panel should
be increased. ThRS485 Response Delagarameters are configured using thierog utility,

the panel's communication parameters being comdwvith theRS485Settingsutility. The
UProg andRS485Settingscan be downloaded ahttp://bolid.ru

Warning: If all devices are interconnected by the RS48edaviline without additional data
transmission hardware, it is strongly recommendadgudefault communications settings.

2.2.3 Preparing for Installation of Addressable Devices annected to S2000-KDL
Polling Loop

When a S2000-KDL controller is used in the systaranique address must be assigned to each
addressable device connected to its Polling Lodgdresses shall be assigned before installation
of devices, ignoring this recommendation could mdhkes procedure quite complicated.
Addresses can be assigned using either the parikeé tProg utility. The process of address
programming for detectors and expansion moduldsssribed in 3.17.2.

2.2.4 Connecting Printer to Panel

To be connected to the panel, a printer must convjilythe following:
1) RS232 interface;

2) Support of PC866 symbol coding;

3) Printing at least 80 symbols in one row;

4) Recommended support of roll paper printing.
Epson-LX300+1l, Epson-LX350 are met these preratpss

The printer must have the following settings:

Parameter Values
Interface Serial or auto
Rate 1,200 bit/sec
Data length (bits) 8 bits
Parity check No (not available)
Code page PC 866
Auto Line Feed Disabled

Please, use ACDR.685611.015 cable to connect daeprio the S2000M. Please follow
instructions of Figure 2 to connect a printer. eésePrinter in the RS-232 output settings (see
3.17.5). The panel displays tReinter ON event message during four seconds after turning on
the printer or the panel, and the printer startatipg messages, if there is printing paper in
printing feeder. Then it will print all previouslynprinted messages of the event log. If needed,
you can print all messages including already pdimtees (see 3.133.18.5).

By default, the panel sends all messages for pgras the default configuration has no partition

included but has permission to print events naiteel to partitions (these partitions are called
Free Zones iPProg). Elements can be assigned to partition®Byog while programming the
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panel. To print messages from these elements,sboald permit printing events of their

partitions. The same way, one can block printimgnés from individual partitions. . For

example, one can allow printinglarms and Fires only excluding all access-related events.
Such settings are provided in tBeent Transmissiontab of the PProg utility (see 2.3.6).

The event log can be sent to a PC. The free PKbiReader utility or a terminal control

program such as Hyper Terminal (Windows) can bel dse this purpose. With the terminal

control program used, the parameters of COM Pdtthei as follows: baud rate 1,200 bit/s, 8
bit, no parity check. The panel is connected @rO€OM Port in the following way: the panel's
TxD output to output 2 of a comport connector, Rxiput to output 4, GND output to output 5.
The panel is configured the same way as for opmratith a printer. When configuring events
transmission (2.3.6), it is recommended permitting transmission of all events by partitions
and free zones (free elements).

2.2.5 Connecting Panel to Orion Pro Suite Workstation

The S2000M's interaction principle with Orion andid@ Pro software systems is as
follows:

1) The S2000M performs its functions independentlyrfi©rion Pro Suite;

2) The (workstation) PC with installed Orion Pro pdB2000M panels and receives
events. The non-volatile event log (buffer) alloglsutting down and restarting
Orion Pro without the loss of events (within théfeuvolume);

3) Orion Pro can control and obtain information frondividual modules operating
with the S2000M;

4) Events and states received from the S2000M are taseéibplay a protected site
status.

To operate in the Orion Pro System, please sdtecOrionPro mode in the RS232 interface
settings, then define a panel address for thisatiper mode, select a required RS232 speed value
from the following: 9,600; 19,200; 38,400; 57,600145,200 bps. The panel's RS-232 bit rate
must be the same as set in the Orion Pro. Thigetof these parameters are described in
3.17.5. Orion Pro connection wiring diagrams arewshin Figure 6 - Figure 9. If a panel is
connected to a computer via the S2000-PI interfaaeverters, the bit rate set in interface
converters shall be the same as in Orion Pro amgdhel.

Figure 6 shows the simplest type of one panel odioreto the Orion Pro workstation. The
drawback of this type: the galvanic coupling ofeanputer with system devices over the RS232
line. This makes a computer vulnerable to noikas dre picked up by device loops and RS485
interface (e.g. during lighting weather), and caad to the damage of the system operational
integrity by parasite current flows over a groumgdibus. This kind of connection is not
recommended for normal 24/4 application. For nor@2l7 operation, the galvanic isolation
(e.g. S2000-PIl) is recommended. Figure 7 showsngvidiagram for panel-to-computer
connection using USB-RS232 interface adapter wih2R2 output isolated from USB.

The alternative approach is to isolate alarm angrobunits from the panel. The RS485 line
can be isolated using the RS485 repeaters withagalvsolation (e.g. S2000-PI). This type of
connection is shown in Figure 8. When using tlsnection scheme, make sure that S2000M
and S2000-PI are powered from an individual powgrps/ not shared by RS485-connected
devices. CircuitOV of this supply must be isolated fro@V circuit of devices to prevent
galvanic link between computer and devices overgsaupply circuits.
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PC S2000M
XT1.3 XT1.2 RSA485
@ Brown To devices
RxD RxD TxD A —
TxD TxD vellow RxD B I
G
GND GND - reen GND
COM Socket
(DBOM) DBO9F
PC: Personal Computer;
S2000M: S2000M monitoring and control panel;
1 Panel-Computer cable (ACDR.685611.066).

Figure 6. The Simple Wiring Diagram for S2000M Conn
via RS232 Interface and for Using the Panel as RS23 2 — RS485 Adapter
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Figure 7. S2000M - PC Connection via Galvanic Isol

Personal computer with USB port;
USB-RS232: USB-RS232 interface converter with galvanic isolation;
S2000M panel.

ation USB - RS232 Converter

RS-485
(To devices'

(o somaier | 52000
com-pory) XT1.3 XT1.2
7] TxD A |5
—@€ 8| RxD B |6
9| GND
XT1.1
ov |1
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PW +

S2000M: S2000M monitoring and control panel
S2000-PI: S2000-PI interface converter/repeater
Backup battery power supply

PW:

Figure 8. S2000M - Workstation Connection via RS485
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To be used effectively in the combination with tBeion Pro system, the panel database
configuration must fully match the Orion Pro datsdaonfiguration defined in the Database
Administrator application. The database of the ®R0Qpanel is quite restricted in size as
compared to one of Orion Pro that prevents a fail®upport to systems with more than 2,048
loops and 511 partitions. The possible soluticiw igse more S2000M panels in the system. To
connect several panels to one RS232 interface mpuater, a computer's RS232 interface must
be converted to RS485 using S2000-PIl. The RS48@ceommodate multiple S2000M panels.
The S2000-PI converters are used to connect thel9d&5232 outputs to the computer's RS485.
The Orion devices are connected to RS485 interfabe. wiring diagram in Figure 9 shows how
multiple S2000M panels are connected to one compmatm-port. In addition to the multiple
connections to one COM Port, S2000-PI convertesvige galvanic isolation between a
computer and panels.

In theory, each PC com-port can accommodate u@7onionitoring and control panels, where
up to 127 devices can be connected to each paigh many panels used in the system, their
connection to several com-ports can increase then@ro performance. In practice, the scale
of a system is restricted by a license. When wagykvith multiple panels in the system, the
Orion Pro workstation can interact with devicesreerted to different panels. When a computer
goes offline the system will fall into individualissystems, where each panel operates devices
connected to its RS485 output only. This shouldaken in consideration when designing a
system. The most critical system functions mustirbplemented using alarm control units
(input/output devices) and monitoring and contrahels.

While the panel offers great functionally to cohtits connected devices in the Orion Pro
system, a number of tasks can be implemented oyplghe Orion Pro workstations. The
centralized (on-line) access system is a good ebaafgproviding access control functions using
the Orion Pro applications rather than S2000-2%2@00-4 controllers. To grant or deny access,
the Orion Pro System must receive a report on ptege electronic credentials (tokens) to
readers. To make the Orion Pro receive reports filee panel on presenting tokens to the
readers of S2000-2 and S2000-4 controllers, tHevimhg must be ensured:

1) The Controlia Orion Pro parameter must be selected in the panel (seeb}.17.

2) No credentials must be stored in S2000-2 and0&20controllers, and S2000M
panels.

Further is another example of usefulness of camérdlicontrol.

The Orion Pro Suite software controls multiple sigbsms based on fire and intrusion units and
panels (see Figure 9). The task is to implemenptssibility of arming / disarming a partition
assigned to one panel with the help of a reademexied to a device of another system panel or
a keypad (S2000-K or S2000-KS). Such control flamst can be available only using Orion Pro
1.11 or later. To implement this task the follogiequirements must be met:

1) TheControl via Orion Pro parameter must be selected in the panel (seeb}.17.

2) To provide control functions via panels (usirliyl Bodes) and readers of S2000-2 and
S2000-4 (using tokens), pass-codes shall be saubeé iOrion Pro software only (No codes shall
be stored in controllers and panels).

3) To enable control functions via S2000-K and SRPB& keypads, the use of this
keypad for partition control shall not be permittedo do that, please do not assign any
permission to control partitions in Control Assigemhin the PProg utility.
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Please take into account that when implementedetifignctions can be available only if the
Orion Pro Suite is running.

S200C-PI
XT3 |so)E,TA§ED RS-485
PC Yell1] GND To Panels
coM :> whtt 21 TxD A |1
Bwl 31 RxD B |2
cmlgl +5v ov |3
Keyboardz
L~
PC keyboard
iSubsystem1
S200(-PI S200(M RS-485
XT2 XT3 XT1.3 XT1.2 To Devices
. ['SOLATED GND |1 9] GND A |5
> 1 A TXD |2 8| RxD B 6
:;S> 2| B RxD |3 7] T™xD
- [3] ov +5V [4
XT1 XT1.1
| GND |2 1| ov
; +U (1} 21 +U1
s
; PW
‘Subsystem2
>
=
To other
' 1 subsystems S2000M: S2000M Monitoring and Control Panel
A S2000-PI: S2000-PI Interface Converter
IP: Backup battery power supply
1 Cable connecting S2000-PI to PC (Orion Pro)

Figure 9. Connection of Several S2000M Panels to Or ion Pro Workstation
(RS-485 Galvanic Isolation)
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2.2.6 Connecting Rif String RS-202TD-RR (removed for thisversion)

2.3 Configuring Device

Configuring a (system) device is setting up paransedf device elements and their interaction to
ensure implementation of required functions at@equmted site. The S2000M and addressable
units shall be configured. The configurationalgmaeters are stored in non-volatile memory and
cannot be lost after shutdown.

Addressable units are programmed using Wrog utility installed on a personal computer.
Configuring addressable alarm control units, fisggtu should define input monitoring
parameters. The main parameter responsible fart immnitoring tactics isd.oop/Input Type.
When configuring the S2000-KDL controller, one sldodefine the types of address points
(detectors). If you are going to use the capgbdit some input/output devices to control their
outputs in the system, the following shall be dedin the output-input links (interaction) and the
control parameters such as control programs, coatteon delays, and control action time. In
case of output control modules (expansion modulds), algorithm of monitoring output
(actuator) circuits for short and open faults shalldefined. Enabling the relay event function
provides "feedback" from relays that allow the S2@0t0 generate events upon fire protection
activation, on the relay status basis. In casmditating units and S2000-KS keypads, please
define displayed partition numbers and indicatiagtits (security, fire, or auxiliary) for each
LED. In case of the S2000-BKI keypad, please askigctions to buttons. The S2000-IT, UO-
4S, and S2000-PGE communicators require that estdipaddresses and event filters to be
configured to report messages and filter out events

Configuring is performed usingProg utility. The main steps to configure and prograra as
follows:

1) Add units used in the system to the panel databBedéne properly types of inputs -
Intrusion for intrusion inputs/loopsFire for fire inputs/loops andAuxiliary for auxiliary
inputs/loops. Assign types to outputs to be cdletridoy the S2000M:

Fire Protection Equipment andFire Extinguishing to fire protection and extinguishing

control outputs which require activation/abort oation as well as manual control

capabilities.

Auxiliary Equipment to auxiliary outputs responsible for control ofet equipment not

involved in fire protection and extinguishing orleat require none-alarm indication and

manual control option.

General Fault, General Fire, General Activation to system general outputs such as

Fault, Fire, and Activation.

Relay (default) to other outputs which does not requiranual control and operator's

attention if activated.

2) Create partitions or partition groups (if necesgahyclude the elements of devices
(inputs/loops/address points and outputs) to pamdt and partitions to partition groups. Add
descriptions (names) of elements (inputs, outfutd,devices), names of partitions and partition
groups (see 2.3.2). If you plan to report messag@slemco ContactlD or LARS format, please
specify number of "ContactIlD Zones"

3) Add users and define the users' control rightsaferend assign access levels) in
systems where manual control is required (armisgfdning, Auto ON/Auto OFF,
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enabling/disabling). The rights shall be assiga televant devices used to exercise the control
actions (see 2.3.3).

4) Set up automatic control of visual and audible ralatevices, outputs transmitting
signals to the Central Monitoring Center, extinging control units, and other fire protection
equipment. Outputs for Fault, Fire and Activatiagnsls should be created by assigning specific
output typesGeneral Fault, General Fire, General Activation. Similar local outputs (reporting
from a part of a system only) can be implementedgustandard control programs: No. Bdult
Output, No 13 Fire Output and No 39Switch On upon Activation. To control system
appliances, please use standard relay control gmgy(n. 2.3.4) or control scenarios (2.3.5.1), if
standard programs are not enough. To control tHB®R voice alarm system, please set up
voice alarm scenarios (2.3.12). Please pay ydant&n to the types assigned to outputs, since
such a type defines how the activation of fire @ctibn equipment is indicated (1.4.8).

5) Set up parameters for event reporting, if theredandces in the system to transmit
Orion's events to other systems or to report themoice messages (S2000-I1T, UO-4S mod 2,
S2000-PGE). The events can be sent to S2000-Kakisypo display them on the keypad
display. Setting up event reporting is requirecewia printer or RS-202TD, ATS100, and TRX-
150 is connected to the panel (see 2.3.6).

6) In case of intrusion detection systems, you masdrte set up Lobby Input — inputs
delaying the triggering alarm signal after entry foe set period of time. Since many alarm
control units have Lobby Inputs, it is recommendaglementing the Lobby Inputs through the
control facilities of these units. But if that fttitons are not available in the units, it can deuge
in the panel configuration. (see 2.3.7).

7) Evacuation systems may require functions of opegaticcess controllers. Access
control scenarios allow enabling the Free Accesslé/during emergency evacuation in case of
fire.

2.3.1 Connecting S2000M for Configuring, Reading and Writng Configurations

The Orion addressable units are configured viaR8d85 interface. To connect the addressable
units to a personal computer, please use an RS333Rconverter (PI-GR, S2000-P1) or USB-
RS485 converter (S2000-USB, USB-RS485). Switcbettié Programming mode, the S2000M
can serve as in interface converter. Figure 6 shitbe connection diagram for the S2000M used
as a converter. The alternative connection forfigaring is shown in Figure 7 - Figure 9.
When multiple panels connected as shown in Figyr@ry one of them shall be in the
Programming mode.

Configuring the S2000M can be provided using a gueak computer with the PProg utility of
3.03 build 1 version or later. This software can be downloafifed at:www.bolid.ru. The
software is provided with a user guide. Configwratcan be read and saved via either RS232 or
RS485 interfaces. Figure 6 - Figure 9 show the R#S@nnection, the RS485 connection is
shown in Figure 10. Configuring via RS232 is pd®d in the Orion or Orion Pro protocol,
configuring via RS485 can be done using the Oriatgeol only. The feature of configuring in
the Orion protocol is that the panel shall be dwatt to the specific programming mode by
entering the installer password/code and seledtiegmode using the panel's own keypad, in
case of the Orion Pro protocol this mode can béledafrom the PProg utility. In both cases,
configuring options can be accessed only by theepwhinstaller password/code.
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PC: Personal Computer
Pl: RS232 — RS485 Interface Converter (e.g. Pl, PI-GR, S2000-PI)
S2000M: S2000M Monitoring and Control Panel

Figure 10. Connecting PC to S2000M’s RS485 Interfac e

To read or write a configuration via the Orion il using the PProg, navigate tBgtions
menu, selecBerial Port, selectOrion in the dropdown menu for thierotocol parameter. You
may have to change the panel address in the pettieigs (see 3.17.4) to make it different from
the addresses of devices connected to the panelseflthe panel in the programming mode,
please do the following (also see 3.17.6):

- Press buttoffg);

- Select men@ Settings

- Enter the installer code (by default23456>);

- Select® Programming;

- The LCD will display theProgramming mode message and the panel will go to the
remote programming mode via RS485 and RS232 imtesfasing the Orion protocol.

To select the Orion Pro protocol to load or savefigorations, please navigate tkiptions
menu, selecBerial Port, selectOrion Pro in the drop-box for th@rotocol parameter and select
your required Port Speed (9,600, 19,200, 38,40606,/0r 115,200 bps for theort Speed
parameter. The RS232 settings in the panel shalithe following: Operation Mode is
Computer; Bit Rate is the same as for Port SpedtiariPProg (9,600 by default); Control via
Orion Pro set as ON (Enabled). If more than ongep& connected to a computer (Figure 9),
each panel shall have a unique address. See 30t héw to set the specified parameters.

After the PProg startup, first the search of alteyn connected panels and devices shall be
provided. Select the number of COM Port and ctiuk Start Search butt¢@|  in the Search
box on the Devices tab. The app will start seagtior connected devices and will show the

addresses and types of found devices. When thé isaioeind, theﬂ'ﬁ icon will show the panel

status . Hovering over this icon will display th&nel's address and version. Further reading
and writing operations will be carried out for tiparticular panel. To select another panel,
please move the Panel Status to the dust bin, epeht the search again, or drag your required

panel from the found devices list to {EE icon.

50



UUUM Frogramming | oo —_ O
File Edit S2000M Options Language Service Fage: Help
Ra=2ER [+ =
(%= | || e A e
Crevices D ,ﬁ ‘}.‘3 Inspector (Devices)
Parameter walue
Start
COM Port
Search
Search Part |1_ E G ¥
Device Address Type I “ersion |
1 S2000 3.03
11 Signal-20P 2.05
115 S2000-BHI 227
1M S2000-5P1 1.60
110 Signal-10 112
115 S2000-KOL-21 Found devices 145
1ME S2000-KPB 220
1520 S2000-PGE 110
1154 S2000-KS 1.03 Panel Status
135 S2000-k 1.05
[1/120 S2000-5P1 120 |
o .
wnl =
_}
| 13 July, Thursday | 1ms0:s0 [Port: 1 Device Address: 1 version: 3.03 Paort: 1 Device &ddress: 1 Version: 3.03E

Figure 11. Search for Connected Panels and Devices

When a panel found, you can instruct the programesmlout its configuration. To read the
panel's configuration from the panel, selectRead Configuration item in the S2000M menu,
and click the button. If the Orion Pro protocelused, PProg will ask to enter the installer
code to confirm the rights for reading. If a paehew and no configuration has ever been
written to it, it is recommended creating a newfguration rather than trying to read it. To
create a new configuration, seléttw in the File menu or click thg button. Furthezlest
the panel version you want to create a configunatamd clickOK. A new blank (default)
configuration will be created that can be editedexpiired. The configuration may be loaded
from a file. To load a configuration file, seleg@pen in the File menu or click th@ button.
The Open window will appear, select a type of agunation file: Text file (*.txt) or Encrypted
file (*.gpc). Keeping a configuration in the encrgg format protects it from unauthorized
access. When reading an encrypted file, PProgasklto enter the Installer code (relevant to a
loaded configuration).

Further, you can edit your new or loaded configunrat The completed configuration can be
saved to the panel or as a file. To save a cordtogn as a file, please sel&aveor SaveAs...

in the File menu, or click th button. A configtion can be saved either in a text file or
encrypted file. To save configuration to the parnméase select th&/rite Configuration
command in the S2000M menu or pressi&e  button.

With configuration completed, the panel can be cvat from programming to operation mode
by pressing th€LR button if the Orion protocol is used. If the QriBro protocol is used the
panel goes to the operation mode automatically with startup initialization — search of all
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available devices, polling connected devices fatust of each input/ loop, and setup of system
outputs (relays) status. Initialization may takesm seconds to minutes depending on the
number of inputs (loops). After the initializatimcompleted, the panel is ready for operation.

Notes:

1) Do not power off a panel or leave the Programmirggenduring a configuration writing
procedure to avoid corrupting configuration daghould it happens you will have to repeat
the writing procedures.

2) Configuration is written down as a whole if it @aded from file or another computer. After
editing, only modified data is written to the panélriting configuration changes only is
quite faster than writing the whole configuration.

3) Read and write speeds depend on a selected protwcoate (Orion Pro), read and write
data block lengths. The block lengths can be pedbruCompatibility tab in the Options
menu:Block Length to ReadandBlock Length to Write. The maximum read/write rate is
obtained with the block length of 128 bites. Ifckulength results in problems during
configuration write/read, the length of block shbube reduced till 64 bites. The
configuration read/write rates may be slow down nvivderface converters are used in the
system. If configuring is carried out using thed@rPro protocol, especially at high rates of
the RS232 interface, the read/write time is sigaifitly dependent on how the S2000M
panel is busy with other tasks. For example, tilme is significantly increased during the
S2000M initialization when devices are found onR&485 line.

2.3.2 Adding RS485-Connected Devices, Setting ParametessEElements Monitored,
Creating Partitions and Partition Groups

Adding Unis to S2000M Configuration
The devices are added on the Devices tab in thegP$aftware. Two options are available to
add a device: manually or from the list of devicdSunits are connected to S2000M, you can
navigate the Search window and click E (Seabehthon. The application will find units
connected to the computer. The found devices caadded to the panel data base by dragging
them to the Devices window pane. To add a deviceualdy, click the@ (Add Device) in the
Device box. Enter a device address, select its tyga the list, and specify the version. Also
you can enter a device name. The panel can storeliaplay the first 16 characters of a device
name. When adding a unit, select a Default Loggtin When a unit is added, the type selected
here will be set for all inputs of this device,that a type specified properly this way will grgatl
facilitate further setting types for the deviceiputs. TheFire type is recommended for fire
alarm units, thdntrusion type is recommended for intrusion alarm units. é/lcertain units
(S2000-ASPT and Potok-3N) are added, their inpyites are defined automatically.

It can be impossible to select a standard typedéwce does not have a standard set of inputs
and outputs. This situation is possible when S2880T is used where the number of circuits
and supervised outputs depends on the number @0S2BB units connected to it. A new type
of device can be added on the Device Type in thedBtility. PProg offers three templates:
Standard, S2000-KDL, and S2000-ASPT. A customagetemplate is calleBase Templatein
PProg. In terms of S2000M, the Standard temptateséful only for possibility of describing a
PProg-unknown device type adding manually a setpfts and outputs (loops and relays). The
S2000-KDL template is not relevant for S2000M sitieere are more flexible options to select a
"device" for each of 127 addresses of S2000-KDhe $2000-ASPT template allows describing
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the S2000-ASPT devices with connected S2000-KPBhem/creating a device type on the
S2000-ASPT template, specify a number of "slaveO082KPBs. Each S2000-KPB provides
the S2000-ASPT with two loops, one S2000-KPB stamysit, and six supervised outputs.
Totally up to 16 S2000-KPB can be connected to $2000-ASPT controller. The first
connected S2000-KPB adds Input 20, Loops 21, 2Ratays 21-26, the second one adds Input
30, Loops 31, 32 and Relays 31-36, etc. When SZERT units are used without slave S2000-
KPB, they are added to a panel configuration daradard type.

It is recommended adding S2000-KDL (S2000-KDL-2)a panel configuration as Standard
with further setup as required in accordance wittirassable devices used. Added as Standard,
the S2000-KDL has 127 inputs (Loops) and does a®t hany outputs (Relays). Inputs-loops
are used to control detectors and addressable gxxpamodules.

If S2000-SP2 (S2000-SP2 mod 02) addressable maslulsed,Input shall be converted to
Output. This can be done in PProg, in the Partitions italbhe Device (Inputs) window pane:
Expand the S2000-KDL's Inputs list, select a rezfli{input) loop where the S2000-SP2' relay is
connected and click t@P2button. This conversion must be done for all teedurelays of the
S2000-SP2.

If S2000-SP4 (S2000-SP4 mod 02) damper addressaialales are used, element types shall be
converted for their occupied addresses. This eaddme in PProg, in the Partitions tab, in the
Device (Inputs) window pane (see Figure 12). Sedextquired Loop with a number according
to the first address occupied by S2000-SP4 in SKIDD address array, click th8P4 button.
The selected loop will be transformed into elemeAigtuator and Relay, the next two inputs
(loops) will be converted into Outputs, and another loops to that of the auxiliary type.

The Actuator element (see Figure 185-  ActuatoR)1i@forms on an air damper general status
and can be controlled with the S2000M or S2000-B&tmands. It can have the following
statesActuator in Operating Position, Actuator in Initial Position , Actuator Failed (when it
fails to go to the operating or initial positip@nd Actuator Error (wrong combination of states

of circuits monitoring the air damper position)Isé it reports on the S2000-SP4 status and Test
button status.

Devices (Inputs) LP SPZ SP4 ﬁ X
e B By INpUE120 i
"B B Input121
e B BT INpUE122

BB Input126 (52000-5P4)
"B B Input127 (52000-5P4)
-------- C—E—) Monitored output: 124 (S2000-5P4)
-------- C—E—) Monitored output: 125 (S2000-5P4)

e O |l ok

18 July, Tuesday 09:02:43  Convert to 5P4

Figure 12. Adding S2000-SP4 to S2000M Configuration
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The Relay (it also has 123 # in the above exaniiptan be found on the Relay tab) can be used
for automatic control of a damper using standardtrob programs and control scenarios of

command respectively. The Control Delay and Acfiome parameters of the command are

ignored.

The next elements (124 and 125) are converted tpufaithat reflect the states of the Bl
operating position output and B2 initial positiontput of the S2000-SP4 unit. They can have
the following states: Output Normal, Output OpemeGit Fault, and Output Short-Circuit Fault
and can be used to obtain more details on outplitin@ions in addition to general information
on actuator (damper) faults.

The next two elements (126 and 127) converted xdiaty loops inform on the states of KB1
operating position limit switch and KB2 initial gten limit switch, as well as switch circuit
faults. The limit switch status includes normalxidiary loop activations, circuit fault status
such as Input Open-Circuit Fault, Input Short-Cirdtault, and Input Disabled. This can be
useful as additional details to general informatiomthe application equipment status. Please
keep in mind, that S2000-KDL (S2000-KDL-2I) repoatis states of limit switch circuits, if the
Monitored (Supervision) parameter for these cigcust enabled in the damper settings in this
device configuration.

Creating Partitions (Zones)

Partitions can be created on the Partitions tabis #ab page includes two window boxes. The
Partitions (Loops) upper window includes the tréepartitions with elements in each. The

Devices (Loops) box at the bottom includes the tfepartitions with their monitored elements

in each: loops, outputs, device status monitorechehts, "readers”, notification routing links.

To add a new patrtition, click the Add Partition tbut@ (in the Partitions pane). The maximum

number of partitions is 511. A unique number (14tdigits) shall be entered in the Inspector
box. The Description field is used to add a custame for partitions. Please, keep in mind, the
panel's LCD can display no more than 16 characfeagpartition's name.

Notes. If reporting is based on the Ademco Contact ID @eot by the S2000-IT or UO-4S
devices, a partition number shall not be more ®@n The restriction of a partition maximum
number is in place for messages transmitted bR®202TD and ATS100 radio transmitters.

To add elements to partitions, please drag themm fitee Device (Loops) tree to the relevant
partition of the Partitions (Loops) tree. You aag single or multiple elements at a time. To
drag multiple elements use the mouse left buttowambination with the <Shift> or <Ctrl>

keyboard keys. The Shift key is used for a rargjecsion, the Ctrl key is used for individual

multiple selection. If a device is moved to a piam, all its elements (inputs and outputs) will

be added to this partition. Here, you can alsigashe following parameters to the elements:
type, number, and description. Select a requitethent in the Devices (Inputs) tree and set
required parameter values in the Inspector boxu &an specify a required name of element in
the Description field. The Contact ID Zone fiekl used to specify — numerical ID used for
transmitting messages via the S2000-IT and UO-4&eée and RS-202TD and ATS100 radio
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transmitters. Consideration should be taken tf@443$ has restrictions in respect to a maximum
number for the Contact ID Zones.

The type of element is selected in the Input/Logel drop menu. The Fire type shall be
selected for inputs responsible for automatic fietectors, the Manual Call Point shall be
selected for inputs monitoring manual call poinfsfFire2 event is required to report the

activation of a manual call point. If an inputresponsible for manual release point (EDU513-
3AM), the Manual Release shall be selected. I ¢thse, the manual release point will activate
fire protection equipment in the partition (zoneg)ere this point is included in.

Elements not included in partitions are usually saved to the panel configuration but for
elements with their parameters defined (types, rgegms, Contact ID Zones) or elements used
in the event rename scenarios. They are saveldeipanel configuration, if th&/rite Free
Element Parametersis enabled in th®ptions>Compatibility .

Creating Partition Groups

Partition Groups are created in the Partition Gralpin the PProg application. The tab window
includes two panes: the upper pane (Partition G&pspowing partition groups with included
partitions, and the low pane (Partition) showing tist of system partitions. To create a new
partition group, please select t@ button (Additkam Group), enter a number consisting of
up to 4 digits (it shall not coincide with numberfspartitions), type your required name in the
Description field (no more than 16 characters).rthear, add partitions to your created partition
group by dragging them from bottom part of the vawwd You can add a single partition or
multiple partitions. To select multiple partitigngou can use the left mouse button in a
combination with Shift or Ctrl. When the root ofartition tree moved to a group, all system
partitions will be added to this group. A partitigroup can have any number of partitions; each
partition can be included in more than one groum dime. The panel supports up to 128
partition groups.

Notes. An operating action (e.g. arming/disarming) ispect to a group-included partition takes
longer than that with a partition not included inyagroup. The more groups a partition is
included in, the longer time it takes to arm/disahma partition. Therefore, the partition should
not be included in many groups simultaneously, ssebsolutely needed.

2.3.3 Setting Control Permissions for Partitions and Parition Groups,
Programming User Codes (Credentials)

Information defining rights to control partitionscludes access levels, codes and device "right
(aka control associations). Access levels andcaggvermissions can be programmed with PProg
only, credentials (codes) can be programmed usi@dProg utility or the panel's menu.

Access Levels are created in the Access LevelsTale.tab page is divided into two panes. The
Access Levelsipper pane includes tiiecess Leveldree. Each access level includes partitions
and permissions to control. THeartitions pane includes all panel partitions. To create an
access level, please click t@ Ad@ Access Level button. Go tdnspector and specify an

55



access level number in tidumber field (1 to 252), and its name in ti@escription field
(optional). Then include required partitions te tiew access level giving permissions to control
them. Please note that a partition can be regllayeno more than eight access levels. A
partition can be added to an access level by dngggifrom thePartitions pane to a required
access level in the Access Levels pane. Then salgetrtition in this access level to define
permissions for control commands: Arm/Enable, Drg&isable, Auto On, Auto Off, Start
(Activate), Stop (Abort), Activate/Deactivate, aficest On. When no access actions are
permitted within an access level, it can only allMewing accessible partitions.

The Access Level has a Control Style parametere Sifow Status before Controlshould be
assigned to users authorized to control multipkitpens via S2000M and S2000-K. This style
should be also selected for the control operatsinguthe S2000-KS keypad, S2000-BKI and
S2000-PT control and indication units. After eimgra PIN code (presenting a token) with this
access level assigned, the devices will show atiparstatus on the LCD of S2000M / S2000-K,
or on a reader's remote LED indicator if deviceshwieaders are used. To control from the
keyboard of S2000M or S2000-K, select a partitiod aommand; to control from indication
unit, press a relevant button; if a reader is usedhis, present a token once again.  The
Immediate Control style is mostly suitable when iButtons and/or Broty card tokens are
used, especially when S2000-Bl or other means a&ed Uor partition status indication.
Presenting these tokens will result in arming/disag a partition depending on its status. This
style can be helpful for control via S2000M, wheruser is authorized to control a single
partition. When a PIN code with such an accessl lsventered via S2000M, a relevant control
command is offered to be simply confirmed. Thuseuires less user actions to control a
partition.

Codes (credentials) can be added and edited ib¢kes tab. When entering a code, specify its
number, code value, access level, and user narmeseTparameters are defined in the Inspector
box. To add a new code (credential), click @5 ttdoy enter ID number in the Number field,

a credential code in the Code field, a user namthenUser field, and an access level in the
Access Level field. The Duress Code parameter iantnfor special credentials used by a user
coerced into disarming. To edit the parameterspioalick a relevant field and enter or select

new data.

A user number can range from 1 to 2,047 to idemtibser in the system along with a user name.
This number identifies user in messages reportadSZ000-IT, UO-4S, and S2000-PGE units
and RS-202TD and ATS100 transmitters (maximum nurobé&ansmittable user ID is limited
for these devices). Code No.1 is always a mair ¢ottaller code). This is a PIN code of 1 to
8 digits. The user codes can be numbered by 20#/2 The user name is any textual string of
up to 16 characters. This is more informative tlaanser ID number to identify a user in
messages displayed on a panel LCD or when printed.

The type of credentials (codes) is defined autarallyi and may be the Code (any PIN codes) or
Token (iButton or Proximity card) type for user esdCodes for S2000-K keypads must contain
four digits. If codes are to be presented via SR0@Panel they may contain from 1 to 8 digits
each. The acceptable code length for the S20008kfimed by the Code Length menu item.
The panel automatically accepts a code after emggene number of characters as set in the menu
item. The Code Length parameter is changeabldenrange of 1 to 8 characters. When
accessing partitions by SMS messages using UOhg&Sauthentication is based on the phone
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number added to the panel configuration as a Ptié.cdf a phone number is too long, only the
last 12 digits are used. When partitions are otlett using SMS via S2000-PGE, the
authentication is provided by the PIN code spediirean SMS message.

An authentication code may be enrolled to a paasfiguration manually using a PC keyboard

or directly from devices during polling by PProg.PIN code can be entered from S2000-K and
S2000-KS. Tokens (iButton and Proximity card) dsnenrolled using readers connected to
system units. Reading authentication codes frotleghalevices are especially relevant during
enrollment of Proximity card with no authenticaticode specified. Authentication codes can be
retrieved from a device, only if it is polled by 8. If a device is not polled by PProg, it has to
be found in the Search pane of the Devices tab. pé¢feen the device is found, please click the
@ button in the Codes tab and present a token @Buit card) to the reader. The code value
will appear in the Code field. In case of a PINlepenter four digits of a PIN code on the

S2000-KS or S2000-K keypads. The authenticatiadesaan be programmed without PProg
from the S2000M keyboard (see 3.16).

To assign partition control permissions to RS48¥%i€ks, go to the Assignment tab. The upper
part of the tab page shows devices included tad#iabase with each device having partitions
authorized to be controlled from the device's kelypareader. The lower Partitions pane shows
the list of partitions. To authorize control opartition by a relevant RS485 device, move this
partition onto this device's icon in the Assignmeane.

Token-based authentication can be configured towaliurther control commands from the
S2000M panel or S2000-K. Select the Assignmentriahe PProg utility; select a controller
with a connected reader where a token will be mrtesketo allow further control commands
initiated from the S2000M and S2000-K. The attrlsuof this device will appear in the
Inspector box with the Reader Assignment item asbksonly. Double click this item to see
the list of devices. Select the S2000-K keyboardé¢ used after presenting a token to the
reader. If the control commands shall be initidtedn the panel, please select the S2000M. If
"No" selected, the control will be provided by thecond presentation of the same token to the
reader. When partitions are operated (armed/desdyrratc.) using the S2000-K keypad (or
S2000M), the permissions of the keypad (panelpereitized over a reader's permissions where
a token is presented.

Notes:

1) The Token's access level should have rights toralbohe partition only, since the
option to select controllable partitions is proxddanly by panels and keypads (S2000-
K and S2000-KS). Such a token may have rightotdrol multiple partitions but the
privileges of devices (controllers such as S2008Huld be defined in a way that
when presented to a specific reader, a token catratanly one partition from this
reader. This allows using one token to control ssvgartitions but through different
readers only. In other words, a specific token lmampplied to a reader to control one
partition only.

2) The S2000K keypad of versidn01and S2000-4 controller of versioh€1and1.02
are not supported by the panel for partition cdntro
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2.3.4 Setting Relay Control

This chapter discusses settings of the relay ositpantrolled by the S2000M panel.

Available automatic control of relay outputs is ciédsed in 1.4.8.

It is desirable to create general signal outputh sisFault, Fire, andStart by assigning special
output types:General Fault, General Fire, and General Activation. Same local outputs
(reporting only from the part of the system) canirnplemented with help of standard control
programs such aNo. 14 Fault No.13 Fire Output, andNo0.39 Turn On If Activated. It is
highly recommended implementing Faults and No.l&rml Outputs with help of the S2000-SP1
as this device monitors the communications to SRDGOW opens an output in case of
disconnection. In case of geneFdult outputs, the period of disconnection (timeout befo
sending a Fault signal) is defined by the Contratidn Time parameter in the S2000-SP1
configuration. When Fault and Alarm Output are lienpented using the standard control
programs, this time is specified by the ControlidwatTime (Relay Action Time) parameter in
the S2000M's configuration (relay control paranmssattings).

To control system appliances (fire protection eqept, voice alarm devices, etc.), the standard
control programs shall be used (see 2.3.4); altealg, relay control scenarios (2.3.5.1) can be
used if the capabilities of standard control proggaare not enough. It is important to specify
output types corresponding to the connected eguipsiace the type defines how activation of

system appliances is indicated (see 1.4.8). Iputst(relay or voice alarms) of Fire Protection

Equipment and Extinguishing types are to be atddt/avith a delay, the Generate Relay Event
attribute shall be enabled for these relay in th@iguration of relay control units.

To use manual control functions the following shibloé met:

1) The output types shall be other than Relay (default) type. TheRelay (default)
output supports only automatic control;

2) The Auxiliary , Fire Protection, and Extinguishing outputs shall be associated with
control programs or scenarios that define relajustaf manual activation occurs. The
control programs set strict control parametersnfi@anual activation — they correspond to
the first (the highest priority) condition of theitamatic activation (see 1.4.8.2). For
example, if the prograNo. 3 Turn On for a Timis selected, the relay will be turned ON
without a delay when manual activation occurshé progranmiNo. 2 Turn Offis selected,
the relay will be turned off in this case. If saepns are used to control relays, the
Manual Activation condition shall be included irseenario step launch condition. In
this case, when activated manually, the relay balturned on with the parameters of this
step. The Manual Activation status relates tocthrtrolled relays so that there is no need
for specifying partitions where this status willpaar.

3) Outputs shall be included in partitions (zonesyethote control point EDU 513-3AM is
used for manual activation of outputs (relays, @atarm outputs), it must be included in
the partition (zone) with controlled outputs.

4) Itis necessary to add codes (credentials) witlesgtevels authorizing manual activation
and abortion. If fire protection equipment is to bentrolled manually using the
S2000M'sSTART and STOP control buttons or the S2000-PT's manual contribis,
Start (Activation) andStop (Abort) permissions shall be applied. To enabletrb of
other outputs using the S2000M and S2000-BKI, teengssion (Yes) for the Control
Actuator item shall be applied.
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The Relay tab provides settings for relay outputticd. The tab window has two panes. The
Partitions (Relay9 upper pane shows the partition tree with thediselays associated for each
partition. The Devices (Relays) pane shows the tfeall system devices with relays. To
associate a relay output to any partition, dragréiay form the Devices (Relays) pane to the
corresponding partition in the Partitions (Relgyahe. The view can be changed. Alternatively,
the Devices (Relays) pane shows devices with relaysgere each relay shows the list of
associated partitions; the Partitions (Relays) loeeel will include the list of partitions thatca
be associated with relays. In this case, the Gasons" of partitions with relays are done by
dragging a partition to a device relay. If outpate to be controlled by several partitions it can
be associated with these partitions the same wag .pfocess of associating can be simplified in
the following way: select several partitions oraga, use "Shift + left mouse button" (range
selection) or "Ctrl + left mouse button" (multipkelection), then you can drag the entire
selection. When an output or multiple outputsdnagged to the root of the Partition tree, they
will be associated with all system partitions.allernative view is used, the same is provided by
dragging the root of the Partition tree to an otitpMvhen a device is dragged to a partition
(alternatively, a partition to a device), all devigutputs will be associated with the partition.

The following relay output parameters shall be msdt control programs, activation delay,
and control action time. Select a relay in the Devices (Relays) pane,itspector box will
show all current values for the parameters. You d@ange them as required. Control Action
Time and Activation Delay can be set in range & 8,191.875 with increment of 1/8 second. If
Control Time is set as 8,191.875 sec, an outpuito@ilON for an unlimited amount of time.

In addition to settings by the PProg utility, canfiing device outputs by UProg may be
required. The outputs of relay expansion modubgtthe following attributednitial Status,
Control Time, andOutput Event. The Initial Status parameter defines the status an output
goes first right after a device is powered on. sT$tatus can be ON or OFF depending on the
panel's control program applied to the output.arfoutput is controlled by activation control
programs (Turn On, Turn On for a Time, Siren, ASPhge Initial Status Control Program
parameter has to be set as OFF. The Control Adtiore shall be used only for S2000-SP's
output reporting a generkhult signal. The outputs of S2000-KPB unit have thépQuUEvent
parameter (or Relay Event). If the output evemnabled, the relay's switching ON/OFF will be
reported by the event messages respectively. Teateaeporting is enabled for outputs
controlling fire protection equipment — the S2000k&s them as a confirmation signal of output
activation to generate ti@utput Activated event.

When the centralized (on-line) control of relay puuts of other devices is configured, it is
necessary to disable local (standby) control fes¢houtputs, since the outputs used in a device's
internal tactics ignore commands received oveilRBd85 interface. For units such as S2000-4,
Signal-20P, Signal-20, Signal-10, this is achielsgdemoving loop-outputs associations in the
units' configuration. In case of the S2000-KDL woher, the local (standby) control is disabled
by selecting No Control as a control program foroatput. In case of the Signal-20 series 02,
the Control Action Time parameter shall be defimedhe device configuration as this device
ignores the control time set in the panel configara

2.3.5 Setting Control Scenarios
(Removed for this version)
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2.3.6 Setting Event Reporting

2.3.6.1General Information on Event Reporting

The event reporting is configured on the Event Bigatab in the PProg utility. This tab is used
to select events to be shared for printing on ad8RBconnected printer and transmitting them
to ATS-100, Rif String RS-202TD-RR, TRX-150 (TRX»@) radio transmitter, S2000-IT

communicator, UO-4S/2 GSM communication device, B2BGE system (Phone-GSM-

Ethernet communication system), and S2000-K keypad.

To set event reporting, one has to define recipievices and events to be shared with these
devices.

The recipients are shown in the upper pane of fenESharing tab. The Printer element is
included by default. Report settings providedRointer are applicable to devices connected to
the Panel's RS232 interface such as printer, radismitters, and workstation with installed
event reading applications suchRISUEventReader or HyperTerminal. RS485 units can be
added to recipients from tH2evicespane. If theTo All Devicesitem is added to the list, the
events are reported to all RS485-connected deviddse To-All-Device reporting has some
disadvantages over to the targeted transmissiensdime event selection for all devices, limited
amount of information; however it is faster thae tArgeted transmission if there are more than
five target devices.

Each recipient can have an individual event filtdihe filter defines what event messages are
shared with a recipient. Filtering is carried duyt category and source. The messages are
grouped into the following categories: Fires, Aiar Faults, Arming/Disarming, Loop
Arming/Disarming, Service, Auxiliary, Access, Relalfach category may be banned or allowed
with respect to all events related to the categditye category-related list of all events supported
by the panel is provided in Appendix E. Each catggan be allowed or banned with respect to
all events related to the category. The origimalreses of events are partitions, partition groups,
and system elements (loops, inputs, addressal#etdeg, relays, device status outputs, readers).
A recipient device shall be associated with Partgi or Partition Groups originating events
reported to the recipient device. To allow eveah$mission from an element, add a partition or
a partition group where this element belongs. do an out-of-partition element, add theee
(Individual) Elements item to the list of device partitions. To report partition (partition
group) arming/disarming, add this partition (p&oht group) to the list of partitions of the
recipient device.

To configure the event transmissions as descrilbedeg please do the following in the Event
Sharing tab:

1. Select a recipient device in the Event Transmissigper pane. If a required device is
not available, add it from the Devices pane.

2. The Inspector (Events) box will show event categpmvith selectabl&es andNo next
to each. Thé&'esvalue allows sharing events of related categotiesNo value inhibits
it.

3. Switch the Partition view by clicking tf@ buttomthe upper-right corner. The list of
devices will be replaced with partitions and paotitgroups. Move required partitions
and partition groups from this list to the icontbé recipient device. The device will
show the list of partitions. If no event transrmossfrom some partition to this device is
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required, these partitions shall not be includethts list. To transmit events from off-
partition elements, please move the Free Eleméinee (Inputs) to the list of partitions.
To return back to the Devices pane view, cIick%ebutton.

Warning:

1) The event reporting/sharing can overload the RS#Bé&rface to affect system
performance. To have the system not overloadedetent sharing can be limited by critical
events only such as alarms, fires, and faults.epont events to many S2000-K keypads, you can
use theTo All Devicesoption.

2) To make the S2000-K keypads show panel-reportedigvihe Event Indication and
Alarm Indication parameters must be set. Settiagamission to keypads is optional. In case of
keypads, the events reports are required for edisptay and audible alarms only, and they are
not used for arming and disarming. The S2000-K kegpmay not support some panel's event
reports. In this case, such events will be inditdig the keypads. See the User's Manual for
S2000-K for the list of the unsupported events.

3) Settings of the&s2000Mrecipient define what event messages are to bersbovthe
S2000M. The unselected messages are not reported 52000M's event log. This option does
not affect the event transmission to the OrionHystem, other devices, and log printing.

2.3.6.2Setting Event Transmission to S2000-1T, UO-4S ver,and S2000-PGE

Combined with the S2000M panel, system units sucls2000-IT, UO-4S ver 2, and S2000-
PGE shall operate in the Slave mode. The rep6i®2000M (ver.2.0 and later), UO-4S mod.2
and S2000-PGE can include numbers of partitionsta&a ID Zones and User. This option must
be configured in the panel. The code number irpdreel is sent ddser Number. Zone Number
for the Contact ID protocol is an element param&tewn as ID Contact Zone in the PProg
utility. This parameter can be set within the rangé to 999. The details for the related settings
are provided in 2.3.2, settings for user code asxiibed in 2.3.3. The S2000-IT ver. 2.00 and
higher can receive zone numbers in reports from pheel, if the version of S2000-IT is
specified on the Devices tab, when the S2000-lddided to the panellf sharing is set as To

All Devices Zone Numbers are not reported in the event messages

S2000-IT communication over phone lines is quitavsiSo it is recommended selecting most
critical events (alarms and fires) to be sent ® ¢dbmmunicator. When the message buffer is
overflowed it can be cleared manually (see 3.13.5).

2.3.7 Setting Lobby Alarm Inputs

The settings for the Lobby Inputs are provided lo@Ltobby Inputs tab in the PProg utility.
The Lobby Inputs pane includes the list of inp@iste be alarmed after an exit delay. There can
be up to 32 lobby inputs for each S2000M panele Dievices (Inputs) pane includes the entire
list of system devices and related inputs. Toteré@e Lobby Input, move a required input from
the Devices (Inputs) pane to the Lobby Inputs paeé,seconds for delay (0-254 sec) before
switching fromLobby Alarm to theAlarm status.

Note: All latest input/output controllers (Signals, $234, and S2000-KDL) support the
Lobby Alarm tactics. To use this input, pleasesghput # 7 Lobby Input and define seconds
for the alarm delay. To implement Lobby Inputssitecommended using capabilities of RS485
input/output units rather than the S2000M panel.
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2.3.8 Setting Custom Event Messages

Customizing event messages allows messages tomamee for printing and display and on the
S2000M panel instead of standard system messages.

User can rename messages of monitored elementsimplys /loops, addressable detectors and
expansion modules, output-actuator transmissioh pabnitoring circuits, status monitoring
circuits.

The standard messages supported by the panelsmebael in Appendix E. The user can create
up to 32 renaming scenarios. You can rename dpuiostandard event messages within one
renaming scenario. In addition to new name, yauasnge an event category. The name of
event is an arbitrary string of 16 characters. €lent category is used in settings of event
reports to communication units. This renaming fiomc is mostly relevant for auxiliary
input/loops usually monitoring the status of sompeli@ances and equipment. For example this
function allows replacing standamux Input Restored and Aux Input Active with other
messages such Bamper OpenandDamper Closedrespectively.

Warning: This renaming mechanism does not change thesstdtan element thus it does not
affect relay control and zone (partition) statusnascated by indication units.

To set up a renaming function, please navigaténéoRename Events tab in the PProg utility.
Create a renaming scenario, select an originatlatanmessage, specify a new name, and select
a category for a new event. You can add otherethemaming rules, if required. The new
scenario is assigned to elements (outputs andshpwtill be applicable to.

2.3.9 Indication Units Control

Indication appliances such S2000-Bl, S2000-BKI, 2T, and Potok-BKI show the
status of the S2000M's partitions (zones). Theitmars must be added to the S2000M
configuration in the PProg utility. The indicatiamits are programmed by the UProg utility.
This procedure includes setting a partition nunfbereach LED, selecting a type of indication
and duration of sound signal. Those settings aoeigh to display the current status of partition
when the units are connected to the panel.

Arming and disarming are performed by pressing dbgesponding key on the S2000-BKI.
Key-assigned actions are set for each partitioividdally. Any version of S2000-BKI supports

Arm, Disarm, Arm/Disarm, and Unused. In case oD@ERBKI (ver.2.25 and later), the

following available: Reset, Activate (Actuator).ed@ctivate (Actuator), Activate/Deactivate
(Actuator). Since in the Orion system partitioms eontrolled only with authentication by PIN

codes and tokens, they shall be added to the ganéiuration, their permissions for required
partitions shall be defined by creating and assigraccess levels in the PProg utility. The
Control Style parameter must be set as DisplayStagfore Control.

Also relevant partitions shall be assigned to tR@0B-BKI on the Assignment tab. The S2000-
BKI has an input to connect a reader to use tokemgsin access to S2000-BKI control buttons.
When a location of the S2000-BKI excludes unautteatiaccess to the unit's controls, PIN code
with control permissions can be written to the agunfation. This can provide access to S2000-
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BKI control buttons without presenting tokens te tikader. Please see 2.3.3 for more details on
PProg settings for partition control permissions.

2.3.10 Building S2000-ASPT Extinguishing Control System

To build a fire extinguishing control system based the S2000-ASPT, the following
components are required:

- One S2000M panel;

- One S2000-ASPT unit for each flooding zone;

- One S2000-PT for each four flooding zones;

- One S2000-SP1 for sending Fire, Release, and &iguakls to the alarm receiving
station.

Such system configuration ensures that each flgodone has its own status indication and
controls on the S2000-PT units. The S2000-PT piswides general indication of a protected
site status. The S2000-SP1 transmits Fire andaRe|eFault signal to the alarm monitoring
center. Also the system functions may be enhamgddthe help of other units. For example,
adding S2000-KPB to the system, you can controkrofire protection subsystems such as
audible and visual alarm devices, etc.

Compatible versions:

- S2000-ASPT ver.3.50 or later. The version 3.x68000-KPB can be updated
to 3.50;

- S2000-PT ver.2.00 or later. To show pre-activatoantdown, it is recommended
using the S2000-PT ver.2.5 or higher. If S2000e®PDlder than version 2.5 is
used, the pre-activation time countdown will beigated on the S2000M only.

- S2000-SP1 ver.1.20 or newer.

Recommended process of configuring S2000M:

1. Add units to a configuration.

2. Create a partition for a flooding zone. Speci§/name. Include all elements of
one S2000-ASPT to this partition. Specify elemeatmes, if required.

3. Create an access level (or multiple ones) to cbfiroding zones using S2000M
and S2000-PT. The access level shall accommoldatgirig zone partitions; and
permissions or bans for various control functiomsllsbe defined for each
flooding zone:

- Arm/Enable: Resets alarms

- Disarm/Enable: Disables monitoring of fire inputgfouts (the function is
available on the S2000M panel only and unavailahléhe S2000-PT.)

- Auto On: Enables the Automatic Extinguishing Mode

- Auto Off: Disables the Automatic Extinguishing Mo@€enables the Manual
Extinguishing Mode)

- Start/Release: Manual Activation of fire extingurghinstallations

Stop /Abort: Inhibits manual activation of firetarguishing installations

4. Add tokens (Touch-Memory) for S2000-PT's contraid N codes (optionally)
for S2000M's controls. Assign access levels aret names to the tokens and
PIN codes.
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5. Go to the (Control) Assignment tab for the S2000M all S2000-PT units and
choose partitions (zones) to be controlled by them.

6. CreateGeneral Fire, General Activation, andGeneral Fault system outputs by
selectingGeneral Fire, General Activation, and General Fault types for the
S2000-SP1 outputs in the PProg utility. TRee output closes when any
monitored elements go into théire Pre-Alarm, Fire, or Fire2 states; the
Activation output closes when any of monitored elements guesheActivated
status. These outputs are normally open. Hdndt output is normally closed. It
opens, if any of elements is in faulty conditionommmunication fails between
S2000M and S2000-SP1. The communication faultduhef General Fault
output is defined by setting the Relay Control AotiTime parameter for the
S2000-SP1 configuration in the UProg utility.

A partition (zone) number for each flooding zoned ageneral indicators operation shall be
defined for each S2000-PT configuration in the WPrdility. When theDevice option is
selected, the general indicators show the genttlssof flooding zones as indicated by S2000-
PT. If thePartition option is selected and partition (group) numbespscified, the general
indicators show the status of this partition (groufhis option allows creating general status
indicators for all flooding zones, if they are gped into a single partition group indicated by
general indicators of the S2000-PT unit.

The S2000M has a set of standard relay control rpmog to control fire extinguishing
installations. The&switch ON/OFF When the Auto Mode Enabled/Disabledcontrol programs
supervise an extinguishant release mode and casduzeto control théuto Off warning light.
The Switch ON If Extinguishant Releasedcontrol program can be used for initiating an
activation signal to one extinguishing installatibor all flooding zones. Switch ON If
Extinguishant Release Faileccan be used for starting a secondary extinguisimstgllation. If
extinguishing automatic control cannot be achiewgidg the standard control programs, control
scenarios can be used.

2.3.11 Setting Water Extinguishing Control System

The S2000M's key function for the Potok-3N extirsdping control system is to show the status
of system extinguishing units on the Potok-BKI dagpunits. Also, the panel allows a user to
enable /disable the automatic extinguishing contrmide and activate/abort extinguishant
release. The Potok-BKI indication unit shows saté one pump station and four water
extinguishing (pump/valve) units. The actual numbflepump/valve units is determined by the
configuration of the Potok-3N system, in turn, tenfiguration is determined by the type of
water extinguishing installation. The Potok-3Nteys has inputs to monitor control modes
(Auto or local), On and Off states of pump/valveitsinpower status and faults. These
monitoring inputs of one pump/valve unit shall bewuped into one partition to indicate status of
the unit. Similarly, monitoring inputs of each poivalve unit shall be grouped into individual
partitions. Also, an individual partition shall loeeated to monitor a pump station status. The
partition can include inputs monitoring the statols Potok-3N as well as system status
monitoring inputs. The status of Potok-3N is moratl by the following inputs: device status
input (Armed or Fire status), control mode inputit@gated or local), release/start or fault
supervise circuits, mains and backup power stafdse system status inputs include: manual
release inputs, system pressure inputs, operatoate nmputs, and fire tank water level inputs.
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Some configurations allow the Potok-3N unit to selae extinguishing control mode (auto or
manual release) and to activate/abort remotelyaselef extinguishant. It can be achieved via
two approaches: by user manual commands or autmatigtby event changing an input status
(e.g. by Fire or Fire2 signal received from a diebdecsystem or manual call point).

The operation mode can be auto start or local (mlamelease. It can be monitored and
controlled via an input supervising the operatiood of Potok-3N. The number of this input is
26 for Potok-3N units. The input can be includedatpartition to control Potok-3N's release
operation mode and to monitor the mode status. dibthis input to a partition in the PProg
utility, please set the type of input @peration Mode (Release Mode). The remote release
(start) input is used to activate and abort magubk extinguishant release. The number of this
input is 32. To add this input to a partition metPProg utility, please set the type of input as
Remote Release

To operate the Potok-3N manually using the S200@viep and the Potok-BKI module, the
following privileges shall be provided:
1) Create an access levels with permissions to comtrphlrtition containing
Potok-3N's Operation Mode and Manual Release inputs. Provide
permissions for commands to be available for useoperate Potok-3N. The
following commands are possiblauto On, Auto Off, Release,and Abort
Release
2) Add a user authorization code (credentials sudhlldscode and token code),
assign an access level, and enter a descriptiongna
3) Provide permissions allowing user to operate atmartfrom the Potok-BKI
or S2000M units.

Details for programming user codes (credentialsl) @artition control permissions are described
in 2.3.3.

2.3.12 Setting Rupor Voice Alarm System

Auto (usually by Fire signal) or manual control goands are initiated with the help of voice
alarm scenarios. Multi-option notification is pddsi when a Fire-driven voice alarm and
activation delay may depend on the conditions beptsite areas. A scenario has a set of
conditions for initiation of various scenario venss in one area depending on the status (Fire
signal) of fire detectors located in various are@s protected site. Voice alarm versions are
determined by the activation parameters set fan saenario condition: number of a voice alarm
message (actually, it is number of VA scenario aimmhg voice message), activation delay, and
control action time).

The voice alarm scenarios are programmed in theoRdgvice. Each scenario includes
preamble (ear catching audio fragment), voice alan@ssage, pauses between voice fragments,
audio play delay, and clip duration. Up to fivesarios can be created for one Rupor device.

Scenario conditions are based on the check foraewith specific states in defined partitions.
A condition is deemed true (satisfied), if at leage of elements goes to one of the states as
specified in the condition. Conditions are groupsid steps. Each step includes a permitting
condition and inhibiting condition. The total catoh is satisfied, if the permitting condition is
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true but inhibiting condition is false. Each stegs attributes defining voice alarm initiation if
the total condition is true, they include the fellag: VA scenario number, (control) activation
delay, and control action time. Thus each scersddp is one option of voice alarm notification
that may be different from other options by acimatdelay, voice message, and message
duration. A scenario may have associations witltiple Rupor devices. In this case, they are
controlled identically and synchronously.

In respect to the actual operation of the voicenalaystem, these capabilities will be used as
follows. First, voice alarm target zones shallitbentified at a site. Further, create a control
scenario for each zone. Assign the scenario todtguts (Relay#1) of the Rupor devices of this
voice alarm zone. Before describing control scendhe following has to be clarified: what
voice messages and activation delay shall be apgkpending on the fire location: how a voice
alarm message and activation delay shall be valggending on which escape routes are free
and which are blocked by fire. The scenario stepmlly include both permitting and inhibiting
conditions. These conditions usually inclugee or Two Fires states. The permitting condition
describes a site area (list of partitions) whefieeasignal triggers a voice alarm message with an
activation delay and duration period, whereas &ibiting condition includes a site area, where
a voice alarm message with such parameters caenattivated (if another message should be
played under these conditions or another parametieosild be applied). A scenario can include
up to 254 step-conditions. The panel checks s@enanditions (steps) one by one till satisfied
condition is found or all scenario conditions aregessed.

A voice alarm scenario is created on the Contrein8dos tab in the PProg utilities. To create a
scenario, click the Add Scenaric@ ) button in ©entrol Scenario box. Select thice
Alarm scenario type in the appeared box and click OHickGhe Add Scenario Stepbutton.

Go to the Related States and Partitions pane,tgedemitting condition an inhibiting one, if
required. The condition is created by adding part# and satisfying status to this condition
(Usually Fire for VA). A manual activation condition is creatdy adding the Manual
Activation status. Then define step parametermber of voice message, activation delay, and
control action time (in seconds). If required, yaan add more scenario steps, totally up to 254.
Further, you have to associate an available saendth Relay #1 of Rupor unit. Select the
created scenario in the Control Scenario panegtsRigoor in the Devices (scenario assignment),
and select th&cenario parameter in the Inspector panel, and select aireztjscenario in the
drop down menu. A control scenario is assignedlltdrRupor devices in a voice alarm target
zone. The Rupor's Output 1 shall be set as Fo&&on in the Devices (Inputs/Outputs) pane
of the Partitions tab area.
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2.4 Getting Started

Before starting the panel, please make sure thel pggmmounted properly as designed.

When the panel is powered on, the LCD is illumidaaed the power LED is on. When RS485
devices are connected to the panel interface, @dnelmenerates a message reporting on found
devices. The following messages can be sBe&wvice Reboot(generated by a device when
turned on) andPower Failure (generated by some devices in low-voltage conailio The
RS485 unit may generate t®wer Fault message when it is cut off, and when it is further
connected to the panel, the panel can retrieveetrest message to show on the LCD. When a
printer is on, it starts printing messages reldtethe panel startup and reset, printer's startup,
found devices, etc. When turned on, the panetsstalling each system unit and element to
obtain info on their status, this may take severalutes. The panel response to a user action
may take more time during this process.

It is recommended that you change the installerecta prevent unauthorized access to
programming functions. You can enter one or maer wodes authorizing control of devices
(see 3.16). You may have to change the followiagameters: Buzzer, Event Log
Protection , Indication Test Protection , User Access to Code Change, and Code
Length . The Buzzer parameter is responsible for audiblecatmn of alarm messages. Set it
ON, if you want the panel to indicate audibly alarar faults as received. The parameter can be
set OFF, if the panel cannot be easily accessipleder to respond alarms, or indication is
provided using other equipment. When used in ORom you may found it is useful to use the
ON if Offline function - audible indication and alarm acknowledmts will be provided by
means of the Orion Pro Suite, however, if the Offwa workstation goes offline, the panel take
responsibility for these functions. The Event Ueptection defines weather code entering is
required to view the Event Log. The Indication {fT€sotection parameter defines whether
entering code is required to access indicationftesitions. The User Access to Code Changer
parameter defines whether the user is allowed &m@h his/her authentication codes by his/her
own. The Code Length parameter defines the nuwibenaracters the PIN codes must contain.
This works for entering PIN codes using the S20@ivel, but is not applicable for the Installer
Code. If more than four digits have to be usedHAtd codes, this parameter value shall be
increased.

When then panel is powered on, please check asdi@ystem date and time. The date and
time is used for event logging and system referéinoe. When used in Orion Pro, the system
time is automatic. The time clock offset can bmatically corrected, if required. Date and
time setting and time clock tuning are described.iv.1.
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3 Product Usage

3.1Main Menu
To enter the main menu, please press the bufEhnThe.menu includes the following items:

¥ Event Log: Opens the event log;

¥ Control: Opens menu to control partitions (zones) and systiements and view their
states;

¥ Indication Test: Enables the test mode to testing the S2000M s aitidin, buzzer, and
its other components;

¥ Users: Opens menu to add, delete or replace user cretie#IN codes and tokens)
and control permissions;

¥ Settings: Settings for S2000M parameters and other compenestry to PC
programming.

Appendix C1 shows the menu for an operator authoried to control zones (partitions);
Appendix C2 shows privileges for the direct controlof units; Appendix C3 includes the
installer privileges.

3.2Indication of Panel Conditions

The panel's conditions are indicated by individuaDs such as FIRE, START, STOP, FAULT,
DISABLED (refer to 1.4.2) and alphanumerical LCDhe main LCD field indicates Fire, Start,
Alarm, and Stop, and Disabled conditions; thisffisl displayed automatically after being 20 sec
idle in any menu in Fire, Start, and Alarm conditior after 100 seconds in non-alarm
conditions.

The current condition field (current status) looks like the following (as in the Fire

conditions):
Zone #1 / Zone status

10- Fire — & |
Fire - 1»Fault : 2., \‘E;i Unauthorized use

__———
I‘/ ¥
Number of ~

zones with fireT

-

status (curren
status)

... - zones with other
Press» to view Number of zones states, press to
faults with faults view them

The lower line shows the number of partitions (z)neith fire alarmsKire:1), intrusion alarms
(Alarm:1), activated fire protection equipmer8tért:1), as well as aborteds{op:1), inhibited
(Inhib:1), manually controlledManual:1) fire protection equipment, failed4ult:2) and
disabled Dsbl:1) elements. The first (left) is the current status.

When in the Fire, Alarm or Start condition, the appne shows the partition (zone) first gone to
an alarm status and status description. If thezeelements having different alarm conditions,
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those with highest priority will be shown. Theaity of alarms is as follows (from higher to
lower):

1) Start of fire extinguishing system (extinguishagiease)

2) Fire

3) Start (activation) of fire protection system (exckyp extinguishing system)

4) Alarm
The indication of Fire, Alarm, and Start modesadt\we till the reset of fire and intrusion alarms,
and transition of fire protection equipment to thiéial status.

The &l icon (Unauthorized User) means that an auttegidn code is required to access partition
(zone) control functions. After completing the troh action, the user shall quit the system to
prevent using his code to control the system.

To quit the panel, please go to the current stetusen and click thg button. Thedi icon will
appear indicating that there are no active usergth

Control Button Functions:

=’ —Enters the list of partitions (zones) accesdilyléhe current user

RESET—- Resets alarms in the partition (zone)

START- Starts fire protection equipment in the zone

STOP- Aborts the fire protection equipment in the zone

< » _Viewing partitions in other states (other pasti in Fire, Start, Alarm, Aborted,
Fault, Disabled states)

</ _ Switches to viewing states of partition and indiial elements (Zone Info

View)

0... 9 — Numerical keys for entering PIN codes.

Control functions are accessible for authorizedaisely. Pressing th&°, reset, start, and stop
buttons, an unauthorized user will be requesteahter his/her authentication code.

To view items having states suchkse, Activated, Aborted, Alarm, Fault, Locked,
Manual Controland Disabled please us¢ * to select the required status (a selected status i
the first in the lower field on the screen. Theepfield shows the partition gone first to this
status. To view further details on the partitiptease press «= . The partition view field

will be displayed. To view other partitions witletsame status, please tise
The Partition View Field shows a partition name and status:

Zone # |\ /J Zone Status

— —%— 10- Fire !
Zone Name Room 10 Build 1

The description of states is specified in Apper@ix If partition elements have different
states, the one with highest priority will be desgdd. There are some special partition (zone)
states

- Disarmed (partly): There are some disarmed and armed inputs in thi&qar
- Armed (partly): There are disabled inputs in an armed partition

- Empty: There are no elements (inputs and/or outputs)paration

- Querying ... Status querying in the processes.
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The field control buttons:

=° _ Opens the menu of commands to control the supatition (zone);

RESET — Resets alarms in the partition (zone)

START — Activates fire protection equipment;

STOP — Aborts active fire protection procedures in plagtition (zone);

<, » _Selects to view other partitions (zones) in ttoadition (other partitions in the
status such Fire, Start, and Alarm)

</ _ Transition to smaller items of a protected targéf the partition status is
displayed at the moment, the key will take youhte individual elements of the partition (loops,
address points (detectors), outputs). If a partigroup is displayed, press the key to go to the
partitions of the group.
X Returns to the condition mode view.
Depending on user rights, element type and statwes partition, the following control
command can be available:
¥ Arm —Arms
¥ Disarm —Disarms
¥ Reset Alarms —Resets to a quiescent mode (arms all activatedtdesénputs in a
partition); the same function can be performed wh#aRESET button
¥ Auto ON — Turns on automatic extinguishing mode
¥ Auto OFF — Turns off automatic extinguishing mode with theanual control
functions mode being still available
¥ Start — Activates fire extinguishing system or any firefaction equipment. This
command can be used for manual activation of o#mtems not related to fire
protection. Th&START button offers the same functions
¥ Stop — Stops (aborts) active fire extinguishing or otfiex protection systems. The
STOP button offers the same functions (double prgss required, if a controlled device
supports pre-activation delay function)
¥ Hold» — Pauses pre-activation delay countdown of firéngxishing. The first press
on the STOP button can perform the same function
¥ Immediate Start — Activates fire extinguishing system without plisetharged time
countdown
Activate — Switch an actuator (appliance) to the operatwsgjtjpn
Deactivate — Switch an actuator to the initial position
Disable — Disables monitoring and control functions for éeneent
Enable — Enables monitoring and control functions for Emeent
Test ON — Turns on the Test Mode. For more informationkde3.6
Test OFF —Turns off the Test Mode
Details ... — Provides more details on the partition status
Refresh — Initiates another request for a unit status.

OO0 O00

3.3Normal Mode

The system is in the Normal mode when there arealaoms (intrusion and fire),

activations, and faults. In this mode, the pansbldiys the system time, also it can
display the current system events if displayingnéses not disabled in the S2000M’s
configuration. If any element is disabled, Disabled LED is on, and the LCD shows
how many zones have disabled elements:
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User Unauthorized
'y

T icon

e l98:30:01
Number of zones\\:EDSb| P 2

with
Disabled elements

To view the first partition with a disabled elemegpiease select a disabled partition using
the » button and press <« . The information of the first partition withsdibled
elements will be displayed. To view other pastis with disabled elements, please use
the » buttons. To view disabled elements press’ and usd .

3.4 Fault Conditions

The panel goes to this condition when failures oeeith elements such as addressable
fire detectors, inputs, outputs, device stateskslimand readers), included in system
partitions (zones). The entire list of faults pesified in the Appendix D. The Fault
condition is indicated by an individual Fault LEBeg table 2) and Fault buzzer signal.
When received, a fault message is displayed fort gfsiod of time on the panel’s LCD,
further it shows how many partitions are in theltfatatus, with no additional details on
the faulty partitions:

Time ,E 07:-59° 10 E‘% Not Authorized
Number of — » Fault : 2

zones with
failed element

To view faulty elements, please press thebutton (¢ * are used to select to view
Starts, Faults, Alarms, Stops, Faults, and Disabigg). It will show info on the
partition first gone to the fault status:

Zone number g Zone status
- 102- Out Open H (fault type)
Number of I\—Fault 2
zones with
failed element
Further, press</ . The info on the first faulty partition (zone)linie displayed
Zone status

-
ZO”e“”mberg* 102- Out Open ‘j (fault type)
Zone name %—VA/ EVAC Hall
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To view other faulty partitions (zones) use the> selection buttons. Press thee~ button
to view faulty elements of the partition (individuaputs, addressable detectors, outputs, etc.):

Element status

Out Open (fault type)
Element nam47 Exit S|gn

To view other failed elements, please u$e *» selection buttons. Pressing the 1 key displays
the unit address and unit element number (ID):

Element status

Out Open (fault type)
Dv 015 Relay 005 |

Element addre: |/’

Press <« to see the list of all states of the selected efémn To select between
states, usd .

3.5Fire Condition

The S2000M panel goes to this condition if somenelats (addressable detectors or inputs/
loops) are in a fire alarm status: Pre-Alarm, FaneFire2. The Fire condition is indicated by the
Fire LED (refer to Table 1) and thiéire Alarm buzzer. The LCD displays the first partition
(zone) where the fire is detected and the numbpaditions under the Fire status:

[ 1

Partition # I\ 10- Fire EZJ Partition status

Number of . .
zones in Fire Fire : 1

status

The following states can be displayed: Pre-Alarine lor Fire 2. The buzzer alarm can be
silenced by the&X button. To reset a fire alarm in a partition,gsréheRESET button, or press
= to open the contextual menu and select a requéset item. Resetting a fire alarm restores
the initial status of activated detectors and auatiically activated fire protection equipment.

To view additional information on fire in this paidn and other partitions in Fire conditions,
press the <« key. The following will be displayed:

Partition # I\ J Partition status

— 1+ —10- Fire .
Partition name Room 10 Bld 1
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To review other partitions (zones or premises) wifee is detected, use the ¢ keys. The
key? pages partitions in the order as their dataived, the! is the backward key.
To find the alarmed elements (detectors or loopshe partition, please press theses button.

The screen shows detail on the first-alarmed elémen

Element status ’—\—?Fil‘e
Element nam FDIP# 2

Press and holg0> to see the date and time of the fire. Prebsto see the unit address and
address point number. Use the ¢ buttons to view other fire-alarmed elements. Tseten
alarmed element, please pressResetbutton or use the contextual menu by pres=ing

Press -« once more, to see all states of selected elemaatHite status will be shown with
date and time). To navigate between the states? ust keys.

3.6 Start Condition

The panel goes into this condition when a fire @ctibn is activated or pre-activation status is in
place. The Start condition is indicated visuallytbe individual Start LED (see Table 2) and
built-in Start buzzer alarm. In case of coincideme and Start events, the extinguishant release
(start of extinguishing installation) will have tighest priority while the Fire event has lower
priority, and the activation of voice alarms, smo&moval, and similar equipment is the lowest
priority. In the Start condition, the panel's LQIxsplays the first partition (zone) where the
activation occurred:

Partition (zone) g 1001- Activated —— Partition status
Number of partitions WitTﬁStart ‘2 »Fire 1 ﬁ

activated systems

In case of pre-activation, the display shows thartStountdown for the zone where the
activation will happen first.

Partition (zone) g‘lOOl- Start ‘019 / Pre-Activation

Number of partition: : status and
with activated systenTs Start 2 »Fire : 1 countdown

An activation signal in the zone (e.g VA immediatanual activation) can be initiated manually
by pressing the START button, the abortion of tbivated system can be done by pressing the
STOP button. These operations as well as othelableacommands can be committed through
the contextual menu. To open this menu, pleassge.

To view additional details about activated systeimsthis partition or other Start-related
partitions, press the «< button. The following information will appear:

73



Partition # (41001 - Start 018 44 Partition status

Partition nameF-Server

To navigate between zones where release/startl Sgyaativated, please user* 4. The ?
key pages partitions in the order they were aaivathe ¢ button does it in the reverse order.

To identify activated/started elements, pleasegties < button. In case of delays, it will
show the device that will be activated first.

-+Start :017
Siren 120/4

Element status

Element nam

1l

To view other activated elements, use theand! buttons.

Press and hold the <0> key to see event date arel tiTo see a module address and output
number, pressk>. Press - once more to see all states of the selected elemidse

the” ¢ keys to navigate between states.

To monitor and control flooding zones, please tigeS2000-PT units. The flooding zone states
are indicated by the DISCHARGE DELAY, DISCHARGE, EINGUISHING, HOLD, and
ABORT indicators of the S2000-PT unit. The Contnobde is indicated by the AUTO OFF
LED. Fires, faults, and disablements are indicdigdhe FIRE, TROUBLE, and DISABLED
LEDs. The Manual Release is activated by the DISRBE button, the ABORT button
operation activates the abort of the extinguislpracedure. To switch between control modes,
use the AUTO OFF and AUTO ON buttons. The RESETobuis used to reset Fire in a
partition and to turn the device onto the inititdtas. To access the above functions, please
present iButton to the S2000-PT's built-in reader.

3.7 Alarm Condition

The panel goes into this condition if any of thesteyn elements goes in the Intrusion Alarm,
Lobby Alarm, Panic Alarm, Duress, or Flooding Alastatus. The indication of Panic Alarm,
Duress, and Flooding Alarm is optional. Theseestatin be indicated as non-alarms or as silent
alarms (see 3.17.3).

The Alarm condition is indicated by the Alarm buzzggnal. The display shows the first
partition (zone) where an alarm occurred, and hamyrpartitions are in the Alarm status.

Zone # I\ 1_ Alarm EA Zone status

Number of Alarm ;1
zones in Alarm
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To view other alarms in this and other alarmedifamts, please press«~ . The following
screen will appear:

Zone # I\ J Zone status

————+——1- Alarm —
Zone name Hallway Floor 1

To view other zones (rooms) where alarms occurpdglase use® or¢. The » button
navigates zones in the order as they gone to taamAstatus; the! button does it in the reverse
order.

To find the alarmed elements in the zone (deteapiaputs), please presse/ . The screen
field will show the first element in the Alarm stiat

Element status %-epdarm
Element nami %‘BMS Input

To view other alarmed elements, please ude{ (the button” is used to view elements in the
order as they occurred, tiebutton does it in the reverse order). To view kmna date and
time, please press and h@ddWhen pressing it will show a module address and detector/ input
ID (#). Ifthe -/ putton is pressed again, the status of a seleteetkat can be viewed (the

Alarm status will be displayed with time and dat®)ease usk ¢ to view other states.

Most frequently, when an element is in the Alar@atss, the disarming is required (see 3.8). It
can be required to reset an alarm without disarr(seg 3.9).

3.8 Arming and Disarming

Arming or disarming process from the quiescent ari condition is started by user’s entering
PIN code usind...9 numerical buttons:

Code:*

The access to control rights can be obtained bsepiterg an access token to a reader assigned to
the S2000M panel. If a user has been authorizethfo system, he can pre=’ instead of
entering PIN.

After authorization (pressirg’) is completed the panel display shows the firstr aEcessible
partition:

$ 1- Alarm
Hallway Floor 1
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The =° button opens the control menu. Thisarm command is available for the zones in
Alarm, Armed or faulty states; tthem command is available for disarmed zones:

¢ Disarm
Hallway Floor 1

This example illustrates the use of tbesarm command. Usually, an offered command
corresponds to the currently required action. Ifsitnot suitable, a proper command can be
selected using thé < buttons. To execute a command please press#é button. When

the Disarm command is launched, thegming andIn Progress event messages are displayed.
When the disarming command is succeededStiieesdeep is generated, and the status of the
disarmed zone will be shown on the display.

$ 1- Disarmed
Hall way Floor 1

The arming is completed in the same way but selg¢hieArm command.

The panel supports the control of individual eleteeincluded in a partition. To perform a
control action, please press thee~ button when a partition status is shown on thelaysp

The partition element list will appear (inputs, etdors, etc.) to be controlled individually.
Individual elements are controlled in the same neaas partitions.

The above disarming/arming procedure is relatedh&o case when a user’'s access level is
assigned with Show Status before Contral If the Immediate Control style is selected, a
partition and offered command will be displayed iethately after entering a code:

¢ Disarm
Hallway Floor 1

To start the offered command, please press

When viewing events (alarms, fires, etc.), an atgled user can execute a control command for

the currently viewed partition by press&j. If a user is not authorized yet, an authorizatio

code entering is required. Further, a commandheilbffered on the display to be initiated by the
</ button or another command can be selected faaiioih using » <. For example, let

theAlarm event is displayed on LCD first:
1- Alarm |
Alarm : 1

Press =° to invoke the control function. Tréi  icon illusera that the user is not authorized.
Therefore, the authorization code will be requestiéer pressinge: :

Code:*

Please enter a PIN code using the S2000M’s keyboargresent a token to a S2000M-
associated reader. When the code is accepted,20@0B! offers a command to control the
selected partition (if authorized):
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¢ Disarm
Hallway Floor 1

Press </ to start the command or use® ¢ to select a required command and press
</ o start it.

Alternatively, the Control mode can be accessealtin the main menu. While this way requires
more user actions, the control can be providechina@her menu (setting, event log, etc.) This
can be done as follows:

- Enter main menu by press@;
- Select theControl submenu;
- The S2000M panel will request to enter user anttbation code (credential).

3.9 Alarm Reset

The Alarm Reset command switches partition eleménthe quiescent mode (arming), when

these elements are in fire, intrusion, floodingralar in Arming Failed status. Here, the manual
explains resetting alarms using the Reset buttanmaresets can be completed using the control
menu the same way as arming (see.3.8), but saejdtiiReset Alarmin the menu.

The procedures to reset an alarm can be as follows:
1) Enter PIN code or present a token to a readergtsgleequired partition and press the
RESET button;
2) Select a partition where an alarm has to be (@selisplay or viewing mode), press
the RESET button, enter PIN code or present a toikéme reader ( if authorization is
required)

If a PIN code is entered first, the S2000M willglesy the first partition (zone) of user available
partition. Select a required partition usitg ¢ and press the RESET button. The S2000M
asks to confirm the Alarm Reset in the selectedtmar (zone):
¢ Reset Alarm ?

Roon 10 Bld 1

To reset an alarm, please preseZ/ . You can also select a global reset (an alarmt iasall
user accessible partitions) usinty ¢ :

4 Reset Alarm?
Total

The alternative version is to select a partitiorerehyou want to reset an alarm and press the
RESET button. The selected partition is a partitvith its status displayed on the LCD at the
moment of pressing the RESET button. For exanvghen the Fire condition is active, it is the
first partition where the fire alarm occurred:
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10- FIRE i
Fire : 1

This is a currently viewed partition, when viewipartitions in the Fire condition:

4 10- Fire
Room 10 Bld 1

After pressing RESET and entering PIN code (if aothorized before), the S2000M requests
confirmation of the Reset Alarm command for theestd partition (zone):

¢ Reset Alarm ?
Room 10 Bld 1

To complete reset, presse’

3.10

Start and Stop

Start (activation) and stop (abort) function bugtoon the S2000M are primarily meant to
provide manual control of the following fire proten: voice alarm, smoke removal, and
support utilities. They also can be used to corgg@tems not related to fire protection. The
S2000-PT and Potok-BKI units should be used as firaiextinguishing control facilities.

The START button is used to start (activate) devices. Tadhabort, and stop an activated
device or systems (e.g, activated voice alarm Bystthe STOP button is used. The possible
sequences of user actions are as follows:

1)

2)

3)

Enter a PIN code or present a token to a readkctsa partition using® ¢ and
present the START / STOP button. Doing this waluaér accessible partitions are
selectable usind ¢ .

In the quiescent mode, when a patrtition is notcsetk first select a command using
the START/STOP button, enter PIN code or presenioken to a reader (if
authorization is required), select a required partiand press START / STOP button
to issue a corresponding command to the selectdéitigga Unlike the first version, a
user is allowed selecting accessible partitiony ¢mht include devices to be started
or stopped.

Select a partition where you want to start/stopicksy press the START / STOP
button, enter PIN code or token (if required). Toenmand will be applied to the
selected partition only. The selected partition barthe first partition included active
devices and displayed on the S2000M LCD, or theeatiy viewed partition with
Start/ /Activated, Stop /Abort or Fire status.

In all cases above, confirmation will be requestbedore issuing a control command
(start, stop, etc.):
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¢ Start ?
VA Hallway

Press </ to confirm or presX to cancel.

3.11 Disablements
The maintenance of intrusion and fire detectioriesysmay require the following:
1) Temporary disablement of addressable units anccideseto avoid false faults if
their replacement and/or transmission path relonatre required.
2) Temporary disablement of individual control inpyasints for maintenance of fire

detectors.
It may be necessary to arm all detectors at aesitbuding failed detectors (Arm with

Bypass). This function may be used simply to desatalfunctioning detectors

The disablement is carried out in the following way
- Enter your PIN
-Use the” ¢ buttons to select a partition (zones) to disable:

$1021 - Lost
VA 2 - floor

- To disable all elements, pre&=° and selecbisable

¢ Disable

When all partition elements are disabled, the pantiwill have theDisabled status

$1021 - Disabled
VA 2 - floor

- If an individual element of a partition have te Hisabled, press -~ to go to the
menu with elements, then uge ¢ to select a required element:

¢ Lost

Siren hallway
- To disable the element, please pressHiebutton and sele®@isable
¢ Disable

When disabled, an element has Ehsabled status:

¢ Disabled
Siren hallway

Enabling is provided the same way.
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3.12  Viewing Measurable Parameters
This function is used to view measurement valussilted from addressable units and

detectors.
The measurements of temperature, humidity, andeprdsinting can be useful for field

monitoring.
Thus the values that can be seen as following:
- Temperatures
- Humidity

- Pulse counter data
- Counting data reliability
For the system tune-up and maintenance, the faligwiay be required:
- Dust content inside DIP-34A;
- Input circuit resistance (both measurement valunesdata stability)
- Voltage of backup batteries
- Polling Loop voltage at address point
- Smoke content (DIP-34A) and heat (S2000-1P)

To assess the measurable values, please switch pattition control:

Press th€@) button, selec€ontrol and enter your password.

When a partition current status is displayed, yan immediately start entering PIN code.
The first user accessible partition will appeareleSt a partition containing a required
element (loop/input, addressable detector/addreiss)p

s 5- Armed
Roon 5 Bild 1

Press -/ to view the partition elements. Ude ¢ to select required elements:

Armed
IR1 Room 5

Press=° to open contextual menu, selé¢tMeasurements, press - . The value
of measurable parameter will be displayed:

Input ADC: 48
Rurc=4.6 xOm

To view other measurement parameters, bse . Measurement data and their views
may vary depending on the source device.

3.13 Testing Indication and Buzzer

Test of visual and audible indication of the moduteprovided in the following way:
- Pressing the TEST button on the front of a modésy.(S2000-PT) or
pressing the sequence of keys (e.g. S2000-Bl aQ8BERBKI)
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- Initiating a test command from the S2000M to tast $2000M's indication as
well as other modules that don't have a Test button

3.13.1 Testing S2000M's Indication

The test of S2000M indicators and buzzer includes ¢heck of a buzzer signal,
individual LEDs, and LCD. To start the test, predavith the following:
- PressfR) to open the main menu
- Selectindication Test
- If authorization is requested, enter any acceptBltiN code
- SelectThis Device

The beginning of the test will be indicated by thehort beeps. During this mode, the individual
LED's will flash sequentially: FIRE and START ()edSTOP, FAULT, DISABLED, and
SILENCED (yellow), POWER (green).

The LCD test checks character cells of the upperlawer lines. First, a tested line shall be
cleared to be filled up gradually with tl!a symbol/hen an LCD is malfunctioning, it may

not be cleared completed or filled properly. Belsee the example test of LCD's upper and
lower lines:

e Indicator Test
Indicator Test REGHNEEERREEEREE

Pressing any button during the test is accompalyed short beep and this button name (or
symbol) appeared on the LCD.

The test ends up automatically after 10 secondse @nd of test will be indicated by
three short beeps.

3.13.2 Testing Visual and Audible Indication of Other Units
To launch tests of indicators and buzzers of R#84ces connected to S2000M:
- PressfR) to open the main menu;
- Selectindication Test
- If authorization is requested, enter any acceptBitiN code
- SelectOther Device
- Enter a device address wheAddress _request appears

3.14  Viewing Event Log

To view the Event Log, please pr@ and selecEvent Log. If the Event Log Protection item
is set as + (enabled), authorization is requiredciess the event log (any acceptable PIN code
or token provided access to the event log).

To look through the events, use theand * keys. When the display shows the last event (the
newest), pressing k> will show theEnd of Log message. When it shows the first event (the
oldest), pressing £ > will show theBeginning of Log message. The0= key is used to view
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an event date and time. Thé&><key is used to view event source details in theerical
format. Varied by a message type, it will show fokowing information: partition number,
device address, loop (input), reader or relay nupi@ver input or line number, user number.
When <€> is pressed, the display will show the descrigignames) of a partition and loop
(input). If no name is defined, the panel will sha partition number, device address, and loop
number. When <3> is pressed, the panel will shawex name. If no user name is defined, the
panel will show a reference number of the userdedaredential) as recorded in the database.
To view a ContactlD zone number in messages frastesy elements (loop/input, relay, status
supervision input), please press> If a number is not defined, the panel will shdane #:
Not Set. Holding down 8>, you can see a message number as in the eventTlbg most
recent message has number 1; the oldest messagarhbsr 8191.

To view the events occurred in some period of tioneat a certain site area, please apply
corresponding filters. They can refine eventshzyfollowing categories:

By event type: fires, starts (activations), stopbofts), alarms, faults, disablements,

holds, as well as auto off and normal

By time (between dates)

By partition (zone)

By element (input/output) included in the partiti@one)

By event from a device or circuit (loop, relay, deg)

The filters can be combined, for example for viegvall events occurred within a period of time
in a certain partition.

Entering the log viewing mode, you can view all @ge To set filters, please press &
contextual menu key. The menu with current settingsbe displayed. Using this menu you
can select a required item to edit corresponditighgs:

< View All Events

¥ Event Type: All

< Date: 01.01.00to 31.12.99
< Zone: All

< Element: All

< Device: All

The # View All Events item discards all filters to view all messageshie évent log. This can
be helpful if used as follows: fist search for regd events using filters, then seléGew All
Eventsfor the detailed assessment of this event log part

The ¥ Event Type: item is used to select events of certain type. cfiange a type, press
</ and select the required event tepe usingtt@nd! buttons. The following types can

be available:All (all types of events)Fires, Alarms, Start (Activate ), Stop/Abort,
Disablements , Auto OFF, andNormal. To confirm you selection, press<« . Types of

events can be found in Appendix D.

The ¥ Date: submenu is used to select events within a sébgef time. This period is
defined by start and finish dates. To define tldzges, press«

The ¥ Zone: submenu is used to select events occurred intaicegone. To define a required
zone, please press«~ . The following options will be offered:

¥ Enter Number.. - Enter a zone (partition) number using a keybpar
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¥ Select.. —Use? and ¢ to select from a list of zones set in the S200@¥ifiguration.
Confirm your selection by pressinge~ . The selected zone will be displayed as
follows:

¥ Zone: 14

Hallway ,
Where 14" is a partition number and "Hallway" is a partitiname;
¥ Select All — Allow messages from all partitions (discards Zieae filter). With such a
selection, the filter will be displayed as follovsZone: All .

¥ Element: is used to select events received from a speelment of the system (input,
reader, notification routing link). Presse—~ to choose from two available options:
¥ Select.. - Selects an element from the S2000M configuratidhthe zone filter is

applied, the more compact list of elements relatethe selected zone will be suggested.
When selected, the element will look as follows:

¥ Element: z.14
MCP Hallway ,
Where z.14’is a zone number and ‘MCP Hallway’ is an elememhae;

¥ Select All — Allows messages from all elements. With thiea®n, the filter will
look as follows:

¥ Device: is used to select events coming from a certain B$#¥8ice. You can enter a device
address to display event from that device only evick address with a circuit number (loop,
output, reader) to display events occurred ondinatit only.

To edit, press -« . SelectEnter Device Address and enter a required device address,
and press </

After entering an address (e.g 1), the filter valik be as follows:Device: 001 . With such
settings, the events received from a device wittiregs 001 will be shown in the event log.
Using Enter Input/Output No.  you can select number of circuit(input, outputreader). For
example, when circuit No. 4 is entered, the filtelue will be as follows: ¥ Device: 001/004 .
These settings allow displaying events from theuiirNo. 4 of the device with address 1 only.
To discard these settings, please sefcSelect All .

3.15 Message Display and Print Formats

Each event message contains a name, source daég,and date. All system messages are
described in Appendix E. Source data can be @iparhumber or name, unit address or name,
input/output/ detector address or name. The datedbis 'DD MM' where 'DD' is a day of
month, 'MM' is a month. The time format is 'HH:M®&' where 'HH' is hours in 24 format,'
MM' is minutes, and 'SS' is seconds. If a consillertime passed from the event occurrence till
it was received by the panel (e.g a source unikasias standalone), the event is displayed with
a time stamp in accordance with the source unitie tlock. The mark of this is <*> instead of
<.> as separator for the date displayed, or ne dah be displayed in case of older version
units.
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The LCD's upper line shows a message name, the llaveeshows the source details. Usually
source details include the partition where an efégrbelongs to — event source or user name. If
events come from devices (addressable units) anche s@vents from inputs/loops
(arming/disarming), the second line shows the elfgmame (device or input/loop name).

The event log is printed as one event messagedn k@e. The following information is
printed: event time and date, message name, meseagee (device address, and input, reader,
or relay number), partition number and descriptemg user name. The Event Log is printed as
atable. The table head is printed every othanB8sages with the following attributes included:

| Date Tinme | Event | Devi ce | Zone# Descri ption| User |

The format of message display depends on its tyywen displayed, the input events (alarm,
fires, input faults, etc.), relay and supervisedpati messages include partition data (details)
where a message source belongs to. The formdisméyed and printed events are as follows:

LCD:

Alarm

Hallway 1 floor , Where Hall 1floor is a partition name.

Press the <0> button, to see the date of the event:

20.12 17:41:11, where20.12is day and month (December 20¥,:41:11is time

(17 h, 41 min, 11 sec).

When <1> is pressed, the name of event, the evantes data are displayed in the
following numerical way:

Alarm

100 002/007, where 100is a partition numberQ02 is a device address, 007 is an
input/output address.

When <2> is pressed, the description of partitiomput/output is displayed:

Hallway 1 floor

Entrance Door , if Hallway 1 floor is a partition name, the Entrance Door is an input
name

Zone: 100

Dev 002 Loop 007 , when a partition and input are unnamed

Zone: 100

Dev.002 Relay 001 , in case of event relay, if a partition (zone) agldy are unnamed

When <5> is pressed, the name and number of Cadiiatne is displayed

Entrance Door

Zone #: 207 , where207— the number of Contact ID Zone

or

Zone #: Not Set , when a Zone Number is not set.

When printed the message will in the following fatm
| Dat e Time | Event | Devi ce | Zone# Descri ption| User |
| 20.12 17:41: 11| ALARM | 2/7 | 100| Hallway 1 floor | |

In case of events related to arming, disarming,ragrdelay, failed arming, auto off/ on, testing,
the LCD displays an input name, rather than ag@amthame:

Disarmed

Entrance Door - disarming of the Entrance Door input.

When <1> is pressed:
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Disarmed

100 002/007, where100 is partition numberQ02 is a device, an®07 is an input
number.

When > is pressed:

Hallway 1 floor

Entrance Door , where Hallway 1 floor is a partition name andr&nte Door is an
input name

When <3> is pressed, the LCD shows the name oémaperated this input:

Smith , where Smith is a user's name (textual description

or

User#: 80, where 80 is a user number, if no name is provided

A displayed device event contains device info (naneddress), partition info (if the
monitored element is included in a partition):

Power Fault

Signal-20#2 , where Signal-20#2 is a device name.

When the <1> key is pressed:

Power Fault

Device 002, where 002 is a device address.

When the <2> is pressed:

Devices 1 -4

Signal—-20P#2 , where the Signal-20P#2 is a device name, thed@sVi-4 is the name
of a partition containing the device status moimigprelement.

When <5> is pressed, the display will show the neméssigned to a device status
monitoring element (a zone number for Ademco Cdtidagprotocol)

Some devices have two power inputs, two PL lineswar RS485 lines (when a ring

topology is used). These circuits are  monitdi@dfaults and can be the source of
events. Message source data includes a devicessidine number, device name, as
well as the name of a partition including a devstatus monitoring element. The

example of a message as displayed on the LCD:

Power Failed 1

Signal Signal-20P#2 , where "Signal-20P#2" is a device name.

When <1> is pressed:

Power Failed

P0O02 L1, where 002 is a device address, L1 is a uniss iower input.

When the <2> key is pressed the device name anidigcaname will be displayed. When <5> is
pressed, a device assigned number will be displayed

The following example shows a S2000-PGE relatedsags about a communication problem
between the S2000-PGE with address 18 and Recipient

Link Failed

Recipient 2 , where Recipient 2 is the name of element —ieatibn routing link

When <1> is pressed:

Link Failure

D018 L2, where 018 is a device address, and L2 is thense®xipient.
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A message related to recovery of the main (firsthimunication link to recipient 2 will
look as follows:

Link Restored

Recipient 2 , where Recipient 2 is an element name - notibocatouting link.

When <1> is pressed:

Link Restored

D018 L2/1, where 018 is a device address, L2/1 is a seagexgient/ first
communication link.

Such event messagesZzme Armed, Zone Disarmed Arming, andDisarming include a zone
number, and a current user number. When a messageted, it will additionally contain a
device address and the number of a reader usedntookthis partition (zone). If a partition
(zone) is controlled from the S2000M panel, thd device will not be shown.

As shown on the LCD:

Zone Armed

Hallway 1-Store - zone Hallway 1-store" is armed.

When <3> is pressed, you can see a user namerthed ahis zone:
Smith J. , where "Smith J." is a user name,

Or

User#: 80, where "80" is a user number if other is not defined
When <1> is pressed:

Armed

100 U 80, where "100" is a zone number, and 80 is user mamb

As printed:
R e e L EEEEREE |
| Date Time | Event | Device | Zone (No and name)| User [
| <o |
| 20. 12 18: 26: 59| Zone Arned | 10 c1 | 100|Hallway 1 fl oor [ Smith J |

— Zone 100 Hallway 1 floor armed on December 208a26:59 from Reader 1 of Device with
address 10 by User "Smith J".

Access related events (granted access or recoraeshttion) informs on who (user name) and
where (access zone) is granted access or comntitiedaction (passage). Additionally, the
message would contain a device address and nunibeader used. The LCD shows these
messages as follows (the example includef\tteess Grantedevent):

Access Granted

Smith J., where "Smith J." is a user name granted with agoessission:

When <1> is pressed:

Access Granted

D004 R1 U 80, where "D004" and "R1" means that a user has lae¢morized from
Reader 1R1) of device with address DQ04); and [U80) is a user number.

When <2> is pressed, the access zone number wdlispéayed:

ZONE: 10
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When <3> is pressed, you will see a user nameugeanumber, if no user name is defined.

The printed message looks as follows:

| Date Time | Event | Device | Zone (No. and nane) | User |
B PR EEE |
| 21.12 08: 34: 15| Access G anted | 4 Rl | 10| | Smith J. [
If no user name is defined:

| 21.12 08: 34: 15| Access Granted | 4 R1 | 10| | User #: 80 |

3.16  Setting Codes (Credentials)

The user codes (credentials) can be added to thel,padited there or deleted from it. This
function can be accessed using the installer code.
This menu can be accessed from the main menu:

- Presﬁ;

- Select¥ Users;

- Enter the installer code when requesteater Code ;

- TheUser Number:_ item will appear requesting the number of a cgale want to
add, delete or edit. Enter required number (frotm 2047) and press -«

- Editing menu will appear:

1) # Add New — Add a new code (credential)
2) ¥ Edit - Edit an existing code

3) ¥ Delete — Delete an existing code

The Installer Code (# 1) can be edited only.

When adding or editing, the following will be recpted:

New Code — If it's the first attempt of code entry.

Confirm: - Confirm your entry.
To enter PIN codes, use 0-9 keys of the S2000M &ypWhen entered, the digits will be
shown as the <*> symbol each. If a token (iBatto proximity card) is required as credential,
it can be added by presenting a token to a reader.
Note: The Fault beep in the end of the code entry ptaoe indicates that this code already
assigned to other number.

Further, user rights (permissions) for the codé vélrequested:

1) % Unit Direct Control — permissions to control RS devices (units conmecie
RS 485);

2) ¥ Zone Control — permission to control partitions (zones) andideldd elements.

The duty personnel shall have permissions to cbatmes. When selecting Zone Control, the
Access #._: will appear requesting to enter an access level- (252) created for you
configuration in the PProg utility.

Permissions for unit direct control may be requidedting the system installation and startup
operations. Select Unit Direct Control, then choose a required opfimm the following: ¥
Arming and Disarming, ¥ Arming, ¥ All Functions. Refer to 1.4.6 for the description of
access levels in detail.
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Note — tokens cannot be read by the S2000M panele¥f #re saved to the device which is used
for reading!

3.17  Settings of the Panel and Addressable Units

This function is used to set S2000M's individualagpaeters, program addresses for addressable
units, input point, and expansion modules. Their@stmenu item can be accessed with the
Installer Code only. To enter the Settings menu:

- Presaﬁ;

- Select® Settings ;

- Enter Coder: enter your code to be authorized in the system.

The Settings menu has the following structure:

1) *1 Time and Date — Settings of time and date, and calibrationmkticlock;

2) %2 Unit Address - Programming addresses;

3) ¥3 S2000M Settings - Settings of S2000M such as: panel buzzer modetifan
access restrictions, settings of FIRE 2 alarm dactselection of Fault signaling
tactics.

4) ¥4 RS-485 — Settings of S2000M operation over RS-485

5) %5 RS-232 - Settings of S2000M operation over RS-232

6) ¥ 6 Programing — Programming S2000M via RS-485

3.17.1 Setting Time and Date

To set time and date, enfEme and Date .
The following will be available:

1) ¥ SetTime;

2) ¥ SetDate;

3) ¥ Tune Clock .

Setting Time
The system time has the following format: hh:mm:¢hen the system time is changed by user,
the following events are saved to event log:

1) Time Changed — Informs that the system time has bkeanged by a user

2) System Time — Shows new system time as set byse u

Setting Date

The system date has the following format: dd.mm.When the system date is changed
by a user the following events are saved to thatdog:

DD.MM.YY : when date is modified the following eweare stored in the event log:

1) Date Changed — Informed on the date modified byutes;

2) Date: DD.MM.YY - New system date as set by the user

Tune Clock
This option provides tuning up real time clock legtimg up offset correction value to be added
to clock time regularly. Available values rangenfr-21 to + 21 sec/day with increment of 0.176
sec/day. For example, if the panel clock is behlinsec per day, the offset correction value
should be +4.04 seconds.

3.17.2 Programming Addresses

To set addresses for units, detectors, and adtitessaodules, please sele&?2 Device
Address .
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When theAddress:_ is requested, please provide a unit address. €hieal details will be
shown (example include the S2000-KDL-2I unit/v 1viith address 15)

Devi ce 15:
S2000-KDL-21v110

The address specified being not related to anycdevhe following message will be
generatedNo Device .
Then press <« to select from the following:

1) ¥ Edit RS485 Address — Changes the address of a RS485 unit

2) ¥Set Address Point — Programming and changing addresses of addres$spoi
(detectors and expansion modules) monitored b 28H0-KDL;

3) ¥ Reboot - Reboots an addressable unit.

Changing Unit Address
Select Edit RS485 Address, tidew Address_ request will appear. Enter a new
address for the device.

Programming Address Points Monitored by S2000-KDL

Select theSet Point Address menu Select theSet New Address item, the New
Address_ request will appear. Enter an address you wanss@a to the point. Th8etting
Addr ... line will appear indicating that the address goasnming mode is enabled. While the
S2000-KDL controller is in this mode, all requiradtions shall be applied to the addressable
point to program it. When the address has beagresbto an address point, S2000-KDL will
quit the programming mode, and the panel will pulseSuccessuzzer signal and display the
status of device with the new programmed addrdsailures are indicated by the following
messages:

Unsupported Command or Wrong Command - the command is not supported
(most probably it was applied to other device rathan S2000-KDL)

Address Already Used - Attempts to program an address already usedtlbgr o
addressable points

Fault — Failed to complete

To quit the programming mode, prégs
Changing address of address point monitored by th82000-KDL

Select theSet Point Address Menu. SelectEdit Address . When the Current Addr:_
appears, enter an address you want to replace.n Wibe&lew Address:  request will appear,
enter a new address for the address point. Agpying... line will appear. After successful
address changing, the device's status events wiltibplayed. Faults are indicated by the
following messages:

Unsupported Command orWrong Command - the command is not supported (it is
likely applied to other device rather than S2000LKD

Address Already Used - Attempts to program an address already usedtlbgr o
addressable point
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Fault — Failed to complete

Rebooting an addressable unit
Select Reboot. The software reset of the current selectedwitlibe competed.

3.17.3 S200M Settings

The ¥ 3 S2000M Settings have the following options:
< Alarms

¥ Access to Functions

¥ Power Monitoring

¥ Fire2 Algorithm Setup

¥ Relay Program Settings

¥ Default Settings .

Setting Buzzer Alarms

The Alarms menu has the following optionBuzzer, Panic, andLobby Alarm .

1)

2)

3)

The Buzzer parameter definesvhether the alarm states are indicated by the buzze
pulses. It includes the following options:

ON: the buzzer is on (default)

OFF: the buzzer is muted. This can be useful if deddarms are provided through
other capabilities such as indication units

ON if Offline : the audible alarms are disabled when the par@ilise within the Orion
Pro System, the audible buzzer alarms will be exthidhen the panel goes Offline. This
can be useful in the Orion Pro-based security awess control systems where audible
alarms are provided using Orion Pro capabilities.

The Panic option defines the indication of the Silent AlarmdaDuress states. The
available options are as follows:

Audible Alarm : Silent Alarm and Duress states are indicated omigm@ay as intrusion
alarms with the buzzer issuing the Alarm sound

Silent Alarm : Silent Alarm and Duress states are indicatedhendisplay as intrusion
alarms but do not affect the buzzer.

Not Alarm : the Silent Alarm is indicated as a non-alarm ahe,Duress is not indicated.
If this option is selected, the Duress Code andisarmed by the Duress Code events
are not displayed.

The Lobby Alarm defines the indication for the Lobby Alarm statu$he available
options are as follows:

Audible Alarm (default): indicated on the display as an introsaarm with buzzer
issuing an Alarm sound

Silent Alarm : indicated on the display as an intrusion alarm daes not affect the
buzzer

Not Alarm : indicated as a non-alarm status.
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Access to Functions
Access to functions is defined as:
1) “Code Length =4" : The maximum number of digits allowed in a usedteco When the
specified number of digits is entered, the codeyastcompleted automatically. To enter
shorter codes, please press<«~ . The code can consist of 1 to 8 digits. The ulefa

value is 4.

2) “Event Log Protection: —": Restricts access to the event log viewing . Whénby
default) is selected, no authorization code is ireguo access the event log. When "+" is
selected, a code entry is required to view the telogn

3) “Indication Test Protection:  +": Restricts access to the indication test of S2000
and other units (see 3.13). When "-" is selecuthorization is required to access
this function. When "+" is selected, the passwuad be entered to access the indication
test function.

4) “Changing Code by User. =": With this function enabled, users can changer thei
own codes (credentials). When "-" is selectedaéf, the codes (credentials) can be
replaced by the installer code owner.

5) “Config Reset Protection: =": This function protects from the unauthorized rexet
codes (credentials) to default. When this patamis set as+" the function prevents
reset of codes to default (the reset proceduressribed in. 3.19).

Setting Power Monitoring
Power monitoring algorithm is defined by tBackup Power parameter. This parameter has
two options:

"+" — Backup power monitoring is enabled (default);

"=" — Backup power monitoring is disabled.
The Backup Power Monitoring is a feature meantnh@nitoring both power inputs. With the
Backup Power monitoring enabled (+), the S2000Megates thePower Failed fault, if the
voltage goes beyond normal on any of the two poimeuts. With the Backup Power
monitoring disabled, the S2000M generatesRbwer Failedfault message, if the voltage is not
normal on both power inputs (primary and secondary)

Setting Fire2 Algorithm

This is used to set up the generation algorithnthefS2000M's of Fire2 signal in response to
Fire2 signals from two or more detectors of protecteshgrzone/partition) with a time between
signals taken into account. This is a global optioat affectd=ire2 signal function in all zones
(partitions) of a protected site. In terms of psg, the same functionality can be found in the
S2000-KDL and Signal-10 addressable units (inptplaiudevices), thus it is important to decide
whether S2000M or addressable units would genénatEire2 signals. It is not recommended
using them both.

The setting of S2000MBire2 algorithm has two options:

1) The number of input points (detectors) in aipart, which are to go in the Fire status within
the set period of time. Théire2 signal generation algorithm uses the followinguitsponly:
Fire, Heat Analog Addressable, and Smoke Analogrédskhble (the types are defined when the
S2000M is configured).

2) The period of time within which the detectoralskrigger signals.

The adjustable parameters are as follows:

Detectors=0 : Defines how many detectors in a zone shall gthéoFire status to trigger the
Fire2 signal. If value is 0, the S2000M will nexgamerate the Fire2 signal. The recommended
value is 2;

Confirm Period, min = 2 : Defines minutes during which the detectors sgallthe alarm
status. The default period is 2 minutes. Thisetisacceptable for using detectors of the same
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types installed quite near each other. In othsesancluding the chance of a slowly developing
fire the time period shall be increased.

Relay Program Settings
The parameter affecting operation of standard retegrol programs:
FIRE2 DELAY: —: defines whether a relay control delay is effectiwth the control programs
of #1 - #8 in case of the Fire2 event. If thisgmaeter is disabled, the relay is controlled without
a delay, when Fire2 occurs (as for S2000M of veisi®.00 — 3.02). If this parameter is enabled,
the relay is controlled with a delay (as for th@®@@®@M of version 2.07).

Reset to Defaults

This function is available in two options:

1) Reset Settings

2) Reset Settings & Configuration

The Reset Settings function restores default gttof RS232 (see 3.17.5) and RS485
(see 3.17.4), access to functions, power monitpidogzer,Fire2 algorithm (see 3.17.3). The
Reset Settings & Configurationcommand resets all settings above and restoreslltdeimpty
configuration and codes (credentials).

3.17.4 RS485 Settings

S2000 Address=127 : The S2000M Orion protocol address in the progralgmmode.
The default address is 127;

The parameters of RS485 circular interface withGB828P1 switching:

Ring Topology: Turns On/Off the RS485 ring topology. It can"bé (ON) or ™"
(OFF). The default is "-";

S2000-SP1 Address : The address of the S2000-SP1 responsible for wgcthe
panel periodically between two ends of the intexfiice. The default value is 126;

Normal Switch Period =240: the interval of switching between the RS485 lindse
in the flawless operation of RS485 interface. Th&i@ can be selected from 1 to 255 minutes.
The default value is 240 minutes.

Fault Switch Period =2: the interval of switching between RS485 line eimdsase of
failure (open-circuit fault on RS485 ring line).hd value can be selected from 1 to 255 seconds.
The default value is 2 seconds.

3.17.5 RS232 Settings

The RS232 Settings includes selection of a devicebé connected to this interface and
parameters to work with devices.

- Mode: This parameter defines a device the S2000M wailkls via RS-232 interface. The
available options are as follows:

1) Printer — Used to send the event log to printer connettesd comport or a printer
emulator installed on PC (PKUEventREader or Hypeminal, to TRX150 (TRX-
450) transmitter used in Orion -radio system (B@igon (1200 bps));

2) Orion Pro — This mode is used to work in combination witho® Pro Suit and
PProg software (Orion Pro protocol));

3) Converter — In this mode the panel works as RS232-RS485eartevwith automatic
switchover to active mode (operation with units amodules) when Orion Pro stops
polling. It can be used for failover support bétold versions of Orion software by
the S2000M panels
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4) RS-202TD - This is used for routing messages to Rif StRi&3202TD transmitter ;
5) ATS100 (LARS) — This mode is used for routing messages ATS10® Ekectronic
Systems LTD);
6) TRX-150 (CID) - This is used for transmitting messages to TRE-{BbRX-450)
transmitter in the Contact ID format.
The default mode iBrinter.

-S2000 Address: This parameter defines the address of S2000M wiheis used in
combination with PC in the Orion Pro protocol (theon Pro mode).

-Com Monitoring: This mode allows monitoring communications betwésn S2000M and
devices connected to the S2000M's RS232 intertheeOrion Pro Suit workstatioiRS-202TD,
ATS100 or TRX-150 radio transmitter, and printdir."+" is selected (monitoring enabled), the
panel may have the following communication states:

- Unit Communication Fault: If RS232 communication is lost

- Unit Communication Normal: RS232 communication is OK
The Panel Status element can be included to théigarto display the communication fault
status on the S2000M and a status indication toitontrol the Fault output and other outputs
that can be controlled with control programs arehscios.

The default value is "-" (disabled).

-Com Fault Timeout = 20 - the maximum timeout period during which the losfs
communication between the panel and RS232-connedmdce (workstation or radio
transmitter) is not deemed as a fault. When time tis exceeded, the fault is stated. The
communication with the Orion Pro Suit, printer, &8-202T is monitored continuously, but in
case of ATS100 and TRX-150, it is monitored onlynéssages are to be transmitted over the
radio link;
- Control via Orion Pro: - Allows centralized (online) control using thei@r Pro Suite.
When it is enabled, the S2000M redirects unknowar eentrol commands to the Orion Pro
Suite (if connected). When this option is disabkbé S2000M denies access in respect to such
users. As enabled, this parameter can be usefiéifollowing cases:

1) When the centralized (online) access contraised (Orion Pro is responsible for
access decisions);

2) If it is necessary to use a S2000M panel to robmartitions monitored by another
S2000M panel. In this case, the communicationsasiged by Orion Pro as well;

3) When configuring the S2000M in the Orion ProdadqOrion Pro protocol) by the
PProg software, if tokens have to be enrolled éoctimfiguration using readers.

- Bit Rate: 9600 bps : is RS232 speed when working with computer via Orioa protocol
(the Orion Pro mode). Available selections: 96I8R00, 38400, 57600 and 115200 bps;

- Account: 1234 is a subscriber number (account) of intrusicarral panel for reporting in
ContactID. It is used to work with a radio trantger in the TRX-150 (CID) mode. The
Account consists of four digits (0-9). Entry ofxaelecimal characters B-F is not supported.

- LARS Events is the menu with settings for converting Oriosteyn events to LARS event
codes.

3.17.6 Programming Mode

When this mode is selected, the S2000M goes tg@tbgramming (configuring) mode in the
Orion protocol (configuration in this mode is aahile only for RS485 and RS232 interfaces).
In this mode, the panel does not support its manctions. When connected to a PC's RS232
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port, it works as an interface converter for desicennected to the RS484 line; the LCD shows
the following in this mode:

PROGRAMMING MOI

To quit this mode, please preXs

3.18 Direct Control Functions

These functions are used during installation amdm@ssioning. They allow issuing commands
to any connected unit with no preliminary configioa of the S2000M in PProg. Full access to
these functions is provided by codes with accesd 225 All Functions; restricted access with
access levels: #253 Arming/Disarming and #254Agnimhe default access authorization code
is "1234" with access level #255 All Functions. WWeommend changing this code for more
security.

Block chart of the direct control menu is providedhe Appendix C2.

The direct control menu is as follows:
«*1Arm
« %2 Disarm
« ¥ 3 Reset Alarm
«% 4 Control Outputs
«%5 View Input Status
« ¥ 6 Service

3.18.1. The #1 Arm menuincludes the following commands:

— %11 Input: Arms an input of a unit (RS485 device). To issueommand, enter a
unit address and input point number;

— %12 Input Group : Arms a group of inputs (as defined in the unibfaguration).
This is a legacy function not supported in new ttgy@ents. To issue a command, enter
a unit address;

— %13 All Inputs : Arms all inputs of a unit. To issue a commandeea unit address.

The ¥ 2 Disarm menuincludes the following:

— %21 Input — Disarms an input of a unit (RS485 device). Buésa command, enter
a unit address and input point number;

— %22 Input Group -Disarms a group of inputs (as defined in the ooitfiguration).
This is a legacy function unsupported in new dgwelents. To issue a command, enter a
unit address;

— %23 All Inputs » - Disarms all inputs of a unit. To issue a commagrder a unit
address.

3.18.2.% 3 Reset Alarm: Resets all inputs and input points of a unit. $sue the
command, enter unit address.

3.18.3.The ¥4 Control Outputs menu includes th& 41 Relay and¥ 42 S2000-
ASPT submenus.

The ¥ 41 Relay submenu allows issuing output control manual conundo issue the
command, please enter an input address whenAtidréss:  “ request appears and then enter
an output number when tHeelay# request appears (0 —control of all unit outputs) the
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number of a control program when reques@ummand# . The following commands are
available:

0 — Return to Initial Status

1—Turn On;

2 — Turn Off;

3 — Turn On for a Time;

4 — Turn Off for a Time;

5 — Blink (OFF is Initial Position);

6 — Blink (ON is Initial Position);

7 — Blink for a Time (OFF is Initial Position);

8 — Blink for a Time (ON is Initial Position).

In case of the time limited f¢r a time”) commands, the control action time of a relay is
defined by the Control Time parameter of an outmit. The output is activated immediately.
The exceptions are outputs of S2000-SP2 and S2PQ0f80d.02 relay modules where the
activation delay is defined in the configurationS#000-KDL controller.

¥ 42 S2000-ASPT allows controlling S2000-ASPT-connected units: leggoetween
auto and manual modes of extinguishing cont®| Auto ON/ OFF), initiates and aborts
extinguishing processW Release/Abort ).

WhenAuto ON/OFF is selected, the input address will be requested‘Address:_ “
will appear. Enter the S2000-ASPT's address. Clineent selection will be displayed (e.g. Auto
ON). To change the mode, prese~ , and select Auto ON or Auto OFF as required.

When the¥ Release/Abort is selected, theAddress:_ “ request will appear, enter
the address of S2000-ASPT. The device's curratussivill be displayed (Armed, if the device
IS in quiescent mode) ASPT Status: Armed “. To initiate the extinguishant releaggess

</ | selectRelease, and confirm your selection. With selection comid, the S2000M

sends the control commands to the S2000-ASPT asplags the new release statud$PT
Status: PreDis *).

3.18.4The 5 View Input Status menuincludes #51 Input Status and 52
Input ADC .
The #51 Input Status: allows viewing the status of a unit (device), inhgloop), or
addressable detector. To view a status, selecinfhg Status item, then enter a unit address
(Address:_ ), then enter an input numbdngut# ) or detector address (0O for viewing a unit
status). The status will be displayed in the fdrasafollows:
¥ 001/003: Armed , where001 is a unit addres€03 is an input number or detector address.
Please use th& and ¢ keys to view other input (detector) states monitdrg the unit.

¥ 52 Input ADC : Allows viewing values measured by units, loop9(its), and addressable
detectors. To view such values, enter an inputessdwhen requestedddress:_ ), enter an
input number lhput#:_ ) or detector address (0 is to view a unit statd¥)e measurements are
displayed as follows:

< 002/017: 47
Rwec = 4.7 kOm

All input/output devices allow requesting condi@nmeasurements by requesting ADC
readings. They are displayed in the upper linthefLCD. Most of system input/output devices
(IO devices) can report variable values in physigaits &Owm, °C, %) with numerals
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representing measured parameters. Such data spéaydid in the lower line. To view
measurements on other inputs use the! keys.
A measured parameter of inputs (loops) is usuakystance, but this of addressable detectors is
temperature, humidity, or smoke level. Many dewican measure voltages of power supply and
battery (if any). The RIP-RS backup power suppiigés measure mains voltage, output voltage,
load current and backup battery voltages. They ako provide details on backup battery
conditions: battery charge percentage, actual fyattepacity as measured in testing, and
estimated backup time. For measured parameteaobf unit, see related manuals.

3.18.5.The ¥ 6 Service menu includes the following:

¥ 61 Set Time

¥ 62 Set Date

¥ 63 Test System Components

¥ 64 Indication Test

¥ 65 Print Log

¥ 66 Clear S2000-IT Reports .

¥ 61 Set Time and ¥62 Set Date — used to set time and date of the system. Tinmadbis
hh:mm:ss, date is set as dd:mm:yy.

¥63 Test System Components: Places the selected circuits into the test mod@nglu
which specific procedures are applied to testedatets.
Turning the mode On:
Select® Test ON;
Enter a unit addresé&@dress:_ )
Further, enter the number or address of a testegbanent Component #: )
Next, specify in minutes how long the test modéd bel effective Time, min:_) .
To return back to a normal operative mode:
Select¥ Test OFF;
Enter a unit addresé&ddress:_ )
Enter a tested component address or nuntb@mponent #:_) .

This function can be used for initiation of thedrgignal after applying test procedures (using a
light emitter button or laser beam) to the DIP-3diing the test of automatic fire extinguishing
control. For a group of addressable detectorstitipar (zone) control mechanisms are
recommended for testing.

This test function can be used to launch test ckina battery capacity in a RIP-12RS power
supply (ver 1.1 and higher). When starting, eatitres® as a detector address, dhds a test
time. Further, the test is completed automatically

¥ 64 Indication Test: Toggles the test mode for checking the indicatmithe S2000M panel
or other units. It is recommended using the sinfilaction as described in 3.13.2.

¥ 65 Print Log : Allows printing event logs. It can be useful ii@needs to print an already
printed log again.

¥66 Clear S2000-IT Reports: Clear the queue of messages reported by the SZ000-I
communicator over the phone line. Due to the Ipeesl of the phone line transmission, the
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queue can be quickly overflowed with further slaeacing. This function allows cancelling all
messages.

3.19 Resetting Defaults

This can be used if you cannot access the settiegal (e.g. if your installer code is lost). There
two alternatives for this function:

1) ¥ Reset User Codes;

2) % Reset Codes and Configuration
The Reset User Codesommand deletes all user codes and restores Hef23456 - Installer
Code(#1) and 1234 - Control Code (#2). In addition to the user gdbeReset Codes and
Configuration command restores default (empty) configuration &mchl default settings
(including RS232 and RS485 settings). Howevatoéds not reset the event log.

Resetting defaults is accessible only if this isprotected Config Reset Protection is set as
<-> see 3.17.3). With this parameter protected,atess to the panel can be restored by the
manufacturer in case of lost or forgotten codes.

Reset the S2000M codes to defaults, please prasetadlows:

1) Power off the S2000M panel

2) Open the enclosure and remove the RTC cell (CR28Bpfrom the holder

3) Wait for the 5 sec, press tRESET button, power on the S2000M panel holding the
RESET button. The enclosure must be kept open. Afterdéiset confirmation, the 20-
second countdown timer is started. During thisntdown the reset command can be
cancel by pressing th& key at any moment.

4 Firmware Update (Upgrading the S2000M Firmware)
This option can be useful for obtaining capabtitef a new version and fixing issues of the
current one. The firmware version can be updatadR5232 or RS485 interface. In case of
RS485, no device with address 127 must be conne¢teds recommended to disconnect other
devices before updating firmware).

You need the following to update the firmware: P@indows OS, theORION_PROG
firmware update utility, and firmware library fi®r various versions of S2000M (*.chp). To
update firmware over RS232, you will need a cablednnect the panel to a computer. In this
case, the panel is connected to a computer as simoligure 6. This cable can be purchased in
Bolid offices or its distributors, or made by onéses shown in Figure 6. When updated over
RS485 interface, the panel must be connected asnsimoFigure 10. With this way of updating
chosen, there must not be any devices with addiss TheORION_PROG utility is available

at http://bolid.ru/ . Firmware files are available at the same sit¢henS2000M product's page.
You can also request a required firmware by apglyirinfo@bolid.ru.

When you are ready, please proceed with firmwadatgin the following way. Turn on the
programming mode on the panel. Launch the ORIONDBRxe. Select the COM Port where
the panel is connected. Start the search of dewigepressing the Poll button. The utility will
find the S2000M panel (it will be shown as S2000 €0, 3.01 or 3.02) and probably some
RS485-connected devices. Select the panel fromlisheof found devices, and press the
Firmware button. Open the firmware library fileqhp). The software will show all compatible
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firmware versions. If no versions are shown, thigary file does not contain any compatible

firmware. Select a required version, and click\tthete button. Wait for some seconds while the

program prepares data for writing, then it will i8riyour selected version. During the process,
the LCD display showslobading Firmware...”

5 Routine System Maintenance
The routine system maintenance is provided on aegubnthly basis.

The maintenance shall be carried out by maintenanogany personnel and includes
the following:

a. Exterior check of the panel for mechanical damagg @irty conditions; visual
check of circuits and terminals; check of fasteners

b. Test of backup battery power supply (RIP): tessngply voltage and checking
the panel functionality when RIP is powered by @iynand secondary power
supplies. The voltage shall be measured on thel'sgrower inputs.

c. On-site functionality: check of keypad conditiondakey-pressing beeps, visual
check for LCD data display, LCD and keys illumioati and check of the status
indication of the Power and Fault LEDs; test afigation facilities according to
3.13.1. Check of receiving events from system deyicheck of printing event
messages on the printer, or displaying them irPthien Pro Operative Task if the
panel is used as a part of the Orion Pro system.

d. Check of the intrusion and fire protection systemthe following faults: short-
circuit and open-circuit faults, communication tsulof RS485 devices and
polling loop-connected detectors. The generalustatonitoring is curried out
with the help of the General Fault LED. To locate indicated fault, please
monitor the status of partitions on the Orion Puite§ indication units, or using
S2000M tools. To search for a faulty partitionngsthe panel, one must have a
permission to view all partitions. When a fauliriition is selected, you view all
faulty elements as describe in in 3.2. You camuest for the dust level in DIP-
34A, voltage value of power supply and backup Ibatés described in 3.12 and
3.18.4.

Note: Functionality test for detectors and detectiortwits using a testing activation may result
in to the activation of voice alarms, auxiliary ®m®, and extinguishing installations. If
required, you should disable appliances before pestedures. To disable S2000M-conrolled
outputs, please use the Disable function as desdrb 3.11. Other outputs require appliances
(fire protection equipment) to be disconnected framtrol circuits.
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6 Product Functionality Check
6.1 This guide is developed for intrusion and fire spstmaintenance personnel responsible
for on-receipt inspection, and includes panel fiomgtlity test aimed at finding defects and
assessing fire and security system facilities. Tmeduct incompliance with the guide
requirements can serve as a ground for claimsetondnufacturer.

6.2 The product functionally check is carried out bpaie labs of guard force and performed
by the service personnel well acquainted with thiegb operation and this guide, and qualified as
fire and intrusion system electricians of Leveldtlhigher.

6.3 The test shall be conducted in normal climate emvirent according to GOST 15150-69:
L Air temperature : (2% 10)°C;
2 Air humidity: 45 — 80 %;
3 Atmospheric pressure: 630 — 800 mm of mercury @8- kPa).
6.4 The testing is provided as shown in Figure 13. fdtal testing time is no more than 20
minutes per each panel.

Note: The panel shall be powered OFF before connectindjsconnecting the panel's circuits
for testing.

The testing procedures shall be carried out asvili

Check the package before unpacking the panel

Check the contents of delivery in accordance withliser Guide

Check the panel for defects

Check the panel visually and shake it for the ifpretems inside the panel,

Check the tightness of the terminals;

. Check to see that the Panel's number and manufdcuate are the same as
specified in the User's Guide.

"o o0CTw

6.5 Testing the S2000M Panel

Before powering the S2000M on, please inspect lhistiae panel for any short circuits, track
discontinuity, and defects on the PCB.

Set the power supply output voltage Al as (10.2+0.3
Assemble the testing system as shown in Figure 13.

Power the panel on. The LCD will illuminate ane fhPower On message will appear. The

panel will find a connected device during the salveseconds and report on found devices,
device rebooting, and power failure (if any) on ti@&D. Carry out the test of visual and audio
indications as described in 3.13.1.

Turn the printer on or launch the PKUEventReadg@liegtions. The printer is to print events
with the last ones reporting on powering panel jamater, and finding devices. Press any key of
the panel. The keyboard will illuminate (visible the low light condition). Measure the
consumption current using an ammeter (PAl1l). Thasoed value shall not exceed 110 mA.
Press each key of the panel. Key pressing shaltbempanied by a short beep.

Turn off the devices. Set the output voltage of galwver supply as (28.4+0.6) V. Repeat the
above test actions. The measured current consomghiall not exceed 45 mA.

Disconnect A1 power supply from the first poweruhg+U1) and connect it to the second one
(+U2). Repeat the actions.
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A5

Al
PV1 PA1 XT11
+U A 2 +U1
oV i Vv 1| ov
A2
XT1.2
R1
RS-485A — 5| A
RS-485B 6 B
+12 V
oV
A3
oV
+12V
A4
© XT1.3
GND |7 A 9| GND
RxD ( ) TxD
DTR |20 Vv 8| RxD

Al — Power Supply 12 V: 0.2 A;

A2 — Signal-20 (Signal-20P, S2000-4);

A3 — Power Supply 12V, 1 A (RIP-12);

A4 — Epson LX-300+ printer or PC with installed PKUEventReader;
A5 —-S2000M;
1- CS2000M-Printer cable;
R1, R2 — Resistors 220 Ohm, 0.125 W (for fading between S2000M and its connected
device;

PV1 —-Ll4355 combined device;
PA1l —-L14355 combined device.

Figure 13. S2000M Testing Connection
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7 Routine Maintenance
7.1 The table includes system troubleshooting and repai

Table 6 Troubleshooting and Repair

Failure Descriptions

Possible Cause

Repair Actions

1 Noindication on LCD, when
the panel is powered on

No power

Check the panel's power supply

2 When powered on, the panel
does not respond to user actions,
button pressing is not accompanied
with beeps and LCD indication, the
Fault LED is blinking

Program code error during initial
test

Recover the panel firmware as described
in article 4 Updating Panel Firmware

3 When powered on, the panel
shows one of the following
messages:

“SYSTEM FAULT: EEPROM in D1”
"SYSTEM FAULT: Int. Flash in D1"
"SYSTEM FAULT: EEPROM (D5)"
"SYSTEM FAULT: Flash (D4)")»

Hardware failure

If the message does not disappear or
reappears, please submit the S2000M
panel for repair

4  The following message is
displayed "SYSTEM ERROR:XXX»

Program error, microcontroller error
or hardware failure

If the message is reappeared, please
submit the S2000M for repair. In case of
occasional errors, the S2000M is restored
automatically.

5 Panel works, while the Fault
indicator is blinking

There is at least one failed element
in the system

Find fault device or element to repair. To
troubleshoot the fault, assess states of all
partitions and included element as per 3.1

6 All connected devices cannot

Disconnection between the panel
and devices

Restore connection

be found

Wrong polarity of RS485 line in
the panel

Swap lines A and B of RS485 interface on
the panel

7  One of the devices cannot be

The network address of this device
is the same as one of the other
devices in the system

Use another address for the device

found

Wrong polarity of RS485 line in the
device

Swap lines A and B of RS485 interface in
the device

8  The printer cannot print

Lost connection between the panel
and printer on the «RxD»
or «GND» line

Restore connection

messages. When the printer is
powered on, the Panel does not
show the Printer On message during

The printer is not configured to
work with a serial port

Set the printer parameter responsible for
selection of active interface ( I/F Mode for
Epson-LX300+) as , Serial» or Auto

10 seconds

Print pause is turned on the
printer (in case of Epson-LX300+,
the orange PAUSE indicator is on

If Epson-LX300+ is used: press the
PAUSE button

9  The printer cannot print
messages. When the printer is
powered on, the panel shows the
Printer On message

Disconnection between the panel
and printer on the TxD line

Restore the failed connection

10 Poor response to key pressing

Worn-out keypad conductive
surface

Replace the old keypad with a new one

7.2 The panel may be repaired by authorized personoalifigd as Grade IV or higher.

During repair work, please take care and meet regquents on protection of integrated circuits

from static electricity according to OST 11 073.68R2
8 Marking and Sealing

8.1 The product marking shall be in accordance to tbsigh documentation and Russian

Norms (GOST R 50775-95).

8.2 The plate on the panel cover contains the following
Trade mark or manufacturer name
Name or model of the device

1.
2.

3.  Serial number
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4.  Year and quarter of product manufacture

5.  Conformity Mark
8.3 PCB has an external connection diagram near tetsnasaspecified in the panel electrical
diagram.
8.4 Marking of shipment package is in accordance witOSE 14192-77 and has the
following handling sings N 1, N 3, N 11, main, dailahal, and information notes

9 Packing
9.1 The product is deemed ready to be used when thel gmaprovided with corresponding
manuals, accepted by quality control department,patked in a consumer package.
9.2 The panel and User's Guide are packed in a conspaoage — cardboard box of Type
[lI-1. The panel is packed in a plastic bag GOSB34-82.

10 Storage
10.1 The panel storage in a consumer package must @edoin accordance with Storage
Conditions of Class 1 in accordance with GOST 1615
10.2 The storage facilities must be free from acid alkdleme fumes, aggressive gas, and
other corrosive-hazardous substances.

11 Shipment

11.1 The shipment of packaged panels must be providedvared vehicles in accordance with
following documents:

1) Shipping Rules / Ministry of Transportation , USSRV. Transport , 1985;

2) Technical requirements for cargo handling and faste / Ministry of

Transportation , USSR, M.Transport, 1988

3) Shipping Rules / Ministry of River Fleet, RSFSR/= Transport, 1989;
11.2 The shipment conditions must be in accordance $ftinage Conditions of Class 5 as per
GOST 15150.

12 Disposal
12.1 The S2000M does not expose any life and healthrtiazand does not require specific
environment safety measures in case of disposal.

13 Manufacturer (Supplier) Warranty
The manufacturer guarantees that the S2000M pametismvith technical requirements specified
in the manuals if the user follows the instructiémsshipment, storage, installation, and usage.
Warranty period is 18 months but no more than 2athfrom the manufacturer's date of issue.
In case of failed product it shall be sent to thenafacture for repair. When submitting the
panel for repair, it shall be accompanied with desions of possible fault.
In case of any issue related to setting and ugbeoproduct, please contact with the technical
support: (495) 775-71-55 or e-malipport@bolid.ru

14 Certification
14.1 The S2000M Intrusion and Fire Monitoring andn@ol Panel meets the Technical
Regulations on Fire Safety Requirements (Federal Nev. 123-FZ) and has Certificate of
Conformity No. C-RU.MC13B.00251 issued by OS POHZTEST FGU VNIIPO, Ministfy o
Emergency, Russia, Balashikha 12, Moscow Regiossiau

14.2 The S2000M Intrusion and Fire Monitoring Pacwhplies with requirements of Technical
Regulations of Customs Union TR CU 020/2012 and tines Declaration of Conformity
No. RUJI-RUME61B.00318.

14.3 The S2000M Intrusion and Fire Monitoring &whtrol Panel is a part of the ORION Fire
Alarm System that has the Certificate of Confornmiity. BY/112 02.01.033.00251 issued by
Certification and Survey Body of Ministry of Emergwy of the Republic of the Belarus, 220088,
Minsk, Zaharova Str.
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14.4 The panel production is certified with Cectite of Conformity to GOST ISO 9001-2011
(ISO 9001:2008) No. ROSS RWK32K00153 issued by Standard-Cert, Nauchnyi lane 6,
Moscow 117246

15  Manufacturer Contacts
Bolid Company, 4 Pionerskaya Str., Korolyov, Mosdeegion, 141070, Russia
tel./fax: (495) 775-71-58multiline), 777-40-20.
E-mail: info@bolid.ru; http://bolid.ru
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Appendix A. S2000M Dimensions and Installation Layout
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Appendix B. External Circuits Connection Terminals
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¥ Event Log
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I— Event View Field

Appendix C.1 Main Controls

Indication of Panel Conditions

4

< View All Events

< Event Type :

< Date:

< Zone:

< Element:

< Device:

< Control

4

View partitions in
conditions

=
—

Contextual
menu button

_{

Activated

— or

Fires

PIN

Alarms

Aborted

Faults

Inhibited

In Manual Mode

I—I

Partition View Field

RESET
START
STOP

|
-/
|

l

Element View Field

Commands

< Indication Test

I
<!

< This Device

< Other Device s

¥ Arm

< Disarm

< Reset Alarms

< Auto ON

< Auto OFF

< Start

< Immediate Start

< Stop

< Hold

v “\‘N?\
W\
\ Y
N
w»n
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>
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< Activate

< Deactivate

< Disable

< Enable

< Test ON

< Test OFF

< Measurements

¥ Details ..

< Refresh State
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Appendix C.2 Input / Output Units Direct Control

Indication of Panel Conditions

I
@ =? Contextual menu button or PIN

— ¥ 1AM

— ¥ Event Log

| — ¥ 11 Input

-« — ¥ 12 Input Group

L Event View Field — ¥ 13 All Inputs

' — ¥ 2 Disarm
=°
| Event Filter a5 Input
< View All Events < 22 Input Group
< 23 All Inputs
¥ Event Type :
$ Date: — ¥ 3 Reset Alarm
v Zone: — % 4 Control Outputs
S Element:
< Device: ¥ 41 Relay

¥ 42 S2000-ASPT

}~ < Auto ON/OFF

— ¥ Control

— ¥ Release/Abort

| -

— ¥ 5 View Input Status

t < 51 Input Status

< Indication Test =
¥ 52 Input ADC

I
-
— ¥+ 6 Service
¥ This Device = )
T — ¥ 61 Set Time
¥ Other Device s | o
¥ 62 Set Date

— ¥ 63 Test System
Components

i: ¥ Test ON

¥ Test OFF

— ¥ 64 Indication Test

— ¥ 65 Print Log

|| ¥ 66 Clear S2000-IT
Reports
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Appendix C.3 Settings

@

€ Settings

< 2 Device Address

< Edit RS485 Addre

SS

< Set Point Address

< Reboot

| %1 Time and Date

< Set Time

< Set Date

< Tune Clock

| $ Users

< Add New

< Edit

< Delete

| 6 Programming

| #352000M Settings | [#4Rs485 |
— % Alarms S2000 =127
Address
(E;llj\lzzer: Ring Topology -
. S2000-SP1 =126
Panic: | Address
Audible Alarm
Lobby Alarm : | | Normal =240
Audible Alarm Switch Period
| | Fault =2
| | ¥ Access to Switch Period

Functions

— Code Length =4

| | Event Log
Protection

| | Indication Test
Protection

+

| | Code Change
User Access

|_| Config Reset
Protection

< Power
Monitoring

l—{ Backup Power

+

$ Fire2
Algorithm Setup

Detectors =0

Confirm
Period, min.

¥ Relay Program
Settings

Ctrl w Delay
if Fire2

+ Default
Settings

+ Reset Settings

+ Reset Settings
& Configuration
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| $5RS232 \

| Mode:

Printer

S2000
Address

=127

| Com:-

Monitoring

| Com Fault =20

Timeout

| Control via -

Orion Pro

Bit Rate :

| 9600 bps

Account :
1234

¥ LARS Events

— Zones

— Partitions =

— ¥ Users

Max Number

=32

Number for
Extra User

Number for
Unknown User

— % Initial Codes

— Alarms

=17

— Pre-Alarms

=49

— Faults

=81

— Restores

=113

— Arming

=192

— Disarming

=224




APPENDIX D States

Table D.1

States

Description

As Displayed on LCD

Activation of Fire Protection Facilities

Extinguishant Successful release of extinguishing agent
S L ) . Released
Released (extinguishant) after issuing discharge signal
No-Pulse Release D|s_char.ge_ Signal was n_ot initiated, but the NP Release
extinguishing agent release is detected
Signal to initiate fire extinguishing is transmitted to
Discharge Signal fire extinguishing installation. Discharge
Discharge Signal is initiated
Pre-Discharge Delay Count down of pre?d|scharge delay time PreDis: XXX
(xxx: seconds to Discharge).
The pre-discharged delay timer has been hold.
E Hold . . . :
mergency Ho (XXX: seconds left till the discharged signal). Hold:XXX
Voice Alarm Activated The Voice Alarm system has been activated Activated
(started)
Voice Alarm Delay The delay before Voice Alarm activation Delay
Output Activated A flre. protection system (but for extinguishing one) Activated
is activated. E.g a smoke removal system
The delay time to activate fire protection (but for
Pre-Activation Delay extinguishing) equipment starts counting down Start: XXX
XXX: time left to activate
Extinguishant Release Th tem has failed to rel tinguishant
xtinguisha e system has failed to release extinguishan FldRelease
Failed
Fire Alarms
The Fire status (signal) from at least two
. loops/inputs or addressable detectors within one .
Fire 2 . ) Fire2
protected area (partition); or the Fire status from a
manual call point
Two fire detectors of one input triggers an alarm
signal; the second fire alarm signal from a
Fire threshold fire detector; a fire factor value Fire
(temperature and smoke) measured by a detector
exceeds the fire threshold
Preliminary fire alarm (threat of fire)
Usually, it is an alarm from a single threshold heat
Fire Pre-Alarm detector, or unverified alarm from a threshold
. Pre-Alarm
smoke detector, or fire factor value measured by a
fire addressable analogue detector exceeds the
Pre-Alarm threshold
Intrusion and other alarms
Panic Alarm An alarm from an mtrgsmn mput (loop) or manual Panic
addressable alarm device (panic button)
Alarm or Intrusion An alarm from intrusion input (loop), activation of Alarm
Alarm addressable intrusion detector
Lobby Alarm An alarm from a Lobby Alarm |r.1put; the Entry Delay LobbyAlarm
(alarm delay) has not been expired yet
Flooding Detected Activation of a flood detector Flood

109




States

Description

As Displayed on LCD

Aborts and Stops

The Extinguishant Release(d) procedure is aborted

Emergency Abort Abort/Stop
(stopped)
Voice Alarm Abort The Voice Alarm play is aborted Abort/Stop
Input Abort/Stop Fire protection equipment stopped Abort/Stop
Faults
Pressure Switch The initiation pulse is released, but no expected Press Falil
Signal Failed pressure switch signal is activated as expected
o The S2000M failed to instruct an output control unit
Output Activation . . ' . .
Failed to activate the output controlling fire protection Failure
equipment
Error Authenticatin . . . .
. ) Use of unauthorized equipment in the Orion system Err Auth
Device
Unit Communication . . . .
Fault Failure to communicate with an addressable unit Com Fault
Input Communication No communication with expansion unit or
Com Fault
Fault addressable detector
Output No communication with relay output (addressable
. p_ _ y output ( Com Fault
Communication Fault relay unit)
PL Point Address point response error on the Polling Loo
o o P P g P Com Error
Communication Error circuit
PL Point S . .
. Unstable communication with an address point on
Communication the polling loo Com Unstable
Unstable poriing foop
. Actuator failed to go to a required position .
Actuator Failure . o g_ . q P Failure
(operating or initial) position
N The actuator monitoring circuit in the wron
Actuator Circuit Error " g g Error
condition
Noise Noise level in a detector exceeds the limit Noise
Input Open-Circuit Open circuit fault on a detection circuit or In Open
Fault supervision circuit of an addressable expansion unit P
Input Short-Circuit Short-circuit fault on a detection or supervision In Short
Fault circuit of an addressable expansion unit
System element misconfiguration affecting its
proper operation.
Usually, it happens when an addressable device
type defined in the S2000-KDL configuration does
Configuration Error not match a physical device connected to a polling Config Err
loop device; or mismatching between a loop type
and addressable device (S2000-KDL); or
mismatching between an element specified in the
panel configuration and actually connected element
It can be a fault inside an addressable detector (e.g.
Equipment Fault faults of DIP-34A optic system), faults in weight Fault
and pressure monitoring circuits of S2000-KPB
Temperature Sensor .
Failure of temperature sensor Sensor Flt

Fault
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States

Description

As Displayed on LCD

A water or pressure level is above the high critical

Level Above Limit . AboveLimit
limit (Potok-3N)
Level Below Limit A \{vater or pressure level is below the low critical BelowLimit
limit (Potok-3N)
Output Open-Circuit An open-circuit fault within a transmission path
Out Open
Fault connected to the output
Output Short-Open An short-circuit fault within a transmission path
Out Short
Fault connected to the output
Door Forced Open A door is opened without access granting DoorForced
Door Held Alarm A door is left open Door Held
Communication Link Failure of subscriber communication link (UO-4S, Link Fail
Failure S2000-PGE)
Self-Test Error An addressable unit failed the Self-Test. procedure Test Error
Polling Loop Short- Short circuit occurred on the S2000-KDL's polling PL Short
Circuit Fault loop
Polling Loo .
g P Overvoltage on the S2000-KDL's polling loop PL Overvoltage
Overvoltage
Arming Failed Failure of arming a monitored input (loop, detector) Arm Failed
Power Supply DC .
DC power output is turned off DC OFF
Output OFF power outputis tu
Power Supply .
Overload Power supply is overloaded Overload

Failed Charger

Failure of a backup battery charger

Failed Charger

Device voltage is out of acceptable range (the

Power Supply Fault device is powered from the secondary power Pwr Fault
supply)
Mains Fault Thg fa|!ure of a primary power supply (AC 220V) in MainsFault
units with a backup support
Backup Battery Fault .
Hp yrad Failure of backup power supply/backup battery;
or backup battery is missing or low Bat Fault
Battery Fault P y g
Backup Battery Test A backup battery fails a battery test and cannot be
Bat Error
Error used further (RIP-RS)
Battery Low Battery is low (RIP-RS) Bat Low
Backup Battery Low Detector backup battery is low Bat 2 Low
Tamper Switch detects tampering of addressable
Tamper Alarm ) . . Tamper
unit, detector or expansion (input/output) module
PL1 Communication Missing communication with an addressable PL1 ComFIt
Fault detector on Polling Loop 1
PL2 Communication Missing communication with an addressable PL2 ComFIt
Fault detector on Polling Loop 2
Discharge Inhibited
Discharge Inhibited Discharge Signal is inhibited Inhibited
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States

Description

As Displayed on LCD

Automatic Extinguishing Mode OFF

Auto Extinguishing
Mode OFF

Automatic fire extinguishing mode is disabled

Auto OFF

Normal States

Not Initialized

The S2000M is unware of an element status, it will
be requested from the addressable unit as soon as
possible

After powering the panel on, this status can be in
effect for some time till it finds all system units and
requests their status, or decides whether they are
disconnected. The more addressable units and
panel-controlled elements are in the system the
longer time period is.

Querying...

Pressure Switch
Activated

A pressure switch detected the release of an
extinguishing agent

Pressure

Disarmed Input
Activated

The input is not armed. The monitored circuit
reports violation (only for intrusion inputs monitored
when disarmed)

Disarmed/Active

Disarmed

The input is not armed (its status is not monitored)

Disarmed

Disarmed Input

The input is not armed. The monitored circuit is
normal (applicable for intrusion inputs monitored in

Disarmed/Normal

Normal .
disarmed status)
Input arming is in progress (an arming command
Arming Delay has been initiated, but the result is still unknown), or Arming...
the arming delay is on place at the moment
Pump ON The pump is turned on Pump ON
Level Increased The increased level of water or pressure (Potok-3N) Increased
The temperature is higher than the high
Temperature High temperature threshold (the S2000-KDlI's t°High
temperature input)
Actuator in Operating An actuating device (e.g. damper) is activated and Operatin
Position turned to the operating position P g
R te Control Unit it (e.g. int) i .
emote _on rol Uni A r_emote control unit (e.g. manual release point) is RCU Active
Activated activated
Level Decreased Water or pressure leveled down (Potok-3N) Decreased
Temperature is lower than the temperature low drop
Temperature Low threshold (temperature input of S2000-KDL lower ©Low
P than the temperature drop threshold (S2000-KDL
temperature input)
Door Open A monitored door is open Door Open
Flood Detector Normal The Flooding Detector is in the normal status (no Normal
flooding)
The input is armed and in normal status (for
intrusi detect ; the i ti itored di
Armed intrusion detectors); the input is monitored and in Armed

normal status (for other types of inputs and
detectors including fire ones)
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States Description As Displayed on LCD
Pump Off Pump is off Pump OFF
Automatic
Extinguishing Mode Auto extinguishing control mode is enabled Auto ON
ON
Level Normal Water or pressure level is normal (Potok-3N) Lvl Normal
Door Closed The monitored door is closed Door Closed
Actuator (Application) Actuating device (application/appliance) is in an Initial
in Initial Position (initial) status (position)
RCU in Initial Position Remgte control unit (RCU) is in initial (Normal) RCU Normal
position
Aux Input Active2 Activation 2 on the programmable auxiliary input AuxActiv2
Aux Input Active Activation on the programmable auxiliary input Aux Active
Aux Input Normal The auxiliary input is normal (not activated) Aux Normal
Equipment Normal Monitored equipment functions properly Normal
Output Normal The monitored output circuit is normal Out Normal
Power Output On RIP power output is turned on DC ON
Load Normal The RIP overload is removed Load Normal
Charger Normal Backup Battery Charger is in good condition Charger OK
Power Supply Normal The power supply voltage of the unit is normal Pwr Normal

Mains Normal

The main power supply (220V/AC) is normal

Mains Normal

Backup Power

Normal .
or The backup power supply (e.g. battery) is normal Bat Normal
Battery Normal
Secondary Backu
y P The secondary backup battery is normal Bat 2 Normal
Battery Normal
Polling Loop Normal The polling loop circuit functions properly PL Normal
Unit Communication An addressable alarm control unit is contacted and
Com Normal
Normal reachable
Input Communication An addressable detector or expansion unit
. Com Normal
Normal communicates properly
Output . .
p_ . The output of an addressable unit communicates
Communication L Com Normal
properly. The output communication is OK.
Normal
Disablements
Input Disabled Input status monitoring is disabled Disabled
Output Disabled Output status monitoring is disabled Disabled
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APPENDIX E. Event

Messages

Table E.1
Descrintion Events as displayed [Cate | Code Event
P on LCD gory?| cip? | LARS?
Pre-discharge timer countdown has been started Pre-Dis Delay 7 - -
Pre-activation timer countdown has been started before
activation of a fire protection system (but for a fire Start Delay 7 - -
extinguishing system)
Pre-Activation timer count down has been hold Pre-Dis Hold 7 - -
Immediate activation avoiding pre-activation condition Immediate Activ 7 - -
A fire extinguishing installation has been activated Discharge 7 - -
A fire protection system (but for extinguishing system) has .
been activated/started. (E.g. smoke removal system) Activated(Start) ! B B
A voice alarm system (Rupor) has been activated VA Activated 7 - -
A successful activation of fire extinguishing installation (the
S2000-ASPT discharge signal was followed by extingui- Released 7 3 3
shant release)
Extinguishant Released
Accidental no-pulse release ( no discharge signal was
initiated, but extinguishant release was detected) No-Pulse Release | 7 B B
Extinguishant release has failed. The S2000-ASPT issued
the Discharge Signal, but no extinguishant release was Release Failed 7 - -
detected
Failed activation of fire protection equipment controlled by Failure 3 3 3
the S2000M and output control units
The Discharge Signal was inhibited (e.g. the door of
protected premises is in an open status during pre- Inhibited 7 - -
discharge countdown)
Extinguishant release has been aborted / stopped Abort (Stop) 7 - -
Fire protection equipment has been aborted /stopped
(output control units controlled by the S2000M panel) Abort (Stop) / B B
The activation/operation of voice alarm system (Rupor) has VA Abort 7 3 3
been aborted
An actuator has gone to the operating position Operating Pos 7 Rxx? |normal
An actuator has gone to the initial position Initial Pos 7 |Rox? | normal
An actuator failed to go to Operating or Initial position Actuator Failed E320 fault
Actuator supervision circuits are in the wrong status Actuator Error E320 fault
Potok-3N Pump is turned on Pump ON 7 E205 -
Potok-3N pump is turned off Pump OFF 7 R205 -
Fire Alarm 2 Fire Alarm 2 1 E110 alarm
Fire Alarm 1 Fire Alarm 1 E110 alarm
Fire Pre-Alarm Fire Pre-Alarm 1 E118 alert
Intrusion Alarm Intrusion Alarm 2 E130 alarm
A panic input has initiated the panic alarm Panic Alarm 2 E122 alarm
A lobby input has activated an alarm Lobby Alarm 2 E134 alert
A flood detector has detected flooding and activated an Flood Detected 5 E154 alarm
alarm
A flood detector has restored its normal status Flood Reset 5 |R154 [normal
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Description Events as displayed [Cate | Code Event
P on LCD gory?| cip? | LARS?

An open-circuit fault has occurred on an input circuit Input Open 3 E371 fault
A short-circuit fault has occurred on an input circuit Input Short 3 E372 fault
An open-circuit fault has occurred on a relay output circuit Output Open 3 E320 fault
A short-circuit fault has occurred on the relay output circuit Output Short 3 E320 fault
T.he rela}/ output has been restored (recovery after output Output Restored 3 R320  hormal
circuit failure)
A system component has been failed Fault 3 E380 fault
A failed component has been recovered Restored 3 |[R380 |normal
Noise level in a detector has exceeded the limit Noise 3 - -
Noise level in a detector fell down till the acceptable level Noise Removed 3 - -
Inpu_t (Ioop, detector) or output is out of service due to a Config Error 3 £380 fault
configuration error
A communication lost occurred between the S2000-KDL
gnd addressablg d(?tector or addre;sable expansion Com Lost 3 £382 fault
input/output device; or communication lost between the
S2000-ASPT and the connected S2000-KPB
A communication recovery between S2000-KDL and an
addressable detector or expansion unit; or between the Com Restored 3 R382 | normal
S2000-ASPT unit and the connected S2000-KPB
A detector requires maintenance service (too dusty . .
condition in the smoke chamber of DIP-34A) Service Required 3 E393 fault
The recovery of a failed input Restored 3 |Rxx? | nomal
An input was not in a normal status (activated or faulty) Arming Failed 4 £374 fault
when attempted to be armed
A fire or alarm Reset Alarm Reset 4 - _
The Automatic Extinguishing Mode has been turned off Auto Mode OFF 4 - -
The Automatic Extinguishing Mode has been turned on Auto Mode ON 4 - -
An input has been disabled ( input monitoring is disabled) Disabled 4 | E570 -
An input has been enabled (input monitoring is enabled) Enabled 4 | R570 -
An Qutput has been disabled (output monitoring and control Disabled 4 |Es20 3
is disabled)
An output has been enabled (output monitoring and control Enabled 4 |Rrs20 3
is enabled)
'IO':)e monitoring of auxiliary input has been restored (turned Aux Enabled 4 R570 B
An input has been armed Armed 5 |Rxxx? | nomal
An input has been disarmed Disarmed 5 [Rxx? | nomal
An exit delay has been activated (delayed arming) Arming Delay 5 - -
The Test has been started Test ON 4 E607 -
The Test has come to an end Test OFF 4 | R607 -
The detector re_sp_onds to specific test_ procedure applied Alarm Test 8 E611 3
when detector is in the normal operating mode
Unverified detector signal Detector Signal 8 - -
An auxiliary input Activation (Auxiliary Input Activated) Aux Activated E150 alarm
An alu.X|I|ary input has returned to the Normal status Aux Restored 9 R150  hormal
(Auxiliary Input Restored)
An alternative activation of programmable auxiliary input Aux Activated 2 9 - -
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Description Events as displayed [Cate | Code Event
P on LCD gory?| cip? | LARS?
A remoted gontrol unit has been operated to start a relevant RCU Activation 9 E150 alarm
system/device
A remote control unit has been reset to the initial position RCU Reset 9 R150 |normal
A disarmed input has been activated Input Activated 9 - -
A disarmed input has been restored Input Restored 9 - -
A device or detector enclosure is open Tamper Alarm 3 E383 alarm
A device or detector enclosure is closed Tamper Restored 3 R383  |hormal
Temperature is above the high limit tHigh 8 |E158 -
Temperature is below the low limit tLow 8 E159 -
Temperature is within normal range tNormal 8 R xx? -
A failure of the temperature sensor tSensor Fault 3 E380 fault
The recovery of a failed temperature sensor t°Sensor Restored 3 R380 | normal
A pressure switch detected the extinguishant release Pressure Signal 8 - -
The pressure switch did not detect the extinguishant release| Pressure Failed 8 - -
Local manual activation of actuator (appliances) Manual Start 4 - -
Local manual abortion of actuator (appliances) Manual Stop 4 - -
The increase of water, pressure (Potok-3N) or humidity
(S2000-VT) level Level Increased 8 |El66 -
The decrease of water, pressure (Potok-3N) or humidity
Level Decreased 8 E167 -
(S2000-VT) level v
. R166 -
The water or pressure level is restored (Potok-3N) Level Normal 8 R1697 -
13':\15 water or pressure level is above the critical limit (Potok- Level AboveLimit 3 E168 3
;:()e water or pressure level is below the critical limit (Potok- Level BelowLimit 3 c169 3
The power supply of a unit (device) is beyond the Power Failed 3 £337 fault
acceptable range
Vo.ltag.e of the first power input of the unit or detector (input Power Failed 1 3 3 3
point) is out of acceptable rates
\_/oltage Qf th_e second power input of a unit or detector Power Failed 2 3 3 3
(input point) is out of acceptable rates
Power of unit or detector has recovered after failure Power Restored 3 [|R337 |pormal
Vo_ltage of the first power input of the unit or detector (input Power Restored 1 3 3 3
point) has recovered
\(oltage Qf the second power input of the unit or detector Power Restored 2 3 3 3
(input point) has recovered
Battery is missing or must be replaced. In some cases it Battery Fault 3 £311 fault
means low battery
Backup battery charge is low Battery Low 3 E302 fault
A backup battery has failed test and may not be used Bat Test Error 3 £309 fault
further
A failed backup battery has been recovered Battery Restored 3 |R311 pormal
The charge of Battery 2 is low Battery 2 Low 3 |E384 fault
Battery 2 has been repaired Battery 2 Normal 3 [R384 pormal
Failure of 220V commercial power supply Mains Failed 3 E301 fault
Recovery of 220V commercial power supply Mains Restored 3 R301  |hormal
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Description Events as displayed [Cate | Code Event
P on LCD gory?| cip? | LARS?

Overload of battery backup power supply (RIP) Overload 3 |[E312 fault
RIP overload is repaired Load Restored 3 |R312 |hormal
The charger of a backup battery power supply is failed Charger Failed 3 E312 fault
The charger of a backup battery power supply is repaired Charger Restored 3 R312 hormal
RIP power output is OFF ( the DC OFF command has been DC OFF 4 B B
executed)
The RIP power output is ON ( the DC ON command has DC ON 4 B B
been executed)
A unit has been rebooted Device Reboot 3 R339 -
Unauth(?rlzgd subs'Fltutlon of a system unit (Error Err Auth Device 3 £333 fault
Authenticating Device)
The commun|gat|on between S2000M and RS485- Disconnected 3 £333 fault
connected unit has been lost
The commum_catlon between S2000M and RS485- Connected 3 R333 normal
connected unit has been recovered
A device has been disconnected from the RS-485 line RS Line Fault 3 E331 -
The RS485 line has been restored RS Line Restored 3 R331 -
Polling Loop short-circuit has failed PL Short-Circuit 3 E332 fault
Overvoltage fault on the Polling Loop circuit PL Overvoltage 3 E332 fault
Recovery of the Polling Loop circuit PL Restored 3 R332 |normal
Los'F communication with an addressable detector of PL1 Com Lost 3 B B
Polling Loop 1
Los'F communication with an addressable detector of PL2 Com Lost 3 B B
Polling Loop 2
Recovered communlcatlon with one or more addressable PL1 Com Restored 3 B B
detectors of Polling Loop 1
Recovered communication with one or more addressable PL2 Com Restored 3 B B
detectors of Polling Loop 2
Commmauon error from a PL-connected addressable PL Com Error 3 £382 fault
device
Uns.table communication with PL-connected addressable PL Com Unstable 3 £382 fault
devices
Failed communication with a subscriber or failure of . .

e . Link Failed 3 E351 fault
notification routing link (UO-4S and S2000-PGE) ik rafie au
Recovery of communication with a subscriber or notification .

L Link Restored 3 R351 al
routing link (UO-4S and S2000-PGE) inK restore norm
Unknown device Unknown Device 3 - -
Hardware error or unit failure:
n=1- Firmware co_rrupt|on (firmware checksum error ); Test Error n 3 £343 tault
n = 4 — Hardware failure;

n =5 — Error indexing codes in S2000-2 and S2000-4

Partition (zone) armed Zone Armed 4 R402 arm
Partition (zone) disarmed Zone Disarmed 4 [E402 |disarm
Partition arming command was initiated (arming requested) Arming 4 R462 -
Partition disarming command was initiated (disarming Disarming 4 £462 :
requested)

A user presented or entered credentials with control Authentication 4 3 3

permission (e.g. token to arm or disarm a zone)
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Description Events as displayed [Cate | Code Event
on LCD gory?| CID? | LARS?
Change of output status: Relay On
On, .
. Relay Pulsing 7 - -
Pulsing, Relay Off
Off
Event on a user transaction (passage) to an access .
Transaction 6 - -
controlled area (access zone)
Wrong code (credential) is presented Wrong Code 6 E461 -
Requested access has been granted Access Granted 6 E422 -
A presented cr.edent.|a}l is co_rrgct but does not provide Access Denied 6 E421 3
access due to insufficient privileges
Access is locked down Access Locked 6 - -
Free access mode is enabled Free Access 6 - -
Normal Access Mode is restored Access Restored 6 - -
Door is open Door Open 6 - -
Door is closed Door Closed 6 |Rxx? | nomal
The door is left open too long Door Held Alarm 6 E426 alarm
The door is open without granted access Door Forced Open 6 E426 alarm
Attempt to guess a code Guessing 6 - -
Entering the Programming Mode Programming 8 R627 -
'(I';;O%\éin_rt; have not been transmitted due to the full buffer Buffer Full 8 £623 :
The event log is overflowed resulting in loss of some events | Buffer Overflow 8 E624 -
A device self-test has been initiated manually Manual Test 8 E601 —
A user response to an alarm event message (a user
pressed the Silence button on the Signal-20M, S2000-Bl, or Silencing 8 - -
S2000M)
The S2000M panel has been powered on S2000M Power ON 8 R305 —
The Printer is turned on Printer ON 8 |[R336 normal
The printer is off, or not ready (e.g. no paper) Printer OFF 8 E336 fault
The event message to inform that system data has been Date Changed 3 £625 :
changed by a user
The event message to inform that system time has been Time Changed 8 £625 3
changed by a user
Generated by the panel every midnight and when data is )
Date: 8 - -
changed
The pangl ge_nerates the System Time event when the System Time 8 3 3
system time is changed
Guard report at a checkpoint Guard Checkpoint | 8 E999 —
Notes to Table E.1:
Y Event Categories:
1 — Fires 2 — Alarms; 3 — Faults
4 — Arm/Disarm,; 5 — Input Arm/Disarm,; 6 — Access;

7 — Relay (activation and reset of outputs, stgase and stop/abort of fire protection

equipment;
8 — Service;
9 — Auxiliary.
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2 A CID Code is an event code in the Contact ID grot when transmitting messages over the
radio link of Rif String RS-202:

E150: event code 15(R150: restoration code 150;

Rxxx: restoring from activated or fault status with Hane restoration code:

«»: such event is not transmitted to the Rif StiR§r202 system.

% Events defining the range of LARS codes:

alarm — activated detector signals, alarms, fires;
prealarm — alerts such as lobby alarms and pre-alarms
fault — faults;

normal — restoring normal status from activated or fatatus;
armed — a partition (zone) is armed by a user;

disarmed — a partition (zone) is disarmed by a user,

«—» — events are not transmitted to LARS.
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16 Acceptance and Packing Certificate

S2000M Monitoring and Control Panel ACDRs489.027

Product Name manufacture number lseviaber

Produced and accepted in according to the mandatopyirements of Russian standards and
engineering documentation. Approved to be usetkagned and packed at BOLID company.

QCD

Name yyyy, mm, dd
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