=Y=]i[=)

Bupeokamepa ceteBas

BOLID VCI-143

Bepcusa 4

PykoBoacTBO NO 3KcnsiyaTauum

ALOP.202119.009 POn

EAL



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 2

HacTtosdwee pykoBoACTBO MO aKcnnyatauum (ganee no tekcty — PO)
COOEPXUT CBEAEHUS O HasHa4YeHUW, KOHCTPYKUMMK, MNpUHLMNE OEeNCTBUS,
TEXHUYECKNX XapaKTepuctukax Buaeokamepol ceteson «BOLID VCI-143»
ALOP.202119.009 (ganee no TEKCTy — BUOEOKaMepa Unv usgenue) n ykasaHus,

HeoGxoauMble Ans NpaBUNbHON 1 6e3onacHol eé akcnnyaTauumn.

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 3

COOEPXAHUE
TOBLUME CBEOEHMUA ... 6
2 TEXHUYECKUE XAPAKTEPUCTUKWN .............ooonnneeeeeee e 7
S KOMIUIEKTHOCTD. ...ttt e e e 11
4 KOHCTPYKLMA. ...ttt e e e s 12
SMOHTAX U OEMOHTAXK . ... .ot 14
5.1 MEPBI BE3OMACHOCTM .....c.uuuiiiiiiiiiiie e eeett e ettt e et e e e e et e e e e e enn e e e e eennnns 14
5.2 MoAroTOBKA U3OENMUA K MOHTAXKY .....cccoviiiiiiiiiiiiieeeeeeeeeeeeeetiia e s e e e e e e e e eeennannannns 14
LB IMOHTANK ...ttt e e e e e e ennaas 16
5.3.1 [10TONOYHOE KPEMNEHNE BULEOKAMEPDI ...c.uevieiieeiieeeieeeieeeieeeieeeeeeneeanens 17
5.3.2 HacTeHHOE KPeNNEHNE BULEOKAMEPDI........ccuuueeerrnieeeiueeeerneerennnaeeennnaeees 18
5.3.3 YrnoBoe KPEMMNEHNE BUOEOKAMEPDI ........cevuieneeneeiieeeieeeteeeteesneeenaeeneennaens 19
5.3.4 CTon60oB0OE KPEMNNEHNE BULEOKAMEPDI .. .cevvvvrieeeeeeriiieeeeeeesanneeeeesnnnnnaeeees 21
5.4 HACTPOMKA HAMPABJIIEHUSI OBBEKTUBA..........ccovvvviiiiieeeeeeeeeeeeeiirine e e e e eaeeaeenes 23
TR I A 11T o] 2 07V 23
GMOOKITHOUEHMUE...............oooeeee e 24
6.1 YCTAHOBKA FTEPMETUYHON KABENIBHOM MY®TDI.......uuuiiieeeeieiiiiiiiiiiiineseeeeneeeeeenn 27
6.2 MOAKNIOYEHUE TPEBOXHbBIX BXO[AOB, BBIXOMOB.........iiiiieeeeieeeiiiiiiiineeeeeeeeeeennns 28
6.3 YNIMUHOE 3ALUMTHOE 3AZEMITEHUE .........cccceeeiiieiiiiiiie e e e e e e e e e e e e e e e eeeeeees 30
6.4 YCTAHOBKA MOJTHUEOTBO/A . .....ccvvuiuuinieeeeeaeeeeeertttnnaaeaaeeessesesssssnnnnaaaaeseaeseenns 32
TBEB-UHTEP®DEMC .........c.ooeeeee oottt 34
7.1 TIOOKNIOYEHUE K BEB-UHTEP®DEMCY ......ceiieeeeiieeeiiiiie e e e e e eeeeaee e e e e e e e eeees 34
7.1.1 BoccTtaHoBreHne naposis MOMb30BATENS .. ccuuurierrieeeiieeeeeieeeeiiaeaeennnnes 37
7.2 TNABHOE MEHIO BEB-MHTEPDEMCA .........ccceeeiiiiiiiiiiiiee e e e e e e e e e e e e e e eeee 40
7.3 PA3OEN FMABHOTO MEHIO «TTPOCMOTPY ....covunniiiiiiiiieeieeeeiiee e 42
AR T B =TT oI =17 VaT=To 3 (o ) o] - [P 42
7.3.2 JencTBMA C OOBEKTOM MPOCMOTPA ..uvevvneirieiriieraieeesteeeteeeneeerneeernaessnnnss 43
7.3.3 YNpaBrneHNE OKHOM MPOCMOTPA ...cvvvureeeinneeeetiaeeatneeesnneeeennsaeesnnaaaeennns 47

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 4

7.4 PA3OEN MMABHOIO MEHIO « BUOEOAHATIUTUKAY .....ouvviiieeeeieiiiiiiiiiiee e e e e eeeeeeeee, 49
7.4.1 lNopgpasnen meHo «HacTponka BUACOAHANMUTUKNY .....ccvveverneeerneeernennnnne, 50
7.5 PA3OEN TMABHOTO MEHIO «KAMEPAR .......cccviiiiiiiiiiiiiiee ettt 55
7.5.1 MNoapasgen MeH «300PAKEHMED ........ccveeuriieeeeeiiieeeeeeee e e 55
7.5.2 lNogpasgen MeHI0 «BUOCO» ... 69
7.5.3 Noapasfen MEHIO «AYOMOM ......uuiiierieeeiiie e e e et e e e e e e e e e e eaa e 76
7.6 PA3OEN TMABHOIO MEHIO K COBBITUSIN .......cvviiieeiiieeeiiiieeeeii e e e e e e e eana e 78
7.6.1 MNogpasnen MEHIO « TPEBOXKHDBIN BXOL ...ccuevneeneineerneeenieenesneesnaesnaesnneees 78
7.6.2 Noapasgen MeH0 «PYrne COBBITUSM.....ccccuuuieeeeeeiiiieeeeeeee e e e e 81
7.6.3 Noapasaen MeHI0 «BUOEO COBBITUAN ........ceeevnieiiiieiiiieeieeee e, 85
7.6.4 Tlogpasaent MEHIO «AYOMOLETEKLMAD ...cvvuueeernieeiiieeiieeeeiieeeineeaneeeaneeeananns 93
7.6.5 MNoapasgen MeHio «Knaccndmkaumns OOBEKTOBY .........uuveeevrneeerineeennnnnen, 95
7.7 PA3OEN TMABHOTO MEHIO KCUCTEMAY .....covuiiiiieiiieeiiiieeiiiee e e ete e e e eaa e eaaneeees 96
7.7.1 Noapa3snen MEHK €OBLLMEY ......cccccvevuuiieieeiiiiie e, 97
7.7.2 Nogpasaen MeHo « AOM. NOMBb30BATEIIEMY ......cevueiireeiiieeeiieeeeeeieeeennns, 99
7.7.3 MNogpasgen MeHIO « OBCIYKUBAHUE ........cccevvueeeeiiieeeeiiieeeiieeeeaieeaenanans 103
7.7.4 MNMoapasaen MEHIO « OBHOBITEHMEY ..........ueeeeuiieeeiiieeeiiieeeeeie e et eeeannns 107
7.8 PA3OEN MMABHOIO MEHIO K APXUB BULEOR.........cuuuuiieeeeeeeeeieeeiinnnnsseeaaaesaeennns 107
7.9 PA3SOEN TMMABHOIO MEHIO « APXUB U3OBPAXEHUM».........ccvvvieiiiiieeeiieeeeiiee, 116
7.10 PA3OEN MMABHOIO MEHIO K BE3OMACHOCTBY ..o 122
7.10.1 Moppasgen MeHo «CTaTyC 6E30MACHOCTUM ....vvevverriiieeereeiiiineeeeeeinnnns 123
7.10.2 MNMoapa3saen MEHK «CRYKODBI .......ccuuuiiieeeiiiiiie e e e e e e e 124
7.10.3 MNMoapasaen MEHIO «3aLUMTA OT @TAK...ccuueeernieirieeeiieereeeeneeeeneeeneeennns 127
7.10.4 Moppasgen MeHo «CepTUPUKAT CA» ..ooevveeiiiieeeeeiie e 130
7.10.5 MNoppasgen meHto «LndpoBaHne ayano/BUAEOY ......coevvvvnveeveenneennnnnn. 132
7.10.6 MNMoapasgen MeHo «Yrpo3a 6E€30MACHOCTMM ....vvevvevrenieeeeeeriieeeeeeeinnnns 132
BHACTPOMKM ...ttt 134
8.1.1 TyHKT MeHI0 «J10KaNbHbIE MAPAMETPBIM .uuuuiiernieiiiieeiieeeaieeeaineeaneeeeeeeenns 137
8.1.2 TTYHKT MEHIO «KaMEP@» ....cevniiiiiiii e 138

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 5

8.1.3 TTYHKT MEHIO CCEBTBY cuuiiiiiiiiiiiiii e e e e 139
8.1.4 TYHKT MEHIO KCOBBITUSIN ..evviiiiiieiiic e 163
8.1.5 MNYHKT MEHIO «3anUCh N XPAHEHMED ....cccvvueeeiiieeeiiieeeeiiieeeeaieee e e e eannnes 163
8.1.6 MNYHKT MEHIO KCUCTEMAY .evuniiiiiieiiii e 163
8.1.7 MNyHKT MeHI0 «CUCTEMHAS MHPOPMALMSD ..ccvvueeerieeeeiiieeeeiieee e e eeaaaes 164
8.1.8 MNYHKT MEHIO «OKYPHATD .ovviiiiiiiii i 166
9 PEKOMEHOALIUY MO OBECMNEYEHUIO MUHOOPMALIMOHHON
BESOTACHOCTM ...ttt enaeas 170
10 NOAKNKOYEHUE K BUOEOKAMEPE C NOMOLLBbIKO CEPBUCA P2P ......... 173
10.1 NoakntoYeEHUE YEPE3 NPOrPAMMY « BOLID VISION®.......ccooeviiiiiiiiecenn, 173
10.2 NMoAaKNtOYEHUE YEPE3 MOBUITbHOE YCTPOMCTBO .....cvvvvniiieeeeieeieeriiiiiineeeeeens 174
11 MPOrPAMMHOE OBECIMNEYEHUE «ORION VIDEO LITE®.....cccceeevivvveecieen, 177
12 PABOTA CO CTOPOHHUMMW KITMEHTAMM ...........oooiiiiieeeee e 179
13 PABOTA C YTUNUTOWU «BOLID VIDEOSCAND ........ooovivieiiiieeeeeeeeeeens 180
14 TEXHUYECKOE OBCITY>KUBAHUE U NMPOBEPKA
PABOTOCIIOCOBHOCTW ...t 182
15 BO3MOXXHbIE HEUCITPABHOCTU N CMNOCOBbI UX YCTPAHEHUA ....... 184
ST 2 =31/ (] - I SR 186
17 MAPKUPOBKA ...ttt e et e e e e e e anreee s 187
T8 YIAKOBKA ... .ot e st e e e st e e s st e e e anreeeas 188
TOXPAHEHMUE ........ ... e arree s 189
20 TPAHCIIOPTUPOBAHMUE ................oooeieee e 190
21YTUTTUBALIAS ... e 191
22 TAPAHTUU UBFOTOBUTEIIA ...t 192
23 CBEOEHUA O CEPTUDUKALIUMN ..., 193
24 CBEOEHUA O TIPUEMKE............cccoooeiiiiie ettt 194

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 6

1 ObLUWME CBEOEHUA

1.1 Bugeokamepa npegHasHayeHa Anis paboTbl B COCTaBe KoOMIrekca
BunaeoHabnogeHna  Ond HENPEepbIBHOW  TpaHCcnauMM  Buaeou3obpakeHus
C OXpaHAeMOW  30Hbl  Ha cUCTeMbl  OTODpaXeHus,  3anucKu,  XpaHeHud
N BOCMpou3BeAeHns Buaeon3obpaxeHus.

1.2 Bugpeokamepa  npegHasHadeHa TONbKO  Ans NpodpeccmoHarnbHOro
NCMNONb30BaHUSA N paccyMTaHa Ha HeNPepbIBHYHO KPYrIIOCYTOYHY paboTy.

1.3 Bugeokamepa npeaHasHayeHa TOSbKo ans paboTol B XKUIbIX,

KOMMeEPYECKUX 1N npon3BoaCcTBEHHbIX 30HAX.
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2 TEXHUHECKUE XAPAKTEPUCTUKH

OCHOBHbIE TEXHUYECKME XapakTepuctnukn wm3genna npeancrasrieHbl HWXKe

(Tabnvua 2.1).

Tabnuua 2.1 — OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKN*

Kamepa

MaTpuua

1/2,9” KMOI

PaspelleHune BngeonsobpakeHms

2688x1520 nukcenen

Cucrtema ckaHnpoBaHus

[MporpeccuBHas

CkopocTb 3aTBopa

ABTO/Pyu4H., 1/3~1/100000 c

MuHnManbHasa ocBEeLEHHOCTb

0,005 ntokc/F1.4 (LiBeTHoe n3obpaxkeHue);
0 mokc/F1.4 (MK-noagceeTka BKI.)

COOTHOLLEHNE «CUTHAN-LUYM» bonee 56 nb
Bupoeosbixoq HeTt
OcobeHHoCTH

HanbHocTb NK-noaceeTku 50 m

[leHb-HO4b

AgTo (ICR) / UeTt / Y/b

KomneHcauus poHOBOW 3aCBETKU

BLC / HLC / WDR(120 ab)

BanaHc 6enoro ABTO/Py4H.
PerynupoBka ycuneHus ABTO/Py4H.
LLlymonoaasneHune 3D

Macka kKoHMaeHUManbHOCTH J[1o0 4 30H
Lincpposon 3ym 16x

BOLID
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Ob6beKkTmB

Tun obbekTmBa

3,6 MM, (bUKCUPOBAHHbLIN

MakcumanbHoe
Anadparmol

packpbITne

F1.6

Yron ob3opa

[op: 88°, BepT: 44°

Bupgeo

CxaTtue BungeocurHana

H.265/H.264/MJPEG

dopmaTt BngeonsobpakeHus

4Mn(2688x1520/2560x1440) /
3Mn(2304x1296/2048x1536) /
1080P(1920x1080) / 1,3Mn(1280x960) /
720P(1280x720) / D1(704x576/704x480) /
CIF(352x288/352x240) / VGA(640x480)

YacTtoTa kagpos

OCHOBHOW NOTOK

4Mn (1~25/30 K/c)

[lononHUTENbHbIN NOTOK

D1 (1~25/30 K/c)

[lononHUTENbHbLIN NOTOK 2

1080P (1~25/30 k/c)

CkopocTb nepenaym gaHHbIX

H.264: 3 ~ 8192 kbuTt/c
H.265: 3 ~ 8192 kbuT/c

3BYK

CxaTtne aygmocurHana

G.711a/G.711MU/AAC/G.726/PCMI/G.723

AyanokaHan 1 kaHan BxoA, 1 KaHan BbIXoA
MwukpodoH BcTpoeHHbIn
BunaeoaHanutuka

BugeoaHanutmnyeckne oyHKUUm

[lepecevyeHne nuHUM, KOHTPONb obnacTtw,
Knaccudpukaumsa  obbektoB  (4enosek /
TpaHCNOPTHOE CPEACTBO)

BOLID
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O6HapyxeHune ABWKEHWS,
Hetekunsa 3aKkpblTUe/pacgoKkycnpoBka o0bekTnBa,

N3MEHEHWE CLIEHbI, ayanoaeTekLus

O eKTUBHbIE 30HbI BU3yarbHOro pasnmyeHns oobektoB (BS EN 62676-4)**

O6HapyxeHue (25 nukcenen/m) 0o 85,4 m
HabnogeHune (63 nukcens/m) 0o 34,2 m
PacnosHaBsaHue (125 nukcenen/m) |po 17,1 m
NpeHtndpukaumsa (250 nukcenen/m) | 0o 8,5 m

CeTtb

Ethernet 10/100 Base-T, RJ-45

CoBMeCTUMbIA MHTEPHET Opaysep
Beb-nHTEpPEnca

Internet Explorer ansa Windows

Wi-Fi HeTt
IPv4; IPv6; HTTP; HTTPS; TCP; UDP;
ARP; RTP; RTSP; RTCP; RTMP; SMTP;
[MpoToKonbI FTP; SFTP; DHCP; DNS; DDNS; QoS;

UPNnP; NTP; Multicast; ICMP; IGMP:NFS;
PPPoE; 802.1x; SNMP

CtaHgapTbl 0bMeHa

ONVIF(Profile S/Profile G/ Profile T); CGl;
P2P:; Milestone; Genetec

MakcnmanbHoe
OAHOBPEMEHHbIX
K Be6-nHTEPENncy

KONMM4yecTBO
NOAKIMHOYEHNN

20

Hon. pa3bemsbl

Cnot kapTbl NaMAaTn

Micro SD, He bonee 256 0

TpeBOXHbIN BXOA, BbIXO

1 BXxoAd, 1 BbIxoA

BOLID
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TPaHCNUPYyeMbIX BUOEOMNOTOKOB

['po303awmTa

YpoBeHb HanpsikeHna 3awmtel Up |4 kB
Ob6wwue cBegeHus

Konuyectso OHOBPEMEHHO |

Hanps=|>|<eH|/|e ANEeKTponnMTaHnA

12 B noCcTOAHHOro ToKa

[MoTpebnsemas MOLHOCTb

He 6onee 7,2 Bt

NMutaHne PoE

IEEE 802.3af

HdnanasoH paboynx TemnepaTtyp

OT1-50 °C po +60 °C

OTHOCUTEeNnbHas BITa)HOCTb

OT110 % po 95 %
BO3ayxa
CTteneHb 3aWwmTbl 000N0YKU IP67
AHTMBaAHOaNbHasA 3awWwmTa Het

[abapuTHble pa3mepbl

70,5x66,4x192,7 Mm

Macca

0,59 kr

CoBMeCTMMOCTb C akceccyapamu BR-102, BR-103, BR-204

*TexHNn4Yeckne xapakTepuCTUKN MOTYT OTNINYATLCA OT 3asABMNEHHbIX.
**B YyCNoBUAX A0CTaTOYHOM OCBELLEHHOCTU n npu OTCYTCTBUA

HebnaronpuATHLIX  NoroaHblX  ycrnoBun. OOHapyXeHue — obHapyXeHue
OBWXEHNS unn Hanmuma obbekTa B kagpe. HabniogeHune — onpegenexHune
OCHOBHbIX XapakTepuctnk obbekta. PacnosHaBaHne — pacrno3HaBaHue

XapaKTepucTuk N y3HaBaHue obbekTa Mo BU3yasibHbIM NpuU3HaKam.
NaeHTudurkaums — yctaHoBNEHWE NNYHOCTU / HOMEPHbIX 3HAKOB aBTOMOOBUNS.
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BOLID




BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 11

3 KOMIMINEKTHOCTb

CoctaB wusgenus npn NoCTaBKe (KOMI'IJ'IeKT NOCTaBKN BI/I,EI,eOKaMepr)

npeacraesneH Huxe (Tabnuua 3.1).

Tabnuuya 3.1 — KomnnekT noctaBku*

HanmeHoBaHue O6o03Ha4yeHune Kon.
Bugeokamepa «BOLID VCI-143» ALIOP.202119.009 1 wr.
(F:é'gff’[f‘fgﬁllosi"c””yaTa”"‘” SREIMA | ALINP.202119.009 P | 1 aka.
Hakneinka moHTakHasa « Tpadapet 1w,
ANsi KpenneHnst Buaeokamepbl»

Haknewnka nugopmumpytowtaa «Begetcs 1 wr.
BMOeoHabnaeHne»

[epmeTuYHas kabenbHas mydTa 1 wr.
LLypyn 4x25 4 W,
[obenb 6x25 4 Wr.

*O6opyu08aH|/|e MOXET OTINM4YaTbCA MO KOMIJ1IEKTAaLUN.
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4 KOHCTPYKUUA

BHeLWHUN BUAO M OCHOBHbIE 3rIeMEHTbI BUAEOKaMepbl NpeacTaBnNeHbl HUXe
(PucyHok 4.1).

PerynnpoBoYHbIN BUHT R

—e ?"
ConHuesalnTHbIN KO3blpek
Onogbl UK-noaceeTkn
Ob6bekTuB

PUKCUPYIOLLINA BUHT

Kabenb

¢

PVICyHOK 4.1 — BHeLWHU BUO N OCHOBHbIE 3NIEMEHTLI BaeoKamMepbl

KpOHWTENH  KOHCTPYKTMBHO  COEAWMHEH  C OCHOBaAHMEM  Kopnyca
N NpeaHasHavyeH aOns KpenneHus BuaeoKamepbl Ha YCTaHOBOYHOW MOBEPXHOCTMW.
dukcauma Kopriyca OTHOCUTESIbHO KPOHLUTEMHA OCYLLUECTBNAETCA C NOMOLLbLO
OMKCUPYOLWMX BUHTOB KPOHLLUTENHA.

ConHuesalnTHbIK ~ KO3bIPEK  3akpenryieH  Ha OCHOBaHWKW  Kopryca
N NpeaHasHavyeH Ans 3awuTbl 06beKkTMBaA BUAEOKaMepbl OT nonagaHusa npsiMblX
COJSTHEYHbIX Jyden. PerynmpoBOYHbIN BUMHT KO3blpbKa MO3BOMAET perynmpoBaTb
NOSIOXKEHME COJSTHLUE3aLNTHOIrO KO3blpbka B 3@aBUCUMMOCTU OT YCIOBUM BHELLHEN
cpenbl.

[noabi NK-noaceeTky, N gaTyuK OCBELLEHHOCTH NO3BONSAOT
OCYLLECTBNATb BUOEOHAONIOAEHNE B YCNOBUSAX HU3KON OCBELLLEHHOCTM.

Ob6bektTMB € UKCUPOBaHHbIM  (POKYCHbIM  PACCTOSIHUEM  Mexay
ONTUYECKMM  LIEHTPOM  NMH3bl  00bekTMBa U poKanbHOM  MNOCKOCTbIO
BUaeoKamepbl NpegHasHadeH ANs co34aHus OEWUCTBUTESIbHOIO OMTUYECKOro

N3obparkeHus.
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Kabenb Bugeokamepbl ABNSeTCS KOMOMHMPOBAHHBIM UM BKIIOYaET B Cebs
ceTeBoun kabenb, kabenb NUTaHUNA, ayauo BXod, ayano BbIXO4, TPEBOXHbIN BXOA,
BbIxog (PucyHok 6.1).

[Mog KpbIWKOW, BHYTPWM KOpryca YCTPOMUCTBA, HaXOOUTCA  KHOMKa
annapatHoro copoca (RESET) v cnoT ansa kapTel namMatn «Micro SDy.

KHonka annapatHoro cbpoca (PucyHok 4.2) ucnonb3yeTcsa Ans Bo3spaTta
K HACTpoMKam Mo ymondaHuio. Ecnu HaxaTtb 1 yaepxmBaTtb 3Ty KHOMKY B TeYeHue
5 cekyHA, KOHUrypaumst CUCTEMbl BEPHETCH K 3aBOJCKMM HaCTPOMKaM.

Kapta namatn «Micro SD» (PucyHok 4.2) (He BXOOUT B KOMMMEKT

I'IOCTaBKVI) NCMOJIb3YyEeTCA A4 3alfncm BMOeO0nOoTOKa.

PVICyHOK 4.2 — PacnonoXeHne KHOMKK annapaTtHoro C6pOCG N CJ10Ta AnA KapThbl
NnaMAaTn
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5 MOHTAX U AEMOHTAX

5.1 MEPbI BE3ONACHOCTU

1. K pabote cwusgennem Jonyckaetcs KBanupUUUPOBaHHLIM MepcoHan,
N3Yy4YNBLUMIM HaACTOSLLLEEe PYKOBOLCTBO.

2. Bce paboTtbl No MOHTaxXy W Hanagke npou3BoauUTb C cobnogeHnem
TpeboBaHUN  OENCTBYOLWMX  HOPMATUBHBLIX  AOKYMEHTOB MO TEXHUKE
B6e3onacHocTn.

3. Jlnua, npousBoasLIMe MOHTaX M Hanagky, OOSDKHbI MMeTb YOOCTOBEpPEHue
Ha npaBo paboTbl C ANEKTpoyCcTaHOBKamMuK HanpskeHnem go 1000 B.

4. MoHTaX Npon3BOAUTb TONLKO NPU OTKNMOYEHHOM Hanps>KeHUU nMuTaHus.

5. [Ans MoHTaXHbIX paboT HeobxoaMMO MCnonb30BaTb UCMPaBHbLIN, 6e30MnacHbLIN
N YyOOOHbIN MOHTaXXHbIN MHCTPYMEHT.

6. MoHTax npon3BoAnTL TOMBKO Ha YMCTOW, CyXOM YCTAHOBOYHOW MOBEPXHOCTU
Npwn OTCYTCTBMM aTMOCeEpPHbIX OCaAKOB, MOBbLILLEHHOW BNaXHOCTU W UHbIX
HebnaronpUATHLIX YCITOBU.

7. Bce Bngbl paboT ¢ nuagenuem Bo BpeMs rpo3bl 3anpeLuarTcs.

8. MoHTax npousBoauTb 6e3 NoBpeXaeHNa  KOHCTPYKUMW.  BbINONHEHHbIN
MOHTaX [OofmkeH obecneymBaTb rEPMETUYHOCTb BHYTPEHHEW KOHCTPYKLUMU
N SNEKTPUYECKOro NOAKMHYEeHUS BUaeoKaMepbl.

9. Heobxogumo wucknounte obpasoBaHue, nonagaHue Wnu BO3OENCTBUE
KOHOEeHcaTa, oafiekTpopaspsia, CTaTUyecKkoro  9fiekTpuyecTtBa, rpssu,
XWOKOCTU, OMacHbIX BELLECTB W Mycopa Ha NMOBEpPXHOCTWU, Ha 3JIEKTPOHHbIX,

onTNUYECKUX, KOHCTPYKTUBHbIX N 3NIEKTPUHECKNX dNNTEMEHTAX BUAEOKaMEpPDI.

5.2 MoaroToBKA U3OENUA K MOHTAXY

BHUMAHWE!
3anpelwlaeTca nNepeHocuTb, OepxaTb, 3aKkpennaTb, MNoABewuBaTb
Bunaeokamepy 3a kabenb— 9TO BeOeT K NoTepe rapaHTuM U NOSIOMKe
yCTpouncTBa.
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BHUMAHUE!

CneunanucTt no MOHTaXy, npu HeobxoaMMOCTN, MOXET MUCMOoNb30BaTb
MHYIO TEXHOJIOTMK YCTaHOBKU W KpeEreXHble 3JN1eMeHTbl, HEe BXOoAdsdllune
B KOMMJIEKT MOCTaBKKN, €C/iIn 3TO HEe HapywlaeT KOHCTPYKUUKO, HE BIINAET
Ha pa60Ty yCTpOVICTBa n obecneymBaeT HaQEXXHOCTb CUCTEMBI.

Bouibepute tun kpennenus (Tabnuuya 5.1), obecneuymBarowmm Hanbonee
adbdPEeKTMBHOE pacrnofioXeHne BuAeOKaMepbl B 3aBUCUMOCTM OT peLlaeMomn
3aJaun.

Tabnuua 5.1 — Tunbl KpenneHusa BUaeoKamepsbl

Tun kpenneHns MoHTaxHas kopobka KpoHwTenH [MpumevaHune
- - CraHpapTtHoe
MoTonouHoe e
BR-204
- - CraHpapTHoe
HacteHHoe )
BR-204
- CraHgapTtHoe
;‘J
BR-102
Yrnosoe
.,'
N )
BR-204 y
BR-102
|
- e CrangapTHoe
BR-103
Cron6oBoe :
L} ﬁ
BR-204 :
BR-103
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BoibepuTte MecTo KpenneHuss Buaeokamepbl C Yy4ETOM rabapuTHbIX

nsgenusa  (PucyHok 5.1) wnypobctBa paboTbl C MOHTaXHbIM

pa3meposB
MHCTPYMEHTOM.
192.7 [7.59]
[: 70.5 [2.77]
120.3 [4.74]
A A
N ©
o o
\ o :r_'
S 8
B |

256.0 [22.2]

3-24.5 [#0.18]

PucyHok 5.1 — MabapuTHble pa3mepbl BUAeOKaMepbl

Ybeautecb, 4YTO MOHTaXHas NOBEPXHOCTb cnocobHa BblOEP>XNBATb

TPEXKPAaTHbIN BEC KamMepbl N KPOHLUTENHA.

BHUMAHNE!
[pn MOHTa)Ke NPOBOAA ANEKTPONUTaHNSA U BbIXOOO0B CriefyeT OCTaBUTb

AOCTaTOMHOE NPOCTPAHCTBO A8 NIErKoro [ocTyna npwv AanbHenwem
obcnyXnBaHuM yCTponcTBa.

5.3 MOHTAX

BHUMAHWE!
MoHTax 1 nyckoHanagouHble paboTbl N3Oenns, BKIoYas perynmpoBKy

obbeKkTnBa, NPOBOAUTL MpPU OKPYXKalOLWEN Temnepatype He Huxe
nntoc 10 °C, OTHOCUTENbLHOM BRAXHOCTM Bo3dyxa He Bbiwe 80 %,
Npn OTCYTCTBMM  MOBBLILWEHHOrO  UCMapeHusi 1 napoobpasoBaHug,

yCuneHHon subpaumn.
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5.3.1 MNoTono4yHoe KpensieHne BuageoKkamepbl

1. Ncnonb3ysa TpadapeT U3 KomnsiekTa NocTaBkn Buaeokamepbl, OTMETbTE TOYKM
KpenneHnss Ha yCTaHOBOYHOW MOBEPXHOCTM W npocBepnute 3 OTBepCTUd
(anameTp 6 MM, rnydbmHa He MeHee 25 MM) B yCTaHOBOYHOM MOBEPXHOCTN.

2. cnonb3ya KpenexHble 3reMeHTbl W3 KOMMAeKTa MOCTaBKW, 3akpenute

BUAEOKaMepy Ha YCTaHOBOYHOW noBepxHocTu (PucyHok 5.2)

PucyHok 5.2 — [MoTono4Hoe kpenneHne Bugeokamepbl

5.3.1.1 NoTono4Hoe KpenneHne Buaeokamepbl HA MOHTaXHOM KOpobke BR-204

BHMAHNE!
MoHTaxxHass Kopobka BR-204 He BXOOUT B KOMMNJIEKT MNOCTaBKM
BuaeoKamepbl.

BHewHun Bug v rabaputHble  pasmepbl  MOHTaXHOMW  KOPOOKM

npeacraBneHbl HUxe (PncyHok 5.3).

4101617

21241 [74.89")
/" 2840 [¢3.31")(3-M4)
7 2700 [¢2.76")3-M4)

284.0 [#3.317)(3-24.5)
268.5 [©2.70")(4-M4) i

" 56,0 [¢2.20")(3-M4)

N\ G

G3/4

G3/4

PucyHok 5.3 — MoHTaxHas kopobka BR-204
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Ncnonbays MOHTaXXHYHO KOpPOOKYy, OTMEeTbTE  TOYKMU KpenneHus
Ha YCTaHOBOYHOW MOBEPXHOCTM U NpocBepnuTe 3 oTBepcTUsa (guameTp 6 Mm,
rmybuHa He MeHee 25 MM) B YCTAaHOBOYHOW [MOBEPXHOCTU. 3akpenure

MOHTa)XHY0 KOPOOKY Ha YCTAaHOBOYHOW MOBEPXHOCTMW.

. AKKypaTHO nNpPOTONKHUTE Kabenb OT BUOeOKaMepbl BHYTPb MOHTaXXHOM

KOPOOKM 1 3aKpenuTe BUaeokaMepy Ha MOHTaXXHoU kopobke (PucyHok 5.4).

PucyHok 5.4 — [NoTono4Hoe KpensneHme BnageokaMmepbl HA MOHTaXXHOW Kopobke

BR-204

5.3.2 HacTeHHOe KpenneHue BUaeoKamepbl

1.

Ncnonb3ys TpadapeT 13 KoMmnnekTa nocTaBkM Buaeokamepbl, OTMETbTE TOYKM
KpenreHust Ha yCTaHOBOYHOM MOBEPXHOCTU U npocBepnute 3 OTBEPCTUS
(amameTp 6 MM, rnybrHa He MeHee 25 MM) B YCTaHOBOYHOW NMOBEPXHOCTMW.

Ncnonb3ys KpeneXHble 3NeMeHTbl M3 KOMMAeKTa MOoCTaBKu, 3akpenute

BuaeoKamepy Ha yCTaHOBOYHOM noBepxHocTu (PncyHok 5.5).

PucyHok 5.5 — HacTeHHoe kpenneHne Bungeokamepbl
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5.3.2.1 HacTeHHOe KpenneHne BuaeoKaMmepbl HA MOHTaXXHOMU Kopooke BR-204

BHMAHNE!
MoHTaxxHass Kopobka BR-204 He BXOOUT B KOMMJIEKT MOCTaBKM
BUaeoKamepbl.

BHewHun Bug v rabaputHble  pa3Mepbl  MOHTaXHOW  KOPOOKK

npencraeneHsl Boiwe (PnucyHok 5.3).

1. Ucnonbay4 MOHTaXXHYHO KOpOOKy, OTMETbTE  TOYKM KpenneHus
Ha YCTaHOBOYHOW MOBEPXHOCTU U MPOCBEPNNUTE 3 OTBEPCTUS (OuameTp 6 MM,
rmybuHa He mMeHee 25 MM) B YCTAHOBOYHOW MOBEPXHOCTU. 3akpenute
MOHTaXXHY0 KOPOBKY Ha YCTaHOBOYHOM MOBEPXHOCTMW.

2. AKKypaTHO npoOTOfKHUTE Kabenb OT BuageokaMmepbl BHYTPb MOHTaXXHON

KOPOOKM 1 3aKpenuTe BUAeoKaMepy Ha MOHTaXXHOU kopobke (PucyHok 5.6).

e

PucyHok 5.6 — HacTeHHoe KpensneHne BuaeokaMmepbl HA MOHTaXXHOW KOpoOke
BR-204

5.3.3 YrnoBoe KpensieHne BugeoKkamepbl

BHMAHNE!
Yrnoson KpoHwTtenH BR-102 He BXOAUT B KOMMMEKT MOCTaBKK
BUOEeOKaMepbl.

BHewHun Bug uvrabaputHble pasmMepbl  YrNOBOrO  KPOHLUTENHA

npeacTtasneHbl HWXe (PucyHok 5.7).
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chyH0K75.7 — Yrnosow KpoHwTenH BR-102

1. Vcnonbay4 yrnoBou KPOHLUTEWH, OTMEeTbTEe TOYKM KpenneHna
Ha ycTaHOBOYHOM noBepxHocTn (PucyHok 5.8) wn npoceepnute 4 oTBepcTUd

(anameTp 8 MM, rnybrHa He MeHee 65 MM) B yCTaHOBOYHOW MOBEPXHOCTH.

PucyHok 5.8 — OnpegeneHune To4ek KpenneHnst KPOHLWTenHa Ha YCTaHOBOYHOM
NOBEPXHOCTU

2. 3akpenuTe BuaeokamMepy Ha YriioBOM KPOHLUTENHE.
3. C nomoulbo aHKepHbIX GONTOB M3 KOMMMEKTa MOCTaBKU 3aKpenuTe YrroBOM

KPOHLUTENH C BUAEOKAMEPOW Ha YCTAaHOBOYHOM NOBEPXHOCTU (PucyHok 5.9).

PucyHok 5.9 — MoHTax Buaeokamepsbl Ha yrriioBOM KpoHwTenHe BR-102
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5.3.3.1 YrnoBoe KpenneHue Buaeokamepbl Ha MOHTaXXHOM Kopobke BR-204

BHUMAHUE!
Yrnosown kpoHWwTenH BR-102 1 MoHTaxkHast kopobka BR-204 He BxoaAaT
B KOMIMIEKT NOCTaBKN BUAEOKaMepbI.

BHewHnn Bua wnrabaputHble  pasMepbl  YINIOBOrO  KPOHLUTEWNHA

N MOHTa)XXHOM KOPOBKN NpeacTasrieHsb! Boiwe (PucyHok 5.3, PucyHok 5.7).

1. Ucnonbay4 YrnoBow KPOHLUTENH, oTMeTbTe TOYKM KpenneHus
Ha ycTaHOBOYHOW noBepxHocTn (PucyHok 5.8) v npoceBepnute 4 OTBEpPCTUA
(anameTp 8 MM, rnybmnHa He MeHee 65 MM) B yCTAHOBOYHOM MOBEPXHOCTN.

2. 3aKkpenute MOHTaXHY KOPOBOKY Ha YrfioBOM KPOHLUTENHE.

3. AKKypaTHO MpPOTONKHUTE Kabenb BHYTPb MOHTaXHOW KOPOOKM W 3akpenuTe
BYeoKkaMepy Ha MOHTaXXHOW KOpobke.

4. C nomowbio aHKepHbIX 60MTOB M3 KOMMAEKTa NOCTaBKM 3aKpenuTe YrioBou

KPOHLUTENH C BUEOKaMepomn Ha YCTaHOBOYHOW noBepxHoCcTu (PucyHok 5.10).

PucyHok 5.10 — MoHTax Bugeokamepbl U MOHTaXXHOM kopobkn BR-204
Ha YrrnoBoMm KpoHwTenHe BR-102

5.3.4 CtonboBoe KpenneHne BuageoKamepbl

BHMAHNE!
CTton6oBon KpoHwWwTenH BR-103 He BXOAUT B KOMMMNEKT MNOCTaBKM
BUOEOKaMepbl.

BHewHun By wrabaputHble pasMepbl CTONOOBOrO  KpOHLUTEMHA

npeacrasneHbl HUxe (PnucyHok 5.11).
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PucyHok 5.11 — Cton6osou kpoHwTenH BR-103

1. 3akpenute Buaeokamepy Ha CTONI60BOM KpOHLWTeNHe. C NMOMOLbI0 XOMYTOB
N3 KOMMNSIEKTa MOCTaBKM CTONOOBOro KPOHLUTEMHA 3akpenute CcTonbosoun
KPOHLUTENH C BUOEOKaMepou Ha cTofibe, a 3ateM MSfIOTHO 3aTSHUTE XOMYTbI
(PncyHok 5.12).

PucyHok 5.12 — MoHTax Bugeokamepbl Ha CTon60BOM KpoHwTenHe BR-103

5.3.4.1 Cton6oBoe KpenneHne Buaeokamepbl HA MOHTaXXHOM KOpobke BR-204

BH/MAHUE!
Ctonboson KpoHwTenH BR-103 un MoHTaxHas kopobka BR-204
He BXOASAT B KOMMSEKT NOCTaBKM BUAEOKaAMEPDI.

BHewHun Bua v rabaputHole pasmMepbl CTONGOBOrO0  KPOHLITENHA
N MOHTaXXHOW KOPOOKM npeacTasneHbl Bolwe (PucyHok 5.11, PucyHok 5.3).
1. 3akpenuTe MOHTaXHYH KOPOOKY Ha CTONOGOBOM KPOHLUTENHE.
2. AKKypaTHO MNpOTOSNKHUTE Kaberib BHYTPb MOHTaXHOW KOPOOKWM W© 3akpenute

BOeoKaMepy Ha MOHTaXXHOWN |<0p06|<e.

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 23

3. 3akpenute Buaeokamepy Ha CTon6oBOM KpOHLWTENHE. C NOMOLLLI0 XOMYTOB
N3 KOMMAEKTa MnocTaBkM CTONGOBOro KpoHLWTENWHaA 3akpenuTte cTonbosou
KPOHLUTENH C BUOEOKaMepou Ha cTtofibe, a 3atemM MnJfIOTHO 3aTSHUTE XOMYTbI
(PucyHok 5.13).

PucyHok 5.13 — MoHTax Bugeokamepbl U MOHTaXHOM kopobkn BR-204
Ha cTon6oBoM KpoHLTeHe BR-103

5.4 HACTPOUKA HANMPABNEHUA OB bEKTUBA

[na HacTponkn  Tpebyemoro HanpaBneHns obbekTMBa  ocnabbTe
PUKCUPYIOWMIA BUHT KpPOHLWITENHA (PucyHOK 5.14) v oTperynupynTte noroxeHue
Koprnyca YCTpOMWCTBA OTHOCUTENbHO  KPOHLWTEWHa, HanpasBuB OOBLEKTMB
BuaeokamMmepbl Ha 30HY HabrnogeHus. 3aTtaHuTe (OUKCUPYIOLLMA BUHT KPOHLUTENHA
Ans pukcauum nonoXxeHus Koprnyca yCcTponcTBa.

OuKcMpyoLWMin BUHT

£

PucyHok 5.14 — HacTtpolrika HanpaBsneHns obbektusa

5.5 JEMOHTAX

[lemMoHTaXX  Buaeokamepbl  Npou3BoAMTCA B obpaTHOM  nopsiake

NP OTKIMIOYEHHOM HanpA>XeHUn NnTaHnA.
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6 MOAKNKYEHUE

Kabenb Bmaeokamepbl ABNSeTCA KOMOMHUPOBAHHLIM U BKNOYaeT B cebs
ceTeBoun kabenb, kabenb NUTaHUs, ayano Bxo4, ayamo BbIXO4, TPEBOXHbLIA BXOA,

BbIxog (PucyHok 6.1).

Kabenb nuTaHus , ~

Ayauno BbIXxoj | “auo,,

CeTeBoM Kabenb

Py
v ‘TEA

=
e
TpeBOXHbIN BXOA, Bblxo/

PucyHok 6.1 — Kabenb Buaeokamepbl

CeTteBon kabenb— kabenb cpasbémMom RJ-45 npegHasHaveH
Ansi coeauHeHna ceteBoro obopyaoBaHus kabenem UTP cat.5e (He Bxogut
B KOMMMEKT NOCTaBKM BuOeOKaMepbl) ANs nepegadm BMOeonotoka B UmMppoBoM
dopmate no cetn Ethernet npu nomowm cdmnsumyeckoro ctangapta 10/100BASE-T
(ckopocTb nepepavn gaHHbix 10/100 MOut/c coOTBETCTBEHHO). Takke Kabenb
c pasbeémom RJ-45 npenHasHayeH OnS OCYLLECTBMEHUS NUTaHUA BUAeOoKaMmepbl
no TexHonorun «PoOE» (anekTponutaHue ocyuwlecTBnaetTcsa 6e3 ncnonb3oBaHus
6roka NuTaHus, NyTemMm NMOAKIOYEHNA YCTPONUCTBA CETEBLIM Kabenem K MCTOYHUKY
nutauma PoE (ceteBon Buaeopernctpatop ¢ PoE noptamu / PoE-uHxekTop)).
TexHonorna PoOE He okasbiBaeT BUSHUA Ha KayeCTBO Nepefaynm [OaHHbIX.

[Mepepaya gaHHbIX 1o cetn Ethernet n nutaHue Buageokamepbl MO TEXHOMNOMMK
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«PoE» mMoxeT ocywecTBnaTbCa opHoBpeMmeHHO. K pasbémy RJ-45 moxer
nogknoYaTbCsd KOMMYyTaumoHHoe obopygoBaHue, PoE-uHxekTop, ceTeBou
BMAeoperucTpaTop, KOMnboTep.

Kabenb nutaHus — kabenb ¢ pasbeémoM nutanus (5,5x2,1), npegHasHayeH
ON1S1 OCYLLECTBNEHUA SNEeKTPUYECKOro nuTaHua Buaeokamepbl OT MCTOYHMKA
nnTaHma (bnoka nuTaHus) HanpskeHnem 12 B nocTosiHHOro Toka. MCTOYHMK
MMTaHUA B KOMIJEKT NOCTaBKU HE BXOAUT.

Ayauo BXOAO — kabenb C pa3beEMOM RCA, npegHasHayeH
OS5 NOOKMIOYEHNsT BHELWHero MWCTOYHMKa 3Byka (MuUKpodooHa). YCTpOWCTBa,
NoAKIoYaeMble K JaHHOMY BXOAY, B KOMMMEKT NOCTaBKM HE BXOOAT.

Ayamo BbIxoa — Kabenb ¢ pazbémom RCA, npegHasHayeH Ansi NOAKMHYEHUS
YCTPOWUCTB BOCNPOU3BELAEHUS 3BYKa (OMHAMWK, rPOMKOroBOpUTESb). YCTPOWCTBA,
NOAKIHYaeMble K JaHHOMY BbIXOAY, B KOMMSIEKT NMOCTaBKN HE BXOAST.

TpeBOXHbIN BXOA, BbIXO4 — KOHTaKTbI Ans NoAKMI0YeHUs
B3aUMOLENCTBYIOLLMX OAaTYMKOB UMW YCTPOMUCTB, MO3BOMAIOWMX BUOeOKamepe
pearmpoBaTb Ha ornpeferieHHoe cobbiTne. [loaknioyYeHne TPEBOXHLIX BXOLOB,

BbIXO4OB ONUCaHO B pasaerie 6.2 HacTosLLEero pykoBoacTBea.

BHUMAHWE!

[na pgononHUTenbHOM 3aWuTbl U repMmeTmsaumm pasbéma RJ-45
NCNONb3ynTe repMeTUYHY0 KabenbHy My(pTy N3 KOMMNMEKTa NOCTaBKM
BUaeoKamepbl.

1. Vicnonb3ya COOTBETCTBYKWOLME MNPOBOAA, KaK YKasaHO Ha MapKUpoBKe,
NoaKnounMTe MX K 6roKy nNutaHusi. HeBepHoe coeauHeEHWE MOXEeT NpuBEecTU
K NOBPEXOEeHM0 U/Mnn HenpasunbHOMY YHKLMOHUPOBaHMIO 060pyaoBaHuUA.

2. Vicnonb3ya ceTeBon kabenb, NOAKNIOUYNTE BUAEOKAMEPY K BUOEOPErNCTPaTopy
UM KOMMbIOTEPY B 3aBMCUMOCTU OT BblIOpaHHOM CXeMbl MNOAKMHYEHUS.
basoBble cxembl noaknyeHna npencrtaBneHbl  Hwxke (PucyHok 6.2,
PucyHok 6.3, PucyHok 6.4). HeBepHOe coeguHEHME MOXET nNpUBECTU

K NOBPEXAEHMIO U/UNN HENpPaBUNbHOMY (PYHKLMOHMPOBaHMIO 060pya0oBaHKSI.
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‘ = Ka6enb UTP cat.5e

Buaeokamepa

Komnbiotep
PucyHok 6.2 — Cxema noAksoveHns Buaeokamepbl K KOMMNbOTEPY

Ka6enb UTP cat.5e

Ka6enb UTP cat.5e

‘ 2 KommyTtatop
Buaeokamepa

Komnbiotep &

PucyHok 6.3 — Cxema nogkntoveHust Buaeokamepbl kK KOMNbIOTEPY Yepes

KOMMYyTaTop

MoHuTop

Buaeokamepa

\Kaéenb UTP cat.5e

KommyTtatop
PucyHok 6.4 — Cxema noakrnoveHns BuaeokaMmepbl K BUAEOPErncTpaTopy

Bupeokamepa

Ka6enb UTP cat.5e
Bugeoperucrparop

fl

BHAMAHUE!

3anpewaeTcs yCTaHaBnMBaTb BMnageokamepy BHE NOMeLLIEHNS
Nnpwv OTCYTCTBMM AONONHUTENBbHON repmeTusaumm kabenbHbiXx BBOAOB!
[ns obecneyeHus BNaro3awmThbl NOAOKITHOYEHHbIX pa3beéMOB
PEKOMEHOYETCA WCMONb30BaTb FEPMETUYHYHO KabenbHyr  MydTy,
N OCYLLECTBNATb MOAKIMIOYEHNE BHYTPU TEPMETUYHOM MOHTaXKHOM
KOpOOKM.
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6.1 YCTAHOBKA NrEPMETUYHOU KABENTbHOU MY®TbI

lepmeTnyHass kabenbHas MydTa (BXOOUT B  KOMMIIEKT MOCTaBKU
BMOEOKaMepbl) npeaHasHavyeHa aAnsa obecneyeHnss repMeTUYHOro COeAMHEHUS

npy nogkntoveHnn pasbémMa RJ-45 kabens Buaeokamepbl.
Konna4ok OcHoBaHve MyTbI

E =

——
Brynka
YnnoTHUTENbLHOE KOonbLo

PucyHok 6.5 — OnemeHTbl repmeTuyHoOn KabenbHoM MydThbl

FepmequHa;l kabenbHas Mycha KOHCTPYKTUMBHO COCTOUT N3 OCHOBaHWA

MydpTbl, Konnayka, BTYMKU U YNNOTHUTENbHOro Korbua (PucyHok 6.5).

1. HapgeHbTe ynnoTHUTENbHOE KOMbLO Ha pa3béM RJ-45 kabens Buaeokamepsbl

(PncyHok 6.6).

PucyHok 6.6 — YNnoTHUTENbHOE KOJbLO

2. AkkypaTHO npoTsHuTe pasbéM RJ-45 ceTeBoro kabenst yepes Konnayok, a

3aTeM 4yepes ocHoBaHMe My Tbl (PUCYHOK 6.7).

O

PucyHok 6.7 — Konna4ok
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3. CoeanHnte pasbéM RJI-45 ceTeBoro kabensi c pasbéMom RJ-45 kabens

Bnaeokamepsbl (PucyHok 6.8).

——E =L

PucyHok 6.8 — CoegmHeHune pasbéma RJ-45

4. HapeHbTe pa3pe3aHHyo BTYJIKY Ha ceTeBon Kabenb MeXxay KoJinavdkoMm Wu

ocHoBaHneM MydTbl (PucyHok 6.9).

PucyHok 6.9 — BTynka repmeTu4Hon kabenbHon My bl

5. CoBMecCcTUTEe KOJSINayoK C OCHOBAHWEM repMeTUYHON KabenbHOW MydTbl W
NNOTHO 3akpyTuTe konnadok (PucyHok 6.10) ao obecneveHnss repMeTU4HOro

coegnHeHus (PncyHok 6.11)

e
s

— - = T

PucyHok 6.10 — CoBMeLLieHUe Komnnayka ¢ OCHOBaHMEM repMeTUYHON KaberibHOM
MydoTbI

-

| ] |

PucyHok 6.11 — N'epmeTuyHOE coeauHeHne

6.2 MNMOOKNOYEHUE TPEBOXHbIX BXOOB, BbIXOOOB

YcTpoucTea, NogknioyaemMble K TPEBOXHOMY BXOAY, BbIMOSTHAOT (PYHKLUUIO
dopMnpoBaHUS curHana, OTnpaBfiIeMOro BWOEOKaMepe, nNpu HaCcTynSIeHUn

TPEBOXHOro cobbITUS.
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Buaeokamepbl MOryT OOHO3HA4YHO OMpeaenaTb OAHO W3 ABYX COCTOSHWN
Ha BXOD,ﬂLLI,GVI JINHUN TPEeBOTIN. Ecnn Ha nuHun TPEBOXHOINO BXoAa OTCYTCTBYIOT
NMNOAKITHOYEHHbIE yCTpOVlCTBa, n JINMHUA pa3oOMKHYTa (OTcyTCTByeT
COMPOTUBIEHNE) — BWUOEOKAMEPOW [aHHOE COCTOsiHME OnpefensaeTcs  Kak
normuyeckas «1». Ecnu nuHus 3amkHyta Ha «Alarm GND» unm conpoTuBreHue
meHee 500 Om — cocTossHME Ha TPEBOXHOM BXO4E ornpeaesiaeTca Kak norn4yeckumn
«O».

MapameTpbl TPEBOXHbIX BXOA0B npeacTasneHsl Huke (Tabnvua 6.1).

Tabnuua 6.1 — NapameTpbl TPEBOXHbIX BXOA0B

MNapameTp 3HauyeHue

Han AXeHNMe Ha KOHTaKTaXx TpeBOXHbIX
P P +5B DC

BXO40B
Tok 3amblkaHna Ha GND <2 MA
ConpoTueneHune cpabartbiBaHUS 0 ~ 500 Om

TPEBOXHOIO BXo4a

Cxema NOAKJTHO4YEeHUA TPEBOXHOIO BXoaa npegcraBJieHa HWXe

(PncyHok 6.12).

Alarm BXopg,. vcl

GND

Mpwrém

-

PucyHok 6.12 — Cxema noakrnoyeHnsa TpeBOXHOro Bxoaa

YcTponcTea, noaknoyaemble K TPEBOXHOMY BbIXoAy, NpeaHa3Ha4YeHbl, Kak
npaBuno, Ans co3daHuMsi  3BYKOBOMO NMOO  CBETOBOrO  MpeaynpexaeHus
O HACTynneHnnm cobbITUA TPEBOrM  NPW MOSlyYEHMM  TPEBOXHOIO  CUrHana
HEenoCpPeaACTBEHHO OT BUAeOKaMepbl.

TpeBOXHble BbIXOAbl BUOEOKAMEPbI HOPMAaIlbHO Pa3OMKHYTbI. [ns Takmx

KOHTakToB 0e3 nogayun rnmnTaHnAa Ui He B COCTOAHNN TpeBOIrM MexXay KOHTaKTaMu
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«Alarm IN» n «Alarm OUT» conpoTuBneHne CTpeMnTcs K OeCKOHEeYHOCTU

(KOHTaKTbl Pa3oMKHYTbl). [1pu co3gaHMM TPEBOXHOIO COObLITUSI KOHTaKT Mexay

HUMU ByZeT 3aMKHYT N COMPOTUBIEHNE CTaHET NpPUbNn3nTernbHo paBHbIM 0.
[MapameTpbl TPEBOXHbLIX BbIXOAOB npeAcTaBneHbl Huxe (Tabnvua 6.2).

Tabnuua 6.2 — NapameTpbl TPEBOXHbLIX BbIXOA0B

MapameTp 3HayeHue
ONMYCTUMbIM AMana3oH HanpskeHus,
Hony A anp DC +3.3 - +5 B
nogaBaemMoro Ha TPEBOXHbIN BbIXOA
OonyCTUMbIV HOMMUHanbHbIV TOK
Hony 30 MA

Ha TPEBOXHOM BbiXoae

BHNMAHUE!

ALM_GND KOHCTpPYKTMBHO SIBSIeTCS 00WMM Ansa Buaeokamepsl. B Tom
yucre ans OCHOBHOM nnaThl.

6.3 YNNYHOE 3ALLUUTHOE 3A3EMJIEHUE

BHNMAHUE!

[MpaBvna opraHusauuu 3alUTHOrO 3a3eMieHNa perfnamMeHTUPYHTCA
nokymeHtamu «[lpaBuna yctponctea anektpoyctaHoBok» ([1Y3) nasa

1.7. «3aszemneHve ¥ 3awWuTHble Mepbl 3nekTpobe3onacHoOCTU»
nOCT 12.2.007.0-75.

Mpn opraHusauuu 3alUTHOrO 3a3eMMeHUs AO0MKHbl ObiTb COOMAEHbI
cnenyouimMe yCcroBus:

1. PacctosiHne wmexagy ceTeBbiM kabenem © BbICOKOBOSIbTHOWM JIMHUEN WMN
npudopamMmn OOMKHO cocTaBnNATb He MeHee 50 Mm;

2. Kabenn cHapyxu 30aHui, MO BO3MOXHOCTW, [OOIDKHbl ObiTb MPOSOXKEHbI

nog HaBeCoM WIK KpbILLen;
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3. MNpu npoknagke kabenen B rpyHTe AN BblBoga Kabenen Ha NOBEPXHOCTb
cnegyeT MUCnonb3oBaTb MeTannmMyeckyto Tpyby, 3a3eMsieHHyl C OOHOM
N3 CTOPOH Ha rnybuHy He meHee 0,5 M. [poknagka kabenen B OTKPbITOM BUAeE
He JonycTuMma,;

4. Ha TeppuTOpmUAX C MOBbILIEHHOM OMacCHOCTLIO MOPaXeHUA MOSTHUEN, a TakKke
BONM3M  YCTPOMUCTB  C CUSTIbHBIMW ~ MAarHUTHbIMW  MOSIAMK,  TaKMX  Kak
BbICOKOBOJSIbTHbIE TpaHCopMaTopHble NoacTaHuuu, Heobxoamma ycTaHOBKa
rPO303aLMTHbIX YCTPOUCTB U MOSTHUEOTBOLOB;

5. po3o3awmta 3gaHus, Kabenem U YCTPOMUCTB  CHapyXu, UMEOLLMX
NOOKIIOMEHME  BHYTPWU  3[4aHUs, [OOMMKHbI WMMeTb obulee 3asemrsieHve
n cooTBeTcTBOBaTb TpeboBaHuam MNY3 (rmaea 1.7);

6. [poBOAHMKM B CUCTEME 3a3eMIIeHUs OOSMKHbl UMETb paBHbIN noTeHuuarn. Bece
YyCTpPOMCTBa 3a3eMSIeHUd [OSPKHbl CTPOro COOTBETCTBOBATb [AOKYMEHTam
Mo anekTpobe3onacHOCT, a Takke WUMETb 3awuTy OT nomex. 3anpeLueHo
nogknoyeHne 3aseMneHns Ha nuHui  «N»  anekTpocHabxeHuns, a Takke
nepeceyeHne c gpyrumu nposogamun. ConpoTusBfieHMe CUCTEMbI 3a3eMIeHNs
He OofmkHO npeBbiwaTe 4 Om, nNnowagb MNOMNEepeYHoro ceveHust kabens

3a3eMIeHnsa AoJmKHa COCTaBNATb HE MeHee 25 Mm2.

Mpu nnTaHnun ceTeBOM BuaeoKamepsbl No TEXHONOrMU PoE,
OCYLLIeCTBNAETCA NOAKIMOYEHME C rafibBaHNYECKOW pa3BA3KOM CUTHASbHbIX JIMHUN
N HEABTOHOMHbLIM WCTOYHMKOM BTOPUYHOIO 3rekTponutaHus. B cooTBeTcTBUM
c TpeboBaHuaMn YD,  kopnyc  WUCTOMHMKA  nuTaHna  (KomMmyTaTopa,
Bugeopeructpatopa, PoE wuHxekTopa) Ha LWMTKE 3NeKTponuTaHus, K KOTOpOMY
OH NOAKMIOYEH, a TakkKe KOpnyc BUaeokaMmepbl 40KeH ObITb 3a3emMrieH. [1pn aTom
peKOMeHAyeTCa yCTaHOBKa AOMNOSHUTENbHbBIX YCTPOUCTB rpo303aLlmTbl CETEBOIO
kabensi co CTOpPOHbI KaMepbl W BuaeoperucTpaTopa. 3asemieHne YCTPOWCTB
rpo3o3alnTel kabenss BbINOSHAETCS B COOTBETCTBUM  C COOTBETCTBYHOLLUM

PYyKOBOACTBOM MO 3KCrJjtiyaTauun.
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[Mpn NuTaHMM ceTeBon BUOEOKAMEPbLI OT OTAENbHOrO0 UCTOYHMKA MUTAHUS
(bnoka nutaHuna, PWI)— HeobxooMmMoO TakKe OCYLLECTBNATbL 3a3eMieHue

NnoAKJItO4YEeHHOINo NCTOYHMKa NMNTaHnA.

6.4 YCTAHOBKA MOJIHUEOTBOMOA

.- myraR=60Mm

MOJIHUeynoBuTe/b

3a3emMNieHMe BULeOKaMmepbl

3azemnenue kabensa Ethernet— / !
\ N P BUeoKamepa [JoMKHa BbITh YCTAHOBNEHA MEXAY AT,

3a3emneHve 610Ka nUTaHKA uan PUN 730

: 00pa3oBaHHLIX OKPYIHOCTAMK C paguycom 60 M,
n‘*]- ' . NepeceKawLiux BePXHIO YacTb MOHWEYIOBUTENA Y
| Lo “..[I0BEPXHOCTb 3eM/IN

3a3eMnAoLWMA Kabenb
€ COMPOTUBNEHUEM MeHee 4 Q.-

_~“MeTannuueckan tpy6a

. JIM3NeKTpUYecKuii ctont

B AT St e Y | P AR e S A e I el AL

PucyHok 6.13 — YcraHoBKa MonHueoTsona

Mpn ycTaHoBKe BMaeoKamepbl HEOOXOANMMO M30NMPOBaTb 3a3eMNAIOLLNN
kabenb OT MeTannu4eckux 4actenm Buageokamepbl. [lpoknagky kabens
3a3eMrneHnss HeobxoauMO OCYLWECTBMATb Ha pacCTOsiHAM OT BUAEOKaAMepbl, €€
MeTannnMyeckoro  KpPOHLUTEMHA W BCEX MNOAOKMIOYEHHbIX KHen  kabeneun
ANS1 CHKEHUS MOLLHOCTU 3NeKTPOMarHUTHOro Mossi, co3gaBaemMoro npu ygape
MOMHMM B MOSTHMeynoBuTenb. PacctosHne Mexay OCHOBaHWMEM CTEpPXXHS
MOJSTHNEYNOBUTENS U MECTOM YCTAHOBKM KaMepbl BMAEOHaOMAEHUS OOMKHO
coctaBnaTb He meHee 0,5 M. npu npoknagke kabens Heobxoanmo obecneyunTb
OTCYTCTBME OCTPbIX YIIOB 1 3arnboB TOKONPOBOASALLEN LUMHbI.

O6Lwas BbicoTa MONHMEOTBOAA, ANS YNPOLLEHNA pacyeToB, AOMKHA ObITb
HEe MEHee  pacCTOsiHMS  OT MOBEPXHOCTM  3eMMN OO HaMBbICLLEN  TOYKM

YCTaHOBJIEHHOW BuAeoKamepbl, YMHOXeHHoW Ha 1,5. Hanpumep, npu yctaHoBKe
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BnaeokaMmepbl TaK, 4YTO HauBbICLlas TOYKa KPOHLUTEMHA YCTaHaBMBaeMoMu
Buaeokamepbl OyoeT HaxoOAuTbCs Ha pacCTosiHAM 6 M OT MOBEPXHOCTU 3EeMIU,
BblCOTa MOSIHMEOTBOAA AOMMKHA BbITb HE MeHee 9 M.

Hanbonee npaBunbHbIM SBRASIETCA pas3fefneHne KOHTYPOB rpoMooTBOAA
N 3aLLUUTHOrO 3a3eMreHNs aNekTponpubopos.

B cnyyae ecnun yctaHoBKa OCyLLeCTBASETCA Ha OOLmMIiA C MOSTHUEOTBOLOM
MeTannumyeckmin crtond, Heobxoaumo obecneynTb INEKTPOU3oNSALMI0 Kamepbl
OT KOHCTPYKLMKN, HA KOTOPYHO OHA KPEMNUTCA.

He pekomeHayeTca 3a3eMnaTb Ha OA4HY U Ty XKe TOKONPOBOASLLYIO JIMHUIO
3a3eMIEeHNA MOJSTHUEYNOBUTENDb W 3a3emrieHne anekTponpubopos. B npoTuBHOM
crnydae BO3MOXEH BbIXOL W3 CTPOsi BCEX 3a3eMrieHHbIX TakuM o0pa3om

YCTPOWCTB.
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7 BEB-MHTEP®ENC
7.1 NMOAKNIOYEHUE K BEB-UHTEP®ENCY

OTtkponte Ha komnbtoTepe ©Opaysep Internet Explorer u BBeaute
B OTKpbIBLLEMCSI OKHe ©Opaysepa B agpecHom cTpoke IP-agpec Bugeokamepbl,
nocne 3TOr0 aBTOMATUYECKN C BUOeOKamMepbl 3arnyckaeTcs MpurioXeHue
C CUCTEMHbLIM coobOLleHMeM, rae nonb3oBaTento npeanaraeTtca npu NepeoMm
noaKMoYeHnn K BeO-nHTepdency Buaeokamepbl YCTaHOBUTL  Beb-nnarvH
(PucyHok 7.1). Haxmute «CoxpaHuTtb dann» Ons pesepBHOro COXpaHeHUs
Ha KOMMNbIOTEPE YCTAHOBOYHOIO Maketa AN 3Toro nnarmHa m  «3anycTutb»

Anst aBToMaTU4eCKoW YCTaHOBKM KOMIMOHEHTOB niarnHa.

BHMMAHWE!
[nsa aBTomartndeckomn yCTaHOBKM Beb-nnarnHa TpebytoTca
agmMuHucTpaTuBHble npasa B OC Windows.

Buaoeokamepa rno ymonyaHuio MMeer:
— Macky noacetn 255.255.255.0
— IP-agpec 192.168.1.108

— unM$e nonb3oBaTtensa:; admin

Bbl cobmpaeTech OTKPbIT:

L] webplugin.exe BOLID ZAO NVP

N Mpunoxesie

asaaowmincs: Binary File (1,3 Mb)
v3 http://192.168.1.102

Vis:  cADownloads\webplugin.exe

Bbl XOTUTE COXpaHUTL 3TOT han?

PucyHok 7.1 — YcTtaHoBKa nnarnHa ans nogknoveHns Kk sed-nHrepency

Mpn nepBom 3anycke Beb-nHTepdenca BuaeokaMmepbl Heobxooumo
NPONTN NpoLueaypy UHUUManNu3aummn, COCTOSILLYIO N3 YeTbIpex Laros:
War 1 (PucyHok 7.2). Bblbepute pervoH (CTpaHy) W A3blK CUCTEMbI

Beb-nHTEpPhenca.
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PucyHok 7.2 — Hnumanusauusa nonb3oBaTtensa «admin»: Bbl6op si3blka 1 permoHa

War 2 (PucyHok 7.3): YctaHoBuTe Haubonee ynobHbIM dopmaTt gaTbl
n4yacoBonm nosic. Tekywee BpeMs MOXHO 3adaTb  BPY4YHYH, WK

CUHXPOHU3NpOBaATb C CUCTEMHbLIM BpEMEHEM KOMIMbIOTEPA.

(%) Permanantibie HacTpoiKw () Hacrpoina uacosoro nosca HacTpoitka napons

@opmar gars | VHH-MM-DD

Roi neac (UTC+03:00) Mocksa, Carkr-Meteptypr, Boarorpag

09:33:28

seneno wa 2024-02-02 09:33:28

Cregyrouai war

PucyHok 7.3 — MHnumnanusaumna nonb3osaTens «adminy»: BblOOp BpeMeHU 1 AaTbl

War 3 (PucyHok 7.4): CreHepupynTe naposie nonb3oBaTens.
AnvHa napona gomkHa 6bITb HEe MeHee 8 CMMBOSOB, NapoSflb MOXET COCTOSITb
N3 3arnaBHbIX W CTPOYHbIX OyKB flaTuHckoro andasuta (A-z), apabckux umdp
(0-9) wucneumnanbHbiX cumBonoB. B uenax obecnevyeHns 6He3onacHOCTU
Npuv co3gaHuM  napons  HeobxoAMMO  UCMONb30BaTb  He MeHee  ABYX
TUNOB CMMBOMOB. PekomMeHOyeTCs Takke ykasaTb pe3epBHbIN agpec 3MeKTPOHHOMN
MOYTbI, C MOMOLLbLID KOTOPOro BO3MOXHO BOCCT@HOBUTb Maposib MOMb30OBaTens,

ecnu oH ByaeT yTpadeH.
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(%) PervoHansHble HACTPORKH (%) Hactpoitka acoBoro nofca Hactpoika napons pap

MogTaepakasrme

Pesepe. email aapec

PucyHok 7.4 — Hnyyanusauusa nonb3oBaTtend «admin»: co3gaHue napong

War 4 (PucyHok 7.5): Bkniouute cepsuc P2P, 4ytobbl nomoyvb Bam
B yO4arleHHOM YynpasfieHun Bawnm ycTpoucteoMm. [locne BkntoyeHns P2P un
noaKMnoYeHnst Kk cetu Heobxogumo 3Hatb |P-agpec, MAC-agpec ycCTpoucTBa,
SN ycTponctBa, wumsa yctponctBa M T.4. Bcsa cobpaHHas wuwHdopmaums
MCMNONb3yeTCHa TONbKO ANA yaaneHHoro gocrtyna. Ecnv Bbl He xOTuTe BKMO4YaTh
dyHkumo P2P, cHumunte dnaxok (Bbl MoxeTe HacTpouTb OaHHY QYHKUMU

no3xe, pasgen 8.1.3.12 HacToSALLEro pyKoBOACTBA).

() Pernonansibie HacTpoRKn () Hacrpoiixa uacosoro nosca () Hacrpoitka napona -~ Pop

PucyHok 7.5 — Hnyuanusaums nonb3oBaTtend «adminx»: cepsuc P2P

Beeante Bawe mmsa nosnb3oBaTtenst U naposib, HaXMUTE KHOIKY «Bxog»

(PucyHok 7.6).
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BOLID

. Monb3osatenb

Maponb 3abbinn naponp?

PucyHok 7.6 — Bxog B Beb-nHTEephenc Bmaeokamepbl

[Mocne ycnewHon aBTOpU3auuM OTKPOETCH OKHO Beb-uHTepdperica
Buageokamepbl (PucyHok 7.7). B OTKpbITOM OKHe Beb-uHTepdienca Ha naHenu
npocmoTpa Buaeonotoka ©OyaeT cpa3y UWMATU  HenpepbiBHas TpaHcnauus
OCHOBHOrO  BMOEONOTOKA  «3axBa4yeHHOro»  BuAeoKamepon  n3obpaxeHus

pealibHOro BpeMeHHN.

Nt poa et ¥

Hactpoden wospaxei > (=l ]

PucyHok 7.7 — (naBHOE MeHI0 BED-MHTEPdEca

7.1.1 BoccTtaHoBrieHUe naporns nonb3oBaTerns

Ecnn naponb Aans Bxoga B BEG-UHTEpdENC BUOEOKAMEpPbl YTpadeH,

Heo6xoaMMo NPONTK NpoLeaypy ero BOCCTAHOBINEHNS.
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BHUMAHWE!

BoccTtaHoBneHne napond nosnib3oBaTesii BO3MOXHO TOJSIbKO B TOM
cnyyae, ecnu BKtoYeHa pyHkumna «COpoc napondy», a Takke ykasaH
pe3epBHbIN afpec 3EeKTPOHHOM MoYTbl nonb3oBaTtensa (Bknagka
«lMNonb3oBatenb»). B NpoTMBHOM cnyyae, Mapoflb BOCCTAHOBUTb
HEBO3MOXHO, N gocTyn K BUgeokamepe BO3MOXEH TONbKO
NpW BOCCTAHOBIIEHNUN  3aBOACKMX  HACTPOEK C NOMOLbIK  KHOIMKK
annapaTtHoro cbpoca.

I'Ip|/| BXo4de B CUCTeEMY BBeOUTE NUMA MNOJib3oBaTesid U HAXMUTE «3abbinu

naponb» (PucyHok 7.8).

BOLID

MNonsaoearens

Mapons Jabeinu napons?

Pl/lcyHOK 7.8 — MHnymanunsauyma CbOprI BOCCTaHOBJ1EHNA NaApOsid NoJsib3oBaTesiA

[anee HeobxoouMmo NponTU npouenypy BOCCTAHOBMEHUS, COCTOSLLYIO
M3 BYX  WAaroB, COrMacHO  WHCTPYKUMAM,  cogepxawmxca B popme
BOCCTaAHOBNEHUS:

LWar 1 (PucyHok 7.9): OTckanupyinte otobpasmeumica QR-kog, MCnosb3ys
Kamepy  MOOMNbHOro  TenedoHa (MM NpPUNoXeHue,  NpeaHa3Ha4YeHHoe
Ans ckaHnpoBaHus  QR-kogoB), M OTnNpaBbTe  pe3ynbTaT  CKaHWMPOBaHUS
Ha 9NIeKTPOHHYKD noyTy password@recovery.bolid.ru. Ha pesepBHbIn  agpec
9MIEKTPOHHOM NOYTbl nonib3oBaTenst OyaeT OTnpaBieHO MUCbMO C KOLOM

BOCCTaHOBIJ1EHUA, KOTOprI?I HeobxoaMmMo BBECTU B rpacpe «BBegute koa».
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o Kog BOCCTAHOBACHWA

Pl/lcyHOK 7.9 — BoccTaHoBneHue napons nonib3oBaTtend:. 3anpoc Koaa
BOCCTaHOBIJ1EHUA

War 2 (PucyHok 7.10): CreHepupynTe HOBbI naposfib. [dnvHa napons
OOSKHA ObITb HE MeHee 8 CMMBOSIOB, MapoSyib MOXET COCTOATb W3 3arfnaBHbIX
N CTPOYHbIX OykB NatuHckoro andasuta (A-z), apabeckmx uncpp (0-9)
N crneumanbHbIX cMMBOMOB. B uenax obecneyeHns GesonacHOCTU Npu co3gaHUM

naponsd Heo6xoaMMO UCNONb30BaTb HE MEHee ABYX TUMOB CMMBOJIOB.

‘.:\/:.‘ Koa BoccraHoBneHua o C6poc napons

Monb3oea... admin

Hosbii WHTEHCMBHOCTb:

naponb

JnvHa napona JomkHa 6biTb 0T 8 40 32 CMMBO/OB.
Copepxath: BYKELI BEPXHETO U HUXHETO PETUCTa,
uMbpel U cieyrantHele 3HakK (Cumeons ' " ; @ 8
HEeAONYCTUMbI).

MoaTEEpXAEH

BeeguTe Naponib CHoBa.

PucyHok 7.10 — BoccTtaHoBneHue naposns nosib3oBaTtens: co3gaHne HOBOro
napong
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7.2 TMABHOE MEHIO BEB-UHTEP®ENCA

[MaHenb rnaBHOro MeHt Beb-mHTepdenca (PucyHok 7.11) npegoctasnsioT
AOCTYN K ynpaBneHuto u paboTte c Buageokamepon. CTpyKTypa rfaBHOrO MEHHO

Beb6-nHTEepdenca npeacrasneHa Huxe (Tabnuua 7.1).

& O

Mpocmorp Bupeoananutnka Kamepa

= © Q

CobbiTva Cucrema ApxuB BUAEO

PucyHok 7.11 — NaHenb rnaBHOro MeHo BeG-nHTepdenca

Tabnuuya 7.1 — dyHKUMOHAr rnaBHOro0 MEHH0

DPyHKLUUSA 3HauyeHue

MeHto BKntoyaeT B cebs BoceMb KOHpUrypawmi:
— [MpocMoTp — nepexon B peXnm peanbHOro BpEMEHM;

— BupgeoaHanuTuka — HacTpolka BWUOEOaHaNUTUKN  4Yepes
BMOEOKaMepy;

— Kamepa — HacTpoliku nsobpaxeHusi, Buaeo, ayamo;

— CobbITns — HaCTPOWKK TPEBOXHbIX, ayamo 7

NHTENNEeKTyanbHbIX COObITUN;
PyHKUMOHAN

— Cuctema — npocmoTp uHdopmMauum, obline HaCTPOWMKM,
obHoBneHune NO;

— ApXu1B BUIEO — MOUCK U BOCNPOU3BEAEHNE BUOEO;

— ApxumB n30bpakeHnn — NOUCK n BOCINpousBeaeHne
n3obpaxeHuu;

— besonacHocTb — NpoBepka COCTOAHUSA U HAacTpoKrKa PyHKLNN
6e3onacHOCTM yCTPOMNCTBA.
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PyHKLUUA

3HayeHue

KHonku nepekniyeHnd ctpaHul B rnaBHOM MEHIO.

KHonka nepexoga B rrnaBHoe MeHIO.

MeHto HaCTPOMKHN TPEBOXHbIX coObITUn n
napameTpoB cpabaTbiBaHMS.

KHonka NnepeKknioyYeHn4d TemMbil.

KHorka nepekKknio4yeHns A3blka.

2 admin

Inu::w

— nepesarpyska Buaeokamepbl;

— BbIXO[, U3 Y4ETHOW 3anucu.

MeHio BKMtovaeT B ceba BoceMb KOHGMUrypauuim, C MOMOLLbIO
KOTOPbIX MPOMCXOANT HACTpoKKa:

— Jlokan. napameTpbl;

— Kamepa;

— Certb;

— CobbITuS;

— 3anucb 1 XxpaHeHue;

— Cucrtema;

— CuctemHasa nHcgpopmauus;

— XXypHan.

KHonka nepexofa B NONTHO3KPaHHbIN PEXMM.
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7.3 PA3OEN MABHOIO MEHIO «[TPOCMOTP»

Pasgen rmaBHoro MeHo «[llpocmoTtp» (PucyHok 7.12)  BKIOYeH
MO YMOSYaHUIO C OTKPbITUEM Beb-nHTepdenca, no3sBongeT npocMaTpmBaTth
Ha 9KpaHe  KOMMbKOTEpa  BUAEOMOTOKM U n3obpaxeHna  (BUOoeokagpsbl),

TpaHCJInpyemMble C BUOEOKaMeEpPbI.

[~—————_ R - 3

1 — MaHenb ynpaBneHus BngeonoTokamm
2 — OkHO npocmoTpa
3 — [MaHenb ynpaBrneHns OKHOM MpocMoTpa
4 — NaHenb AencTeum ¢ 06bLEKTOM NPoCMOTpa
PucyHok 7.12 — CTpykTypa pasfgena rnaBHoro meHto «l1pocmoTp»

Bbi3oB pasgena rnaBHOro MeHw «[1pocMOTp» U3 APYroro COCTOSIHUSA

BeO-MHTepdenca Nnpon3BoaUTCS HaXXaTUeM KHOMKK B rMaBHOM MEHIO.

7.3.1 Bbibop BUOeonoTokKa

Boibop  BuaeonoTtoka  ANd NPOCMOTpPa  Ha 3KpaHe  KoMnbikoTepa
BbINOSHAETCS C NMOMOLWLbI naHenn Bblbopa Buaeonotoka. WHTepdeiic

npencrasneH Huxe (PucyHok 7.13).
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f KaHan 1 "

OCHOBHOW NOTOK
don. notok 1

Hon. notok 2
PucyHok 7.13 — NaHenb Bbibopa BMAEONOTOKA

OnuncaHune BMOEeONOTOKOB NpeacTasneHo Hke (Tabnuua 7.2).

Tabnuua 7.2 — OnucaHne BUAEONOTOKOB

MNapameTp OnucaHue

«OcHoBHON | OTOBpakeHne OCHOBHOIMO BWAEOMOTOKA MO YyCTAHOBEHHOM
MOTOK» CUCTEMHOWN KOHoUrypaumm suaeokamepsl.

OTO6pa)KeHVIe nepBoro OONOJNMHNUTENbHOIO BNOEOMNOTOKa

«don. notok 1» - N
No YCTaHOBJIEHHOMN CUCTEMHOW KOHoUrypauum Bugeokamepsbl.

OTO6pa)KeHV|e BTOpPOro OOMOJIHNUTESIbHOIo B1NOEO0NOTOKa

«[don. noTok 2» - N
No YCTaHOBJIEHHOMN CUCTEMHOW KOHoUrypauum Buaeokamepsbl.

7.3.2 JenctBUA ¢ 0OOBLEKTOM NpocMoOTpa

Boibop genctBuin c 06bEKTOM MPOCMOTPa BbINOSTHAETCA C MOMOLLbLIO
naHenn [JencTBUMA C OOBbEKTOM npocMoTpa. WHTepdenc npencraBneH Huxe
(PncyHok 7.14).

22 pEA @O

PucyHok 7.14 — NaHenb AencTBuin ¢ 00 bEKTOM NPOCMOTpa oTobpakaeMoro
BUOeonoToka

CBeoeHust 0O (pyHKUMAX  IMIEMEHTOB NaHenNu AOenUCTBUAM  C OOBbEKTOM

npocmoTpa oTobpakaeMoro BuaeonoToka npeacrasneHbl Hke (Tabnuua 7.3).

BHMMAHWE!
OnucbiBaemMble OENCTBUS NPUMEHUMbI TOMbKO K OKHY MNpocCMOTpa
BeO-nHTEpPEnca.
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Tabnunuya 7.3 — PyHKUUM 3NEMEHTOB NaHeNn OeNCTBUM C O6bEKTOM MpocMoTpa
oTobOpakaeMoro BuaeornoToka

AnemeHT DyHKUUA
® «BcnomoraTtenbHas Haea
’ yCTaHOBKa» BbizoB NHTepdenca yrnpaBneHus
BMOEOAHANTUTUKON.
Tpeeora
© 2
a «Tpesora» B

HaxaTuem Ha 3Ty KHOMKY cucTeMa akTUBUPYeTCS
curHan TpeBoru.

« TpeBOXHbIV
Bbixoq 1»

Tpee. ebog1

N a2 B

HaxaTtnem Ha 3Ty KHOTKY aKTUBNpyeTCA
TpeBO)KHbIIZ BbIXO4 BUOEOKaMEpPbI.

«Llndposoit 3ym»

- ol O]

Korga BngeounsobpakeHne Haxoamutcsl B UCXOLHOM
COCTOSAHUN, C NOMOLLbIO NEBOM KHOMKN  «MbILUN»
MOXHO BblAENUTb Kakon-nnbo y4acTOK
ons ysenuyeHnsa. He B UCXOQHOM  COCTOSHWUM
MO>XHO nepeTackmBaTb 30HY  YBeJIMYEHUs
B 3aJaHHOM  auanasoHe. [1ns BOCCTAHOBMEHMS
npeablayLero COCTOSAHUSA cneayeT HaxaTb MnpaByto
KHOMKY MbiwK. Koneco MpOKPYTKM — «MbILLN»
No3BONSEeT yBennuMBaTb WM YMeEHbLUATb pasmep
B1aeoun3obpaxkeHus.

0] «CHUMOK»

Do a

Haxxatmem Ha 3Ty KHOMKYy cucTema 4epes
Beb-nHTEeppenc cpenaetr oOAuUH MOMEHTambHbIN
CHUMOK W COXpPaHUT e€ero Ha HocuTemnb [OaHHbIX
B YKa3aHHYI0 nanky.
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AnemMeHT

PyHKLUA

TpOWHON CHUMOK

(ol s - (R )

Mpn HaxxaTUM  Ha 3Ty KHOMKY CUCTemMa 4depes

Bl | «TpoiiHOM CHUMOK» | Be6-uHTEepdec  caenaeT  TPOMHOM  CHUMOK
Ha BUOEONOTOKE  C4acToToM  OAWH CHUMOK
B CEKYHOY W COXPaHUT KaK OoTAefNbHble TPU CHUMKA
Ha HOCUTEenNb JaHHbIX B YKa3aHHY0 narky.
B @ 0
[Mpn HaXXaTUM Ha 3Ty KHOMKY CUCTEMa 4epes
Beb-nHTEpPhENC HayMHaeT BbINOMHATL

C L «ApXMB BUOEO» | HenpepblBHYIO 3an1cb BUAEOMOTOKA Ha HOCUTEMb
AaHHbIX B YKasaHHy nanky. COCTOAHMEe HaxkaTou
KHOMKA  MMeeT  MnoAKpalleHHbIn  BWO  CUHEN
pacuBeTkn #. [loBTOpHOEe HaxaTwe BblKM4YaeT
BbIMNOJSIHEHWE 3annCHu.

Q) «Ayomo» @0
BkritoueHne/oTknNoYeHe ayamosbixoia.
© ¢

¢ «[Ananor» Mpwn HaxaTum Ha BU3yarbHbIN WHCTPYMEHT
npoucxoanT BKIOYEHNE/OTKITIOYEHME 3BYyKa
C Kamepbl.

BOLID

BOLID VCI-143 Bep. 4 ALIIP.202119.009 PGn ot 11.09.2024




BOLID VCI-143. Bepcus 4. PykoBoacTBO NO 3KcnsyaTauuum 46

HacTpoikn n3obpakeHns

PucyHok 7.15 — IHCTpyMeHTbl HacTpOKKN M306paXkeHnst B OKHe NpocMoTpa

®OYHKUMM  MHCTPYMEHTOB HACTPOMKM M300pakeHMsi B OKHE MpocMOTpa

npeacTasneHsbl HYWXxe (Tabnvua 7.4).

Tabnumua 7.4 — OYHKUMM MHCTPYMEHTOB HAacTPOMKM BUOEOU300paKeHUs1 B OKHE
npocmoTpa

MapameTp PyHKUUA

E HacTpoika apkocTn BuaeonsobpaxeHus.

. HacTponka KOHTpacTHOCTM BUOEON300paKeHns.
HacTtpouka

HacTpoika HacbILWEeHHOCTM BUOeon3odpakeHus.

HacTpoika uBETOBOro TOHa BUAEON300paKeHUs1.

H BMaeoun3obpaxkeHus

BoccTtaHoBneHue CUCTEMHbIX 3Ha4YeHun
Cb6poc MO YMOJSTHaHUIO AONs APKOCTN, KOHTPaCTHOCTH,
HaCbILEHHOCTU 1 LiIBETOBOrO TOHA.

OnemMeHT yrnpasiieHuns H npegHa3Ha4eH ansd KaJ'II/l6pOBKVI COOTBETCTBUA
Mexay I/1306pa>KeHI/16M 7 CbaKTI/IL-IeCKI/IMI/I pa3mepamMmm obbekToB B nore 3peHunsd

kamepbl (PucyHok 7.16).
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Kannbposka ynydwaeT kayeCcTBO paboTbl BMOEOAHANUTUKM B YCNOBUAX
N3MeHeHna maclwtaboB NpegMeToB, CBS3AHHOMO C UX YyOaneHWemM OT TOYKM

CbEMKMN.

Haxmute «BcnomoraTenbHasi ycTaHOBKa» B MPpaBOM BEPXHEM YrIy = n
BblObepuTe «BuaoeoaHanutuka», Ha ulobpaxkeHun nosaABUTCA durypa 4enoBeka.
[laHHOE none MOXHO nepeTawnTb B HY)XKHOE MOSOXKEHUE.

OTperynupynTte NonoXxeHne n pasmepbl QUrypbl YernoBeka crnegyowmmm
cnocobamu.

e [lepetawmre npvnNOMOLM MbIWM Yronl  NPSIMOYronbHWKa B dopme

yeJsioBekKa,

e Haxmute «BcnomoratensHas YyCTaHOBKa» B J1IeBOM HWXHEM YIiy U BBeguTte

Bcnomor. ycraHoBKa v

pasMepbl BPY4HYH.

PucyHok 7.16 — 'HCTpYMEHT HacTponKn BuaeoaHanMTuUK1U B OKHe NpocMoTpa

7.3.3 YnpaBrneHue oKHOM NpocMoTpa

NHTepdenc naHenn ynpasreHUsi OKHOM MPOCMOTpa NpeacTaBneH Huxe
(PucyHok 7.17). OnemMeHTbl NaHenn ynpasfieHUs OKHOM MNPOCMOTPa MO3BOSIAOT
ynpaBnATb NapameTpamu, oTBeYaLWUMn 3a Ka4eCcTBO 1 yaoOCTBO 0TOBpaXeHus

B OKHEe MpocMoTpa.

(19 & d R
PucyHok 7.17 — NaHenb ynpasneHus OKHOM NpocMmoTpa
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CBeﬂ,eHI/IFl 0] beHKLI,I/IﬂX 3N1eMEeHTOB MNaHesn yrnpaslrieHuns OKHOM

npocMoTpa npeactaBneHbl HWxe (Tabnuua 7.5).

Tabnuua 7.5 — PyHKUMM dNEMEHTOB NaHenu yrnpasBneHns OKHOM NPocMoTpa

AneMeHT ynpaBneHus

PyHKLUUA

[:1) «OpurnuHan»

o B

[Mepexon B PEXUM NCXOOHOro pasmepa
n3obpaxeHuns (opuruHan) oTobpaxxaemoro
BMOEOMNOTOKA. Cnyxnt Ans otobpakeHus
AEeNCTBUTENBLHOrO pasmepa opurMHana svMageokagpa
MOTOKOBOrO  BMAEOM30OpakeHuss 1 3aBUCUT
OT pa3peLleHna noToka ABOWYHbLIX AAHHbIX Kagpa
TpaHCNMpPyeMoro BU4eonoTokKa.

= «CooTHOLEeHne
CTOPOH»

COOTH. CTOPOH + Opwr. cooTHOWeHWe cTopod  Adaptive

Boibop npegyctaHOBKM  COOTHOLUEHMSI  CTOPOH
BnaeonsodbpaxxeHus Ha 3KpaHe npocmoTpa.
3HayeHus: «OpurnHanbHOEe COOTHOLWIEHNE CTOPOH»
n «AganTUBHbINY.

= «Perynuposka
nNaBHOCTU»

MuH. 3agepxka « [locToAHHaa  Belicokaa NAGBHOCTE

Bblbop npeaycTtaHOBNEHHOro 3Ha4YeHUs1 napameTpa
3a4epXKN CKOPOCTU TpaHCnsuunm BMAOEONOTOKA.
3HaueHnsa: «MuHuManbHas 3agepXxka»: pPexum
peanbHOro BpeMeHu; «llocTosHHaA»: HopMarbHbIW;
«Bbicokag nnaBHOCTb»: CBOOOAHbLIN. 3Ha4veHue
MO YMOMYaHUIO — «lMocTosiHHas». 3agepxka
obecneunBaet 6ydepunsauymto noToka
ANS ynyyvweHus KayecTBa oTobpaxeHus
TpaHCnsaUnNn.

«
[MpaBuno
BUOeOaHannTUKnN»

+ Brkn.  BeIKAHOUYWTB

HaxxmuTe KHOMKy, 4TObbl OTOOpa3uUTb akTUBHbIE
npaBuna BuOeOaAHANUTUKM Ha 3KpaHe MpocMoTpa
BUOEOM300paXKEHUS.
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AneMeHT ynpasneHus DyHKUMSA

G v Brkn. Boikaioumth

«30HbI
3 DACNO3HABAHSI» HaxxmuTe KHONKy, 4TOObl OTOGpPa3MTb  30HbI
pacno3HaBaHus Ha 3KpaHe npocmoTpa
BNOEOM300paXKEHUS.

MonHo3KpaHHbIA ST

Mepexon B NOMHO3KPAHHbLIA PEXUM OTOBpPaKEHUS.
3aBuCUT OT paspeLleHunst IKpaHa N pexunma paboTbl
MOHMTOpA KOMMbIOTEPA, WUCKaXaeT oTobpakeHue
AEeNCTBUTENBHOMO pasmepa opurmHana
n3obpaxxeHus BUOEOMNOTOKA. Bbixopg,
N3 NOSTHOIKPAHHOIO  peXxuma  OCyLLecTBsieTcs
ABOVHBIM LLEJTYKOM MbILLM UITM HaXKaTMEM KHOMKM
«Esc».

3 «lNonHO3KpaHHbINY

7.4 PA3OEN MABHOIO MEHIO « BUOEOAHATIUTUKA»

Pasgen rmaBHOro MEHIO «Bunpgeoananutuka» npegHasHaveH
ANS aKTMBaUMM  BUAEOAHANUTUYECKMX  (PYHKUMIA: CXema, BuaeoaHanuTuka
(nepecedyeHne nuMHUKU, KOHTpONnb obnactn). WHTepdenc npeacraBneH Huxe
(PncyHok 7.18).

IP-xamepa = MpocmoTp X BupgeoaHanutuka

£} Hactpoiika npaeun &

Cxema

PucyHok 7.18 — Pasgen rmaBHoro meHo «BungeoaHanutunkar
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7.4.1 Noppasnen meHw «HacTponka BuaeoaHanmMTUKNY

7.4.1.1 NyHKT MeHIo «Cxema»

MyHkTt MeHio «Cxema» npedHasHadyeH [AOns akTuBauuu/geakTnBaumm
BMAEOAHANUTUYECKUX  (PYHKUMIA.  AKTMBaUUs/OAeakTUBauus  BuOEOaAHANUTUKM
OCYLLECTBISAETCA OOHOKPaTHbIM HaXaTUeM MHTepakTUBHOW KHoMkW. WHTepdelic

npencrasneH Huxe (PncyHok 7.19).

PucyHok 7.19 — INyHKT meHio «Cxema»

7.4.1.2 ®dyHKUunAa «BnpeoaHanntuka»

dyHKuMa «BupgeoaHanutuka» npefHasHayeHa [ONA KOHPUIypupoBaHUS
napameTpoB U rpadovka  BbLINOSIHEHUA  BMAEOKaMepoWn  BuAeOaHaNUTUYEeCKUX
dYHKUMI: NnepecevyeHne NMHUU, KOHTPOb obnacTu.

BuaoeoaHanutuka — 3TO WHTEenNeKTyarnbHbIn aHanums
NOTOKOB BMAEOHabNogeHNs U BUOEOAAHHbIX apxvBa  BuaeoHabnwogeHus.
BuoeoaHanutnka BbIMNONHAET aBTOMaTUYECKOE BbISIBIEHME pPasfnuMyHOro poaa
AAHHbIX U OeTeKTUpoBaHME 3apaHee 3anporpamMMuMpoBaHHbIX COOLITUIA TPEBOT.
BugeoaHanutuka, BbINonHAeMaa  BUOAEOKAMeEpPoW,  UCMONb3yeT  PYHKLUUM
AEeTEeKTOPOB BUAEOKaMepbl U MO3BONSET OnpenenuTb B AaHHbIX BWOEOMNOTOKA
aHanuTu4eckne cutTyaumm no cobCTBEHHbIM U nNepudepunHbIM - AeTeKkTopam,
MO aHanuM3y  TPEKOB BMAEOMNOTOKOB,  pacno3HaBaHui  obpasoB. [paHuuy
npegynpexgawowen nuHMM  obnactu  NpPUMEHEHUs  npaBuna  geTekuuu
BuOeOaHannTUKM cnegyet genatb MPOCTON U He NPUMEHATb BUAEOAHANUTUKY K

CTPYKTYPHO CMOXHbIM oBracTsm.
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BuoeoaHanutuka KoOHTponuMpyembix obbekToB/Belwlen (Lenen) Ha cueHe
BMAeoHabnaeHns, BbINONHAeMas BuaeokaMepon, BKNovaeT B cebs:

[MepeceyeHne NMHUKM — BO3HMKHOBEHWE CUrHana TpeBoru, B Criydae ecnu
OOBbEKT, COrnacHoO YCTAHOBMEHHOMY MO KOHTPOM HanpaBfeHUIO [OBWXEHUS,
nepece4veT NpeaynpexanaroLyo NMMHAI.

KoHTponb o6ractm — BO3HMKHOBEHWE CUrHana TPeBOru, B Crydae ecnu
OOBHEKT YACTbIO UIM LIENTMKOM MOSIBUIICA BHYTPU KOHTYpPa KOHTPOJIMPYEMOW 30HbI,
WNU Korga OBWXKYLLASICA Lenb Nepecekna Ha BXOA/BbIXOA npeaynpexaatoLLyro

NNHUIO (3aMKHYTbBIN KOHTYP) KOHTPOSTMPYEMOW 30HbI.

Co3s0aHue npasuna sudeoaHanumuku «llepecevyeHue nUHUUY

[ob6aBbTe HOBOE npasuio , N  YyKaxXumnte Tun

«MepeceyeHne nuHUM». C NOMOLLBI MbILN HAPUCYWTE KOHTPOSBbHYH JIMHUIO

Ha BugeonsobpaxeHunn (PucyHok 7.20).

I UysceuTensocts g
123 45

Hanpaenenne 06a

" oo ™)

OBbekT UYenosek MoTOp. TPaHCMOpTHOE CPEACTED

Pacnucaie Kpyraocytouto [o6aenTs pacnucaxue

o
o
:
S
=
B

Mpeasigywuit m O6HoBUTL Mo ymonuanuio
PucyHok 7.20 — Co3gaHue npasuna suaeoaHanutukmn «llepeceyeHmne mHUn»
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3aBeplleHne pUCOBaHUS OCYLLIECTBIISIETCS HaXaTMeM npPaBOW KHOIMKU

MbIlKW. AKTUBHOE npaBuno snaeoaHarimTmKu 6yp,eT BblOEJNEHO XeNTbIM LIBETOM.

NS yaaneHus npasuna Bbibepute @ «OunMCTUTBLY.
Mocne co3gaHus npaBuna BUOEOAHANUTUKM  YKaXute napameTpbl

doyHKumn (Tabnuua 7.6).

Tabnuua 7.6 — OyHKUMN U 3HAYEeHUs napamMeTpoB BKNaaku «BuaoeoaHanuTUKMy:
«[MepeceyeHne NUHUN»

MapameTp PyHKUMA

quCTBVITeJ'IbHOCTb YcTtaHoBKa YYyBCTBUTEJIbHOCTU OETEKUNN.

HanpaBneHve [BWxeHMe 0ObEKTa, mnepecekaloLlero

HanpaeneHune
P obnactb: A—B, B—A, oba.
PunbTp HacTtponka ob6bekTa TpeBOrn geTekTopa.
O6bLekT O6HapyxeHune obbekTa. CopepxaHue 3HaYeHus:
«Yenoseky», «MoTop. TpPaHCNOPTHOE CPEACTBOY.
Hactponka HepgenbHOro rpadoumka aboTtbl npaBuna
PacnucaHne P A pacp P P

BnaeoaHarimTunKNn.

ABTOMaTM4eckas 3anmcb BUOEOMNOTOKA npm BOBHNKHOBEHUN

ApxuB BUAOEeO
TPEBOXXHOIo CObbITUS.

[Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet
OtnpaBka Email |aBTOoMaTn4ecku OTnpaBnNATb SJTEKTPOHHYIO noyTy
3agaHHOMY noslydaTento O BO3HUKHOBEHMN TPEBOTN.

AKTnBaums TPEBOXHOIO BbIXoaa BUAEOKaMepbl

TpeBOXHbIN BbIXOS,
NpwY HacTyNSIEHUN TPEBOXHOIO COBLITUSA.

[flonocoBoe [Mpw BKITHOYEHUU napameTpa, ayauodpann bynet
onoseLleHne BOCNpou3BeaeH Npu cpabaTbiBaHUN cUrHana TpeBoru.

[Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet
CHuMOK aBTOMaTUNYECKU COXPaHATb n3obpaxeHus
NpwY BO3HUKHOBEHUN COBLITUIN TPEBOT.
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CosdaHue npasursna sudeoaHanumuku «KoHmposne obracmuy

B noanyHkte wMeHw «BuaeoaHanutuka» agobaBbTe HOBOE MpaBurio

, N ykaxxute tun «KoHTponb o6nactu». C NomoLbio MbILLN

BPYYHYHO, NGO C nomouiblo KHomku «O6nacTby, HapUCYMTe KOHTPOSIbHYIO

obnacTb Ha BMaeounsobpaxeHun (PucyHok 7.21).

Yaanute

=
o
9
=
]
2
3
2
5
2
z
3
M
H
2
H
H
665
)

Lleitctave MoseneHue Mepeceuenme
o
™ Hanpasnetve O6a
"™ OuabTp [ @)
[
O6ext Yenosek MoTOp. TpaHCNOpTHOE CPEACTEO
Pacnucanue KpyraocyTouHo [JloBasuTs pacnucatme
+/1063BUTb peakuuo
CHMMOK o
Mpeabiaywnit TMpumennTs O6HOBNTL Mo ymonuarmi 10

PucyHok 7.21 — Co3gaHue npaBuna BugeoaHanntukn «KoHTposnb obnactm»

3aBeplueHMe pUCOBaHUS OCYLLECTBMSETCA HaxaTUeM MpaBoi KHOMKM

MbIlUK. AKTUBHOE npaBunio BMOEOaAHAJIUTUKA 6y,qu BblgeJieHO CUHMM LIBETOM.

Ons ynaneHus obnactu Boibepute @ «OUYnNCTUTBLY.
Mocne co3gaHna nNpaBuna BUAEOAHANUTUKMA  YKaXUTe napameTpbl

dyHKumn (Tabnuua 7.7).

Tabnuua 7.7 — OYHKUMKM 1 3HAYEHNA napamMeTpoB BKNagku «BuaeoaHanuTukmy:
KoHTponb obnactu

MapameTp PyHKUMUA

quCTBMTeJ'IbHOCTb YcTtaHoBKa YyBCTBUTEJIbHOCTU OETEKLNN.

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024




BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 54

MapameTp PyHKLUA
«lMosiBNEHNEe» — uUenb 4acTbld WNU LUENMKOM oOKasanacb
B KOHTPONUPYEMOW 30HE;
. «lNepeceveHne» — BUXYLLAACSA ernb nepecekna
[lencrteune P , A yid H P
KOHTPOSbHYO 30HY;
«BHYTpU» — OBmxXywasca uenb BHYTPU KOHTPONMPYEMOK
30Hbl.
HanpaBneHne awxeHne obbekTa, nepecekawowero
HanpasneHue _
obnactb: A—B, B—A, oba.
PunbTp HacTtponka ob6bekTa TpeBOrn geTekropa.
OB LEKT O6HapyxeHune obbekTa. CopoepxaHue 3Ha4YeHus:
«Yenosek», «MoTop. TpAaHCNOPTHOE CPEACTBOY.
Hactponka HepenbHOro rpaduka aboTtbl npaBuna
PacnucaHune P a pacp P P

BnaeoOaHarimTunKNn.

ApxuB BMOeO

ABTOMaTH4eckasa 3anucb BMAEONOTOKA Mpu BO3HUKHOBEHUU
TPEBOXXHOIo CObbITUS.

OTtnpaBka Email

Mpw BKMOYEHUN NapaMeTpa, CUCTeMa BUaeOoKamepbl byaeT
aBTOMaTUYECKU OTNpaBnATb SMNEKTPOHHYHO noyTy
3aJj@aHHOMY Norny4aTento 0 BO3HUKHOBEHUM TPEBOTW.

TpeBOXHbIN BbIXOS,

AKTUBaUMS TPEBOXXHOTO BbIXx0Aa BMAEOKamepbl
NPW HacTYNNeHUM TPEBOXHOIO COObLITHS.

[flonocoBoe [Mpw BKITHOYEHUU napameTpa, ayauodpann bynet
onoseLleHne BOCNpou3BeaeH Npu cpabaTbiBaHUN CUrHana Tpesoru.

[Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet

CHumoK aBTOMaTUN4YECKU COXpPaHATb n3obpaxeHns

NPy BO3HUKHOBEHMW COOLITUIA TPEBOT.
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7.5 PA3OEN rMABHOINO MEHIO « KAMEPA»

Pasgpen rmaBHoro meHwo «Kamepa» wumeeT Tpu nogpasgena:
«N300paxeHne», «Bugeo», «Ayamo» (PucyHok 7.22) ans koHurypmpoBaHus
HacTpoeK BUAEeOoKaMepbl.

IP-xamepa = MNpocmoTtp BuaeoaHanutuka Kamepa

PucyHok 7.22 — Pasgen rnaBHoro meHio «Kamepa»

7.5.1 Noapasagen meHo «UN3o06paxeHne»

Moapasnen MEHHO «U30bpaxeHne» npegHasHayeH
Anga KOHUrypmpoBaHmMA YCTAHOBOK MO KaX4oMy U3 Tpex ONTUYEecKuX npodounen
HacTponkn Buaeokamepbl. WHTepdenc noapasgena MeHw «M3obpaxeHne»

npencrasneH Huxe (PncyHok 7.23).

PucyHok 7.23 — Noapasgen meHto «M3o0bpaxeHne»

[Mocne BbLINOMHEHUS KOHMUrypupoBaHUA MO MPOMPUIAM  ONTUYECKUX
napamMeTpoB Buaeokamepbl HEOBXOAMMO COXPaHUTb UX C MOMOLLBbIO  KHOMKK
«MpuMeHnTb» Ha NaHen coxpaHeHnsa N MHUUManNu3aumm HacTPOEK.

Buoeokamepa nosBonsetr KoOHurypuposaTb OMTUYECKUME MapamMeTpsbl
no Tpem npocpunsam (PucyHok 7.24).

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum

Pexcam paboThl

KoHdurypmpyemblie ontudeckmne npodunm HacTpoek Buaeokamepbi:

ABTOONpeaeneHue

«ABTOONpEOeneHne» —

(@) HactpavBaemas cleHa

HOpMa.l'II/I3OBaHHbII7I

JeHv/Houvb

PucyHok 7.24 — NMopgpasnen meHio «3o06paxeHne»: AsToonpeaerneHue /
HactpanBaemas cueHa / [leHb/Ho4b

npouns,

56

MOXeT

NCNONb30BaTbCS KaK eQunHbIN I'IpO(*)VIJ'Ib CYTOK, UJTN KaK cneyuanbHbIA ONTUYECKUN

npodounb;

— «HacTtpavBaemasi cueHa» — npodunb Ans YyCTAaHOBKU OMNpeaeneHHOro

BpeMEHM B kayecTBe BblOpaHHOro npocpuns (PucyHok 7.25);

— «[leHb/Ho4ub» — npodunb anst AHEBHOW/HOYHOM OCBELLEHHOCTM.

HacTtpoiiki pacnucaHua

lleib ® Houb @ [loctoAnHaa @ [lepegHwid ceeT @ [loaceeTka ® CunbHaA NoAceeTka @ Hu3kas OCBELEHHOCTb

® [Monb3oBaTENbCKMIAT

Aneapb
Deepank
Mapt
Anpenb
Man
NioHb
Wionb
ABryct
CeHTAbBpPL
OkTRBpb
Hos6pb
[ekabpb

7

® [lonb3oBaTenbokuing

8

9

Oumnctuts

M0 11 12 13 14 15 16 17 18 19 20 21 22 23 24
I

Mo ymonyanuio

Konup.
Konup.
Konup.
Konup.
Konup.
Konup.
Konup.
Konup.
Konup.
Konup.
Konup.

Konup.

PucyHok 7.25 — HacTtpownku pacnmncanus: «HactpanBaemas cueHa»

MapameTtp lNMpodunb npegHasHadeH Ona KOHPUrypupoBaHUS YCTaHOBOK

CYTOYHOM

(24

npocunen B pabote Bugeokamepsl (PUcyHok 7.26).

BOLID

4acoBOW)

nocriegoBaTesibHOCTU

npUMeHeHuns

OMNTUYECKNX
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PucyHok 7.26 — lNoanyHKT rnaBHoro meHto «sobpaxeHue: MNMpodurby»

Bknaaka «M3o6paxeHue: U SSA»

Bknagka «W3obpaxeHune: MM SSA» nossondeT onpeaenutb YCroBus

OKpyXXatolller cpeabl (ooXab, TymaH, NOACBETKa, MepLuaHue, OCBELLEHHOCTb) U

caoenaTb BuaoeounsobpaxeHne 6onee 4vetkum. WHTepdenc npencraBneH Huxe

(PucyHok 7.27).

A SSA
V306 paxeHune
FKCNO3ULNA
DoH. 3aceeTKa
BanaHc 6enoro
Aenb/Houb
WK-nogceeTka
[poTUBOTYMaH
AFSA

PucyHok 7.27 — Bknagka «3o6paxeHune: M SSA»

BHNAMAHUE!

SA HeKoTopble HaCTPOWKN U306paKeHUs:

Nocne BkntoyeHms A S
Qkcnoaunumsa, PoH. 3aceeTka, MNMpotnsotymaH n AFSA, 6yayT OTKMOYEHDI

no ymoJi4aHuto.
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Bknaaka «M3o6paxeHue: NU3obpaxeHne»

Bknagka «WN3o06paxeHue: N3obpaxeHney» nossondeT KOHUrypupoBaTb,
KOppekTMpoBaTb NapamMeTpbl U3obpaxeHus Buaeokamepbl Ans BblbpaHHOro
ontnyeckoro npoduna (PucyHok 7.24). NHTepdenc napameTpa «N3obpaxeHne»

npeacrasneH Hmxe (PncyHok 7.28).

Mpodwuns Nlens

WA SSA QunbTp CTaHpapTHbIA
N3oBpaxenue

ApkocTe —
JKCMO3MUMA

DoH. 3acBeTKa KoHTpacT - + 50

Bananc Genoro

HacbiweHHoCTs — 50

[eHb/Houb
Pe3kocTb — + 50

WK-noaceetka

MpotmsoTyMaH Famma

+

AFSA Mosopot 18

3epkano

PucyHok 7.28 — Bknagka «3obpaxeHue: N3obpaxeHue»

®OyYHKUMM 1M gnanasoHbl 3HAYEHUN HAcTpoek napameTtpa «W3obpaxeHue:

N306paxeHne» npeactaBneHbl HWxe (Tabnuua 7.8).

Tabnuua 7.8 — dyHKuMM NnapameTpoB BkNagku «3obpaxeHune: N3obpaxeHne»

MapameTp PyHKUMA
«M4Arkmny — KOHTPaCTHOCTb N306paxXeHne MeHbLLE, OTTEHOK
cnabee;
PunbTp «CTaHgapTHbIN» — UABTP U300pPaKeHUs Mo yMOMYaHuo,

oTobpaxaeT hakTU4YeCKM UBET N300paKeHus;
«HacblWweHHbIN» — n3obpaxxeHne Apkoe, HacblLEHHOE.

Hactponka obuwen apkoctn umnsobpaxeHunda. Yem 6onblue
ApkocTb 3HayeHne, TeM spye u3obpaxeHne ©Oyoet. 3HauveHue
HaxoauTca B ananasoHe ot 0 go 100.

HacTtponka koHTpacTa BuaeounsobpaxeHusi. Yem 6onblue
KoHTpacT YUCIMEHHOE 3Ha4yeHWe, TeM Bbllle KOHTpacT. 3HadeHue
HaxoauTtca B ananasoHe ot 0 go 100.
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MapameTp

PyHKLUA

HacblWweHHOCTb

HacTponka HacbIWEHHOCTU BuaeounsobpaxeHus. Yem
OonblUue YNCNEHHOE 3HAYeHMe, TEM HacbIWEHHEE («4YnLLEe»)
UBeT. OTO 3HA4YeHMe He oOKasblBaeT BUSHMS Ha 0bLyto
SIPKOCTb BCEero BNnOeon3odpaxxeHus. LiBeT
BUaeonsodbpaxeHus MOXEeT  CTaHOBUTbCHA CITULLIKOM
CUNbHBIM NpU Ype3MepHO BonbLIOM 3Ha4vyeHun. [ns cepon
YacTu BWOEOU300paXKEHUs] BO3MOXHO WCKaXXeHue, ecnu
OanaHc 6enoro HenpaBunbHbIA. 3HA4YEeHWEe HaxoauTcs
B Anana3oHe ot 0 go 100.

Pe3kocTtb

HacTponka ypoBHSI pPe3KOCTU Kpasi Ha usobpaxeHun. Yem
bonblwe 3HadeHune, TemM bBonee 4YeTKMM CTaHOBUTCS Kpau
Ha nsobpaxeHun. Ha nsobpaxeHnn reHepupyeTcsa LyM,
€CI1 3Ha4YeHne YCTaHOBIIEHO CIIMLLKOM BbICOKMM. [lMana3oH
3Ha4yeHun ot 0 no 100.

[[amma

Hactponka «llamma» — nopora SpKOCTU M300paXKeHus.
[Mopor SpKOCTM  M300paxeHna  perynupyetcs  4vepes
HEMMHEWHBIN  PEXUM  PErYNUPOBKU, 4TOObI  YNyylWnTb
OANHaMUYecKnin gmanasoH otobpaxeHus nsobpaxeHus. Yem
Oonblle 3HayeHue, TeM dp4ve ulobpakeHme CTaHOBUTCA.
[lnanasoH 3HaYeHnn ot 0 no 100. BuayarneHo,
npwn BKMNOYEHHOM raMmmMma KoppekLmm TeMHble obnacTtu kagpa
CTaHOBATCA BWAHbI Nyylwe, HO KOHTPACTHOCTb CBETMbIX
Y4aCTKOB CHMXaeTcs.

[MoBopoT

MoBopoT n3obpaxxeHus. MpencraBnseT NOBEPHYTb
n3obpaxeHne B 3aBUCUMOCTM OT crnocoba  KpenneHus
BUOeOKaMepbl.

3epkano

HacTpolika «3epkano» noseonsieT BM3yarbHO
KOHTPONMPOBaTb KOMMOHOBKY Kagpa WU HAaCTPOWKY PEe3KOCTMW.

Bknagka «U3ob6paxeHune: Akcno3mumna»

Bknagka «W3obpaxeHne: 3kcnos3vumsa» no3BoNsieT KOHurypuposaTth,

KOPPEKTUPOBATL NapaMeTpbl IKCNO3ULMKN M300paxeHus. MapameTpbl 3KCNO3ULIUM

BNUSAIOT Ha APKOCTb, KOHTPACTHOCTb U LBeTonepeaayvy nsobpaxeHua. MHTepdenc

npeactasneH HWxe (PucyHok 7.29).
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Mpodwunb Netb

VI SSA AHTH-MepLUaHne YAW4HBIA CBET

W3obpaxerne

Pexum AgTO

JKCno3vuma

(DoH. 3aceeTka IKCNOKOPPEKLMA —  oo— + 50

banatc 6enoro 3D NR (:)
JeHb/Ho4b

Youn. 3D -

+
V)
(=]

WK-noaceetka

MpoTMBOTYMaH 2D NR -
AFSA

PucyHok 7.29 — Bknagka «306paxeHune: JKcnosmumns»

®YHKUMM M gmanasoHbl 3HAYEHW HacTpoek napameTpa «WM3obpaxeHue:

JKcnosnumay npeactaBneHbl HAXe (Tabnuua 7.9).

Tabnuua 7.9 — dyHKUMM NapaMeTpoB BKNagkn «M3obpaxeHune: SKCno3mumsa»

MapameTtp

PyHKLUMUA

AHTU-MepLaHune

Bolbop  3HaueHusi  «AHTU-MepuaHMe»  NPou3BOAUTCA
13 BbINadalwoLEero cnucka 3HavyeHun. 3Ha4vYeHus: «YTNU4YHbIN
ceet», «50Tu», «60Tu». [lapametrp Heobxogum
ONS yaaneHns MmepuaHmsa um3obpakeHusi, BO3HMKaloLLEro
OT OCBETUTESNbHbIX NPUOOPOB.

Pexunm

Pexum «ABTo». [nNs pexuma aBTOMaTUYeCKOM 3KCMO3nLUK
obwasa 4dpkocTb u3obpaxeHuss ©Oyaoetr aBTOMATUYECKU
perynmpoBaTbCsl B COOTBETCTBUM C PA3fNIUYHON SPKOCTbIO
CLEHbl B HOpMaribHOM Anana3oHe 3KCNOo3uLUMN.

Pexum «llpunoputet ycuneHna». YcuneHme 3KCNo3numnm
CbEMKWN BbICTABNAETCA BPYYHYHO, napamMmeTpbl auvadpparmbl
9KCMNO3MLUKU BbIYNCNAKOTCA NPOLECCOPOM aBTOMATUYECKM.

Pexnm «lproputeT BbigepXKku». Bblaepxka 3akcnosvuum
CbEMKM BbICTaBMAETCA BPYYHYI, napamMeTpbl anadparvbl
9KCMo3nuum BbIYMCIIAIOTCHA NPOLLECCOPOM aBTOMATUYECKN.

Pexum «llocTosiHHasd» MNO3BONSET BPYYHYK BbICTaBIIATb
3HayYeHus BbIOEPXKM N anadoparmbl.

JKCnoKoppeKkuns

HacTtpowka 3KCMOKoppeKumn. SKCNoKoppeKkuns -
NPUHYONTENbHOE BBEAEHWE MOMpPaBkM B U3MEPEHHYIO
9KCNO3ULMIO  ANs KOMMAeHcaumMm  OWKUBOK  M3MEpEHUs.
[MapamMeTp MOXHO KOppeKkTupoBaTb B pexummax «ABTOY,
«lNocTosiHHasA».
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MapameTp PyHKLUA
[MepekntovaTternb BKIMHOYEHUSA/OTKITHOYEHMS dYHKUMM
3D NR BbINONHEHUS nogasneHuns lwyma n3obpaxeHuns

3D dounbTpaumen.

Hactponka «Ycun. 3D NR». Yem Bbllle ypOBEHb
Yeun. 3D nogaeBneHnsa wyma nsobpaxeHuns, TeM MeHbLle CTaHOBUTCHA
LLIYM U306paxeHus.

Hactpoika «2D». Yem Bbille ypoBeHb nogaBrieHus wyma

2D NR
N300paxeHus, TeM MeHbLLIE CTAaHOBUTCS LUYM N300paxeHus.

Bknaaka «M3o6paxeHue: PoHoBas 3acBeTKa»

Bknagka  «WM3obpaxeHue: doHOBaA  3acBeTKa» npegHasHayeHa
Ans Bolbopa npeaycTtaHoOBMEHHONO pexuma QYHKUUMM KOMNEHCaUnMn 3agHero
cBeTa, KOMMEeHcauum BCTPEYHOW 3acBeTKUM. JTO MO3BOSMISET  yNpaBnsATb
aBTOMaTUYECKON PEryrIMPOBKOM YCUITEHUSA U 3NEKTPOHHbLIM 3aTBOPOM He Mo BCEW
nnowaamn sKkpaHa, a no ero LeHTpanbHOW YacTu, YTO NO3BOMAET KOMNEHCUPOBATL
M3NULLEK OCBELLUEHUS, MellaloWwmnin BOCNPUATUIO UN300paXeHus. IKCho3nuum
BNUSIOT Ha APKOCTb, KOHTPACTHOCTbL M LBeTonepeaayvy naobpaxenus. HTepdenc
npencrasneH Huxe (PucyHok 7.30).

MNpodwnb [eHb

VU SSA Pexam Brikn.

WNaoBpaxeHue
P Brikn.

JKCno3numng
BLC

MOoH. 3acBeTKa
HLC
BanaHc 6enoro

WDR
Jens/Houb

anTaluA CLueHbl
WK-noaceetka A H H

lMpoTtueoTYMaH

AFSA

PucyHok 7.30 — Bknagka «3o06paxeHue: doHoBas 3acBeTka»

®yHKUMM U Ouanas3oHbl 3HAYEHWUW HacTpoek napameTpa «W3obpaxeHue:

doHoBas 3acBeTka» npencraBneHbl HWxe (Tabnuua 7.10).
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Tabnnua 7.10—- OyHKUMM napameTpos Bkagkn «W3obpaxeHne: ®PoHoBas
3acBeTka»

MapameTp PyHKUUA

PYHKLMA KOMNEHCAUMN NOACBETKN. ApKne NCTOYHUKKN CBeTa
(namMnbl, MOHUTOPLI M TA.) NOMNaB Ha U3obpaxeHue B nose
3peHns BuaeoKamepbl, NMPUBOAAT K OCIENfeHntio B Kagpe,
HepasnMYMMoCTN [feTanen B TEeMHbIX y4dacTkax. [ns Toro
HLC 4YTOObLlI geTann B TEMHbIX TOHax ObUIM nydlwe pasnUyYnUMb
Heobxoaumo ybpaTb M3 pacdeTa cpefHen APKOCTU AaHHble
MCTOYHMKM cBeTa. PYHKUMSA KOMMeHcauuMn SIpKON 3acCBEeTKU
MacKkMpyeT 4dpKMe UCTOYHWKM CcBeTa aBTOMaTU4eCKOW
mackoun. BennunHa macku perynupyetca (PucyHok 7.31).

PyHKUMA KOMNEeHcauun noacBeTkn nsobpaxeHnda. OyHKUMS
BUOeoKaMepbl MO aBTOMATUYECKOW PEerynupoBKe YCUNEHUs
No UeHTpanbHOM YacTu Wn3obpaxeHnd, 4TO MNO3BOSISET
KOMMEHCMpoBaTb  U3MULLIEK  OCBELLEHWUs,  MeLualroLmm
HOpPManbHOMY  BOCMPUATUIO  M3006paeHust.  DyHKUuSA
Nno3BonsieT usbexarb MNEPEKoYEHNa U3 pexnumMa «HOYb»
B PEXMM «OeHb» NpW KpaTKOBPEMEHHOM 3acBeTke
doTogatymka B pesynibTarte pe3Koro nepenaga
OCBELLEHHOCTN M NOMyYUTb KaydecTBEHHOE u30bpaxeHue
Aaxe Mnpu ycnoBuu, 4YTo 0BBLEKT HaxoguTca Ha (POHe SPKO
ocBelleHHoro y4vactka. OOblMHO, Korga e 3a 00bekToM
eCTb SIPKMA CBEeT M HanpasfieH MnpsMo B OObeKkTMB, TO
anadgparma cy)xaeTcs, n 00BbeKkT nepegHero
nnaHa BbIMSaAUT TEMHbIM W PasMbITbiM Ha U300paxeHuu.
Bnaropgaps dyHkumm BLC oTBepcTue Aaunadparmbl Bce
paBHO  OTKPbIBAaeTCA  LWMPOKO, TaK 4YTO  OOBbEeKThbI
Ha nepegHeEM nMfaHe MonyyarTcs CBETMbIMA U YETKUMU
Aaxe Ha oOHe SIPKOro ceeTa.

BLC pexum

AnnapaTtHo-peann3oBaHHas dyHKUMS pacwupeHus
ONHaMUYeCcKoro [AuanasoHa Matpuubl  Ons KoMneHcauum
noacBetkn unsobpaxeHus. PyHkuma WDR  nossonsieT
nonyyatb BbICOKOE Ka4yecTBO Bnaeon3odpaxxeHns
WDR npu ntodom nepenage YpOBHEN OCBELLEHHOCTMN.
Mokaszatens WDR wusmepsietca B geumbenax (gb). OH
paccyMTbiBaeTCs Kak OTHOLUEHWE OCBELLEHHOCTM CaMoro
SIPKOr0 U caMoro TYCKMoro obbvekTa, HaxoasiWwmxcsa B cueHe
BugeoHabnogeHuns (PucyHok 7.32).
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MapameTp PyHKLUA

Bbikn. OTkntoyeHne yHKUMIM NOACBETKMN.

(DyHKLI,I/IH C N3AMeHeHnemM cueHbl A4 NoBbilLEHUA Ka4decCTBa

antaumsi CLEHbI
AR 4 4 n3obpaxeHus.

Pexim HLC
—  oo—— + 50

PucyHok 7.31 — HacTtpownka BenninHel macku « HLC»

Pexaam WDR

—  CE— + 50

PucyHok 7.32 — HacTtpownka BenuymHbl mackn « WWDR»

Bknagka «U3o6paxeHue: bBanaHc 6enoro»

Bknagka «MN3o0bpaxeHue: BanaHc oenoro» npegHasHayeHa
Anga HacTpounku BanaHca 6enoro uBeTa, korga CHUMaeMbIn BUaeokamepomn 6enbii
npegMeT MMeeT Ha M300pakeHun XENTbIN, CUMHEBATbIM UMW OpYyrne OTTEHKU
(Ho He Genbin). 3TO HecooTBeTCTBME Genoro LBeTa Ha n3obpaxeHun BbI3BAHO
ocBeweHneM u TpebyeT HacTponkm OanaHca ©enoro ueta. WHTepdenc

npencraeneH Huxe (PucyHok 7.33).

Mpodmnb JNeHb

WA SSA Pesaam ABTO
M3o06paxeHue AsTo

JKCNo3nuna }

EctectBeHHBIA
MoH. 3acBeTKa

¥AW4YHOe oCBelleHWe
Bananc 6enoro

YNn4HBIA CBET
Oenb/Houb

MocTosHHaRA
WK-noaceeTtka

Mo 3agaHHOR oBAacTK
MpoTueoTyMaH

AFSA
PucyHok 7.33 — Bknagka «M3obpaxeHune: banaHc 6enoro»
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3HadeHuss pexumoB BanaHca 6enoro  no BbiNagawwmMm  ClMCKaMm

npuBegeHbl HUXe (Tabnuua 7.11).

Tabnuua 7.11 — PyHKUMM NapameTpoB BkNaakm «M3obpaxeHne: banaHc 6enoro»

MapameTp PyHKUUA

ABTOMaTU4eckass KomneHcaumsa 6enoro uBeTa B npeanenax

ABTO Temnepartypsbl yseta 1800 K ~ 10500 K.

KomneHcauusa B Kagpe ocBelleHnAa OoT eCTeCTBEHHOIO CBETa
BHYTPW KOMHATbI.

EcTtecTBeHHbIN

Ynun4yHoe KomneHcauusa B Kagdpe ocselleHuna OT yIIM4HOro BevyepHero
ocBelleHne cBeTa.

KomneHcauus B kagpe OCBELLEHUSI OT eCTECTBEHHOrO CBeTa
Ha ynuue.

YnuuHbIn cBeT

KomneHcaumsa B kagpe OCBELLEHUS PYYHOW pPeEryrimpoBKOM

MocTosiHHas
GanaHca KpacHOro 1 CUHEero LBETOB.

Mo 3agaHHOM KomneHcaumsa B Kagpe ocBeLleHns perynupoBKOmn
obnactu no BblbpaHHOM obnacTn kagpa.

Bknapaka «M3o6paxeHue: leHb/Houb»

Bknagka «W3obpaxenune: [deHb/Houb» no3BonsieT KOHUIypupoBaTb
HaCTPOMKM aBTOMAaTMYECKOro nepeksritoyeHmns pexmmoB «eHb/Houb». HTepdenc

npencraeneH Huxe (PucyHok 7.34).

MNpodunb leHb

VI SSA Pexaam AeTO

WN3oBpameHume

YyBCTEMTENBHOCTE CpegHas
JKCno3numa
DoH. 3acBeTKa 3anepxka 6 cek.
BanaHc 6enaro
Nenb/Houb
WK-nogceeTka

MpoTueoTYMaH

AFSA
PucyHok 7.34 — Bknagka «M3obpaxeHune: [eHb/Houb»

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 65

3HadyeHuss pexumoB BanaHca 6enoro  nNo BbiNagawwMm  ClMCKaMm

npuBeneHbl HUXe (Tabnuua 7.12).

Tabnuua 7.12 — dyHKuMM NnapameTpoB Bknagkm «M3obpaxeHune: [leHs/Houb»

MapameTp PyHKUUA
«LiBeT» — NOCTOSIHHas (HeoTkNtoYaemas) paboTa
MK-dunbTpa. CbéMKa B LBETE.
«4/b» — NOCTOSAHHAs (HeoTknovaemas) paboTa
Pexnm MK-dunbTpa. CbEéMKa B 4epHO-6€noMm LBeETE.
«ABTO» —  aBTOMaTUYECKM  OTKOYaeMmas/BkrovYaemas

pabota WK-dbunbtpa». CbEMKa B 4epHO-6enom uBeTe u
B NOSIHOM LBETE.

UyBCTBUTENBHOCTL JaTyMka CBeTa MO NEPEKITYEHNIO
Mexay UBETHOM M 4YepHOo-0enon ChLEMKOW U306pakeHun.
UyBcTBUTENBHOCTL | [peaycTaHoBneHbl  3HadeHus:: «Huskas», «CpegHasy,
Bbicokas». YnpasneHne 4YyBCTBUTESIbHOCTLIO [OOCTYIMHO
TOMbKO B pexunme «ABTo» paboTbl NK-dunbTpa.

3agepxka nepekntoyeHnsa Mexay UuBeTHbIM U YepHO-6erbim
3agepxka nsobpaxeHunem. NpeaycraHoBneHbl 3HavYeHus: 2 ¢, 3 ¢, 4 ¢,
5¢,6¢,7¢,8c¢,9¢c,10c.

Buaoeokamepa nossonser KOH(pUrypmpoBaTtb SJTIEKTPOHHbIN n
mexaHndeckun UK-comnbTp Buaeokamepbl. ITOT  unbTp obecneymBaet
(B yCrioBusiXx OTCYTCTBMS U HWU3KOW BHELUHEWN OCBELLEHHOCTU BUOEOCHEMKN)
nonyyeHMe [OCTATOMHO YeTKOro, pfeTanbHoro usobpaxeHus. PunbTp Tuna
«ICR» — ato ontudeckun WK-punbTp, pacnonoxeHHbIn nepes Matpuuen
BuaeoKamepbl 1 MEXaHUYECKM CABUraeMblin YCTPOMCTBOM NPMBO4A BUAEOKaMepbI.
B oHeBHOe Bpemsa unbTp cOBUraeTca And YCTPaHeHUA HexeraTtesnbHbIX
apeKToB, BbI3BaAHHbIX  WHQPaAKpacCHbIM  unanydeHnem. PunbTp  TUNA

«ONEKTPOHHbINY UCMONb3YeT NPOrpamMMHYH KOPPEKLIMIO N300paXKeHus!
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Bknaaka «M3o6paxeHue: UK-noaceseTka»

Bknagka «W3obpaxeHune: UK-nogceseTka» no3BonisieT KOHUrypmpoBaTb

HacTpPoOWKM paboTbl MHGPaAKpPACHOW NOACBETKN BUAEOKAMEPDLI MO TPEM peXumam,

A1 ocyLlecTBlieHnA BuaeoHabnogeHns B YCITOBUAX HU3KOW OCBELLEHHOCTW.

NHTepdenc KoHpUurypmpoBaHnsa Hactpoek paboTtel VIK-nogceeTkn Buaeokamepsbl

npeacrtasneH HWxe (PucyHok 7.35).

MNpodunb

WA SSA

WN3obpaxeHue

IKCNO3NLKA

[enb

Pexamm ABTO

lNocTosHHaR

ABTO

MoH. 3acBeTka

Beikn.

Bananc 6enoro

Jenb/Houb

MK-noaceetka |

[MpoTMEOTYMaH

AFSA

PucyHok 7.35 — Bknagka «MN3obpaxeHue: NK-noacseTka»

3HayeHunsa

pexumoB 6anaHca 6enoro  no BbiNagawowmm  CAUCKam

npuBeaeHsbl HMXe (Tabnuua 7.13).

Tabnuua 7.13 — dyHKuMM NapamMeTpoB Bknagkn «M3obpaxeHne: VIK-nogceetka»

MapameTp

PyHKLUA

Pexunm

«ABTO» — aBToMaTumyeckoe BKnwuveHne WK-nogcseTku
AOJ151 OCyLLLeCTBNEHNS BMAeoHabnoaeHus B YCITOBUSIX
HeaoCTaTOYHOW OCBELLEHHOCTMW.

«lMocToaHHas» — py4yHOe KOHUIrypupoBaHME 3HaAYEHUS
sapkocTn ceeTa MK ceeTogmonos Buageokamepsbl.

«Bblikn.» — OTKIOYEeHne paboTbl NK-nogceeTkn
BUaeoKamepbl.

ApkocTb

Hactpownka spkoctn WK-nogcBeTkn. 3Ha4yeHMe HaxoguTtcs
B AnanasoHe ot 0 go 100.
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Bknaaka «M3o6paxeHue: NMpoTuBoTyMaH»

Bknagka «W3obpaxeHue: [lpoTvBOTYMaH» MnO3BOSMISET OTKOYaTb W
KOH(puUrypmpoBatb HacTpouku paboTbl unbTpa NPOTMBOTYMaHa Mo TPeM

pexumam (PrucyHok 7.36)

MNpodwuns lens
M SSA Pexam Bhikn.
WN3obpaxeHune
P Brikn.

JKCno3nyma

MocToAHHaA
(DoH. 3aCcBeTKa

AgTO
Bananc Genoro
Jens/Houb
WMK-noaceetka
MNpoTueoTyMaH |

AFSA
PucyHok 7.36 — Bknagka «M3obpaxeHue: NpoTnBoTyMaH»

KayecTBO u1300pakeHMs MOXeT cTaTb MMOXuMM, ecnv Buaeokamepa
paboTaeT B OKpyXaloLlel cpeae ¢ TymaHoM unu abiMom. B aTom cnyyae pa6oTta
BKMIOYEHHOro  (unbTpa NPOTUMBOTYMaHa obecrneymT  KOpPEeKUMlo  KavecTsa
N300paxXeHNsl B aBTOMaTtUYECKOM pPeXuMMe UMM MO 3a4aHHbiM  BPY4YHYHO

napameTpam unbTpa.

BHUMAHWE!
MNocne BktoyeHUs pexnma «MpotuBoTymaH» napametp «AFSA» Gyaet
OTKNIOYEH aBTOMATUYECKM.

3HauyeHuss napamMeTpoB MO BbiNadalwoLlMM Cnnckam NpUBEAEHbl  HWXKe
(Tabnuua 7.14).

Tabnuua 7.14 — dyHKUMM NapaMeTpoB BKNaakun «M3obpaxeHue: NpoTMBoOTYMaH»

MapameTp PyHKUMA

3HayeHnss napameTpa BbIbupaTCa M3 BbiNagarwoLwero

Pexnm _
cnucka: «Bbikn.», «[locTtosiHHaA», «ABTO».
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MapameTp PyHKLUA

MHTEHCMBHOCTb TyMaHa (ObiMKK). 3Ha4yeHna napameTpa:

MHTEeHCUBHOCTb < . .
«Hunskumn», «CpegHumn», «BoICOKMn».

Bknagka «U3o6paxeHue: AFSA»

Bkrnagka «N306paxeHne:  AFSA» Nno3BONngeT  OTKMw4YaTb U
KOH(pUrypmpoBaTtb HacTporku paboTbl punbtpa AFSA, 4Tobbl NpenoTBpaTUTh

MepuaHne nsobpaxeHus. MHtepdenc npeacrasneH Hmxe (PucyHok 7.37).

Mpodunis fetb
NI SSA PexMm Bbikn.
N3obpaxeHue BLiic.
JKCNo3numa BKIL.
DoH. 3acBeTKa

ABTO
Banaxc 6enoro
JeHb/Hovub
WK-nogceeTka
[MpotneoTyMaH

AFSA |

PucyHok 7.37 — Bknagka «3obpaxeHune: AFSA»

BHUMAHWE!
[Mocne BkntoyeHus pexnma «AFSA» napameTp «lpoTuBoTymMaH» Gyaet
OTKIIHOYEH aBTOMATUYECKM.

BHAMAHUE!
Mocne BKkMtOYeHUs pexnma «ABTO» napameTp AFSA OyaeTt BKIIOYEH,
Korga kamepa obBHapyXuT MepuaHue, M OTKYEH, Korga MepuaHue
OTCYTCTBYET.

3HauyeHuss napameTpoB MO BbiNagaloWUM CnmMckam MNpUBEOEHbl HWKe
(Tabnuua 7.15).

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 69

Tabnuuya 7.15 — dyHKUMN NapamMeTpoB BKNagkun «MN3obpaxeHne: AFSA»

MapameTp PyHKLUMUA

3HayeHMss napameTpa BbIOMpalTCa K3 BbiNagatoLllero

Pexum
cnucka: «Bbikn.», «Bkn.», «ABTO».

7.5.2 Noapasaen meHo «Buaeo»

Moapasgen meHo «Brnaeo» npegHasHadeH Ang npocMoTpa v ynpaBneHns
napameTpamu OpMUPYEMbIX Kamepon BuaeodaHHbIx. [logpasgen  MeHwo
«Bunpeo» CTpyKTypHO nmeeT Tpu BKNaaku Anst Heobxoammoro KoHumrypmpoBaHus
(PucyHok 7.38).

IP-xamepa INpocmoTp

N U3obpaxeHue
S Bugeo
M Ayauo

PucyHok 7.38 — lNogpasgen meHo «Buaoeo»

Bknaaka «Bupgeo» CRYXUT A5 KOHPUrypnpoBaHus
napamMeTpoB (hopMMpyeMbIX BUAEOLAHHbIX OCHOBHOMO W OOMOSHUTESbHOro
NOTOKOB BUAEOCHEMKN.

Bknagka «HanoxeHne» CIYXUT AJ19 KOHpUrypmposaHus
napameTpoB HANOXeHUss  TemaTuM4yeckonm  BCromorateSsibHoM  MHopmauum
Ha Kagpbl MOTOKOB BMAEOA4AHHbIX  BUMAEOCHLEMKM  ANSA UHGAOPMALMOHHOro
COMNPOBOXOEHNA KOHTPONUPYEMOWN BUAEOCHEMKM.

Bknagka «ROI» cnyxuT ans KOHUrypupoBaHuMst Ha n3obpakeHuu
BMOEOCBHEMKMN cneumnanbHblX rpaduyecknx obnacten 30H ocoboro MHTepeca,
KOoTopble OyayT nepenaBaTbCs B Tpaduke C NOBbLILWEHHBIM Ka4eCTBOM, NPU 3TOM
ocTanbHble 30HbI NpocMoTpa OyayT nepefaBaTbCs C 3aHMXKEHMEM KadvecTsa

MHJOopMaLn.
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Bknapgka «Bungeo»

Bknagka «Buaoeo» npegHa3Ha4veHa Aan4gd KOH(*)I/IprI/IpOBaHMFI YCTaHOBOK

BngeonapameTpos OCHOBHOIO W ABYX AOONOJIHUTESIbHbIX BMWOEO NOTOKOB,

doopMmnpyemMbIx

BUOEOKaMepPOW.

NHTepdenc

napamMeTpoB NpeactaBneH Huxe (PncyHok 7.39).

Bugeo Hanoxenue

OcHoBHOI moTOK

Cxatne

SMART kogek
Paspewenue
YactoTa kagpos, k/c
Twun 6utpenta
/lnanasoH 3HaYeHUA

ButpenT
WHuTtepsan | kappoe

BogaHon 3Hak

Oto6paxaeman CTpoka

PyHKUMHN
(Tabnuua 7.16).

H.265
MW-kogek
26881520 (2688x1520)
25
CBR
1024-8192 (Kby/s)
lMonw3oBatenscknin (Kby/s)
2304 (3-8192)(Kb/s)
50

(@)

DigitalCCTV

Mo ymonuanmie

Jomo.m

THHT eIbHBII I0TOK

[oNONHUTENBHBIA NOTOK

Cxatne

Paspeluerne

YacToTa kappos, kfc

Twun 6uTpenTta

[ManasoH 3HaueHnA

Butpedt

Wutepsan | kagpos

MO KOHOUIYPUPOBAHUIO

Jlon. notok 1 ()

H.265
704*576 (D1)
25
CBR
188-1536 (Kb/s)
512 (Kb/s)

50 (25-150)

PucyHok 7.39 — Bknagka «Bugeo»

OnanasoHbl  3HA4YeHW napameTpoB NPUBEAEHbl  HUXKE

Tabnuua 7.16 — PyHKUMN 1 gMana3oHbl 3HAYEHU NapaMeTpoB BKNaakn «Buaeo»

MapameTp PyHKLUA
Bk BkrnitoueHune/oTkntoueHne JOMONHUTENbHOIO noTokKa
' BMAeoHabnogeHus.
3HauveHus napameTtpa: «H.265» — kogek H.265, «H.264B» —
CxaTtue kopgek H.264B, «H.264» — kopek H.264, «H.264H» — kogek

H.264H, «MJPEG» — kogek MJPEG.

SMART Kopek

Pexum KoompoBaHuS KOHMUrypupyemoro yCTaHOBKaMu
Bugeonotoka. 3HavyeHue napameTtpa: «llocTosiHHas»,
«Smart kogek», «MN-kopek».
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MapameTp PyHKLUA
[MukcenbHoe paspeLleHne Kagpa: 4M(2688x1520/
P 2560x1440)/3M(2048x1536/2304x1296)/
aspelleHue

1080P(1920x1080)/720P(1280x720)/VGA(640x480)/
D1(704x576/704x480)/CIF(352x288/352x240).

UacToTta kagpos

YactoTa KagpoB B CEKYHAY. 3Ha4veHns napameTtpa
B AnanasoHe ot 1 go 50 c warom 1.

Tun GutpenTta

Tun nepefaym  OaHHbIX. 3Ha4veHus napameTpa:
«lMocTosHHbIMY — CBR  6uTpenT nepefayn  OdaHHbIX,
«lMepemeHHbIn» — VBR BUTpenT nepeaym gaHHbIX.

KayectBO

KauvectBo nepemeHHoro (VBR) Ttuna nepepayv OaHHbIX.
3HayeHns napameTpa B AvanasoHe oT 1 go 6 c warom 1.
3HayeHMe «6» COOTBETCTBYeT nyyllemy KadecTBy
nepemeHHoro (VBR) Tvna nepegayv gaHHbLIX.

Butpent

MakcnmanbHoe npeaenbHoe 3Ha4YeHne CKOpPOCTM nepedayu
OAHHBIX. YcTaHaBnnBaemoe umdpoBoe 3Ha4yeHne
namepsietca B Kb6/c. 3HaueHMsa napameTpa BblOMpaloTca
13 Bbinagatowiero cnmcka: 1280, 1536, 1792, 2048, 4096,
6144, «[Nonb3oBaTENbCKUNY.

NHTepBan
I-kagpoB

NHuTtepBan  |-kagpoB (ONopHbIX  Kagpos)  BblibMpaeTcs
B 3@aBMCUMOCTM  OT YacCTOTbl BO3HUKHOBEHUS  [OBWXEHUSA
B BUaeoum3obpaxkeHuw.

HacTtpownku
BOOSIHOrO 3HaKa

Mcnonb3oBaHMe BOASIHOrO 3HaKa MNO3BONSAET OBOHapPYXUTb
dakT nameHeHna Buaeo. BogsHom 3HaK No yMmosiyaHuo —
Digital CCTV. B kayecTBe cMMBOMa BOASHOIO 3HaKa MOXHO
MCnonb3oBaTh TOMbKO UMpbl nnu OykBbl — He Gonee 128
3HaKoB.

BoasHou 3Hak

TekcT BBMOE «BOAAHOIO 3HaKa»  Ha U3obpakeHnax
BMUOEOMNOTOKA. Ncnonb3yeTcs AON151 UHTEPAKTUBHOIO
KOHTpONs n3obpaxxeHus BUAEOCHEMKMU B Llensax
NOOATBEPXOEHUST  TOro, 4YTO  OTOobGpaXaembll  MOTOK
BMUOeoHabnwgeHns He noameHsetcsa. 1o ymonyanuio
«BOOSHbIM  3HakoM» gaBnseTcsd TekcT «Digital CCTV»
(Llncpposoe BuaeoHabnoaeHme). Cumson TekcTa
«BOOSIHOrO 3HaKa» MOXeT ObITb TOMbKO Uupon wunu
OykBOW, B npegenax CTpokn anunHon o 128 cnmeonos.
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Bknagka «<HanoxeHue»

Bknagka  «HanoxeHwe»  npegHasHadyeHa  Ons KOHurypuposaHus
3/IEMEHTOB HaNOXeHns1 MNoBepxX WU300paXeHust BUOEONOTOKOB. HanoxeHwe
BbIMNOSIHAETCA 3rfieMeHTaMu: KOHTEeKCTHas Haanucb, cucTteMHas Haanucb u
3anpetHas «Macka npumBaTHoOCTU». WHTepdenc no KOHMUrypnpoBaHuio
napameTpoB  npeacTaBneH HmWwke  (PucyHok  7.40, PucyHok  7.41,

PucyHok 7.42, PucyHok 7.43, PUcyHok 7.44, PucyHok 7.45, PUCyHok 7.46).

Buaeo Hanoxetrue

MpuBsaTHan 30Ha

| e @

Wma kaHana
Oumnctntb
Bpems
No. Wmsa Yaanute

Pacnonoxexve

1 MpuvBaTHan 30Hal o
Wpuot

2 MpusaTHas 30Ha2 ]
WN3ob6paxetue

3 MpuvBaTHan 30Ha3 o

Monb3os. none

B

4 MpueatHas 30Ha4

m O6HoBUTL Mo ymonuaHuio

PucyHok 7.40 — Bknagka «HanoxeHwue: lNpuBaTtHas 30Ha»

Buaeo Hanoxerive

MpuBaTHas 30Ha B ‘)

| Hazeanue Kanana

Wma kanana
Beeaurte TekcT KAM 1 =
Bpema
Pacnonoxerue BblpaBHMBaHWe TEKCTa = ] = |
Wpudr

WN3o6paxexne

Monb30E. nose

O6HoBUTL Mo ymon4axuio
PucyHok 7.41 — Bknagka «HanoxeHue: ma kaHana»
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Buaeo

lMpuBaTHasA 30Ha

Monb30B. none

Mo ymon4axuio

PucyHok 7.42 — Bknagka «HanoxeHue: Bpemay

Bugeo Hanoxetue

m O6HoBUTL
PucyHok 7.43 — Bknagka «HanoxeHue: PacnonoxeHue»

Bugeo

HanoxeHue

m OsHOBMTb

PucyHok 7.44 — Bknagka «Hanoxenue: Lpndot»

BOLID

Mo ymon4axuto

MpueaTHas 30Ha Bk, ()
Wwms kaxana
Beegure TekcT
Bpems
s BbipaBHWBaHUE TeKCTa = ‘ = ‘
LWpudt
W3o6paxeHne

Nonb308. none

lNpuBaTtHas 30Ha

Monb308. none

Bxa.
Wmsa kaHana
Oto6paxenue Hea... ( 10
eMa
PacnonoxeHue
Wpwuot
WN3o6paxeHne

Paamep wpudTa ABTOONpeaenexme
Vms kaHana
LiseT Tekcra A
Bpema
PacrnonoxeHve
wipug
W3o6paxerHune
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Bugeo HanoxeHue

MpuBaTHas 30Ha Bkn D

Wmsa kaHana

@ . | : Bpewms
——— | [ BOLID

Wpudt
YcTaHoBuTh

1306paxeHne |

Monb3oe. none

m O6HOBUTL Mo ymon4anuo

PucyHok 7.45 — Bknagka «HanoxeHue: 3obpaxeHne»

Bugeo HanoxeHue

MpuBaTHas 30Ha Bk, ()
Wwms kaHana

BeeguTe Tekct +
Bpemsa

BbipaBHuBaHuMe TekcTa = 1 = ‘
PacnonoxeHve —

Wpudt

WV3obpaxerue

O6HoBUTL Mo ymonuaxuto
PucyHok 7.46 — Bknagka «HanoxeHwue: Nonb3os. none»

Bknaaka «ROl»

Bknagka «ROI» npegHasHayeHa A5 KOHpUrypmposaHus
Ha n3obpaxeHnn BUOEOHABNIOAEHNS 30H BbLICOKOM YETKOCTU BUAEOCHLEMKMW.
NHTepdenc  No KOHUrypupoBaHUKO  napameTpoB  npeacTaBreH HUXe
(PucyHok 7.47).

BHUMAHWE!
PyHKUMA He paboTaeT coBmecTHO ¢ SMART kogekom n -koaek.

[aHHaa QyHKUMSA NpeaocTaBnsieT BO3MOXHOCTb MOMb30BaTEN0 CaMOMy
yCTaHaBnMBaTb Ha M300paXkeHMn B pasHbiX yyacTkax obnacTtu nOBbILLEHHOMO

KayecTBa BuaeoHabniogeHnsa. BblgeneHHas obnacTb Kagpa 3anucbiBaeTcs
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C MakcumarnbHbIM  Ka4yeCTBOM, a ocTanbHas 4acTb Kagpa UW30bpaxeHus
3annCbIBaeTCA C MEHbLUMM pas3pelleHMeM. OTO 3HAYUTENbHO CHMXaeT 00bem
3anucu BWOEONOTOKA BunaeoHabnwoaeHus 6e3 notepu CyLLeCTBEHHOM
Tematmyeckon wuHdbopmMmauum BuageoHabnogeHuna. [lpyuMeHeHne no3sonseT
CHU3NTb obbem XPaHUMBbIX Buaeo3sannceu N pasrpysnTb ceTeByHo
NHQPACTPYKTYpy. DyHKUMA nNO3BONSeT ONTUMasrbHbIM OBpa3oM co4yeTaTb
HebonbLoN pa3mep Tpadumka OT KaMepbl U BbICOKOE Ka4yeCTBO 3anncu Hambornee

Ba)KHbIX obnacrten naobpaxxeHus:.

P-xamepa & Mpocmotp

W3o6paxerue Bugeo Hanoxehue ROI

Kauectso e — —
1 2 3 4 5 6

Bk o |

= Bugeo |

v Ayauo

No. Nms Yaanute

OB6HOBUTL Mo ymonvanuio
PucyHok 7.47 — Bknagka «ROI»

Bugeokamepa nopaepxusaeT OpMUpoBaHME Ha nsobpaxeHun kagpa
0o 4 obnacten, KayecTBO KOTOPbIX MOXET OblTb pasnunyHbiM B Npegenax
NpeayCcTaHOBIEHHbIX 3Ha4YeHUn kadectBa oT 1 go 6 cwarom 1 (4em Bblwe
3HayeHne — TeM BblLLe Ka4eCTBO BHYTPU 30Hbl).

[na cosgaHma obnactu Ha n3obpaxeHun kKagpa BuaeoHabnogeHus
HeobxoaMMo yaepaTb Ha U306paKeHUN «Mbilb» C HaXXaToOW NEeBOW KnaBULLEN
Ha «MbIWK» N OT 3TON MNO3UUMN TAHYTb «Mblllb BBEPX W BMEBO AN CO30aHMS
npsamoyronbHon obnactu. CosgaHHyto 06nacTb MOXHO MO3ULMOHHO YTOYHUTb
(M3MEeHUTL) BbITAMBaA €€ «MbllblO» 3a YrNoBblE TOYKM 3TOM obnactu
(PucyHok 7.47).
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7.5.3 Noapasaen meHo «Ayamo»

Mogpasgen meHw «Ayamo» CTPYKTYPHO MMeeT ABe BKNagku: «Ayauoy,
«YnpaBneHue dannammny. NHTepdeinc MO KOHOUIyprpoBaHUIO

napameTpoB NpeacTaBneH HMxe (PucyHok 7.48).

IP-xamepa

EN W3obpaxetue Ayavo YnpaeneHue paitnamu

(«

Bugeo

M Ayawo

PucyHok 7.48 — Nogpasgen meHo «Ayano»
Bknagka «Ayauo»

Bkrnagka «Aygumo» npeaHasHadeHa Af1s NpOCMOTpa M ynpasBrieHUs
napameTpamu QOpPMUPYEMOro BuAeOKamMepon ayamo notoka. WHTepdenc

npencrasneH Huxe (PncyHok 7.49).

N W3obpaxerme Aypvo YnpaeneHue dannamn

=
S Buseo Tun ayguoexosa Mic

n Ayano N "
Ocromoii noTox Jonorsuensrtii motok:

Wynonogasserme @

- + 100

TPOMKOETS AMHAMMKa — ———— 4 100

I oo o ywonarmeo
PucyHok 7.49 — Bknagka «Aygno»

PYyHKUMM W OManasoHbl  3HAYEHUA NapamMeTpoB MNPUBEOEHblI  HUXe
(Tabnuua 7.17).
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Tabnuua 7.17 — OyHKUMM N Ananas3oHbl 3HAa4YEeHU NapamMeTpPoB BKNaakn «Ayamo»

MapameTp PyHKLUMUA
Bbibop HacTpamBaemoro ayaumoBxoga: NUMHEWHbIN BXOA,
Twn ayguoBxoaa P cTP yA A A
BCTPOEHHbIN MUKPO(OH.
. @
BkrloueHmne NocTaBbTe Ang BKIHOYEHUSA ayaomo KaHana
Ha OCHOBHOM W/UNK AONONTHUTENBHOM BUOEOMNOTOKE.
[ononHutensHbin |Bblibop  gononHutenbHoro notoka: [Hon. notok 1,
NOTOK Aor. rNoToK 2.
Pexnm o©xatna aygmonoTokoB BkoYaeT Bcebs PCM,
CxaTtue G.711A,G.711Mu, G.726, G.723 un ACC B pexnme
no ymonyanuw — G.711A.
Uactota auckpetmnsaumn: 8000; 16000; 32000; 48000;
YacToTa
64000.
BkrtoueHne/oTknoyeHne  OyHKUMN  yCTPaHEHUA  LLYMOB
LLlymononasreHne | U3 nofie3Horo ayamocurHana c uernblo  MNOBbIWEHUS  ero
Ka4yecTBa.
YyBCTBUTENBHOCTb
y PerynupoBka 4yBCTBUTENBHOCTU MUKPO(OHA.
MUKPOOOHa
['POMKOCTb
PerynupoBka rpoMKOCTU ANHaAMUKa.
ANHaAMUKa

Bknaaka «YnpasneHue cpannamm»

Bknagka «YnpaeneHue dannamm» npegHasHayvyeHa Ons 3arpys3ku ayamo

danna ans ganbHenwero UCnonb3oBaHUs rofocoBbiX onoBeleHnn. NHTepdenc

npencraesneH Huxe (PucyHok 7.50).
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B Wsobpaxeme Ayamo Vnpasnenwe dainam

S Bweo

Wmn Bocnponaseaenine Jarpysnre Mamenurs. YaanuTa
Danger no climbing.wav
Danger zone keep away.wa
Deep water be cautious wav
No parking herewav
Private land no entry.wav
Sidewalk anly no vehicles.wav

Valuables Don't touch.wav

Vehicle lane only no pedestrianswav

Warning zone keep offwav

r F F F F FBFBFBFFBF

alarm.way

PucyHok 7.50 — Bknagka «YnpasneHue dpannamm»

7.6 PA3OEN IMABHOIO MEHIO « COBbITUAY

Pasgen rnaBHoro meHo «CobbiTUsi» nNpegHasHadYeH Ans NpocMmoTpa WU
KOH(pUrypmpoBaHnss  napamMeTpoB OOHapYyXeHUs1  BUOEOKaMepon  ABWKEHUS,
3aKpbITUSA nnu pacqoKyCUpPOBKM obbekTmBa, N3MEHEHUSA CLEHBbI
BuaeoHabnwogeHna. NHTtepdenc pasgena rnaBHoro meHw «ColbiTusi» mnmeet
NSATb NoApasnenioB: « TPeBOXHbIN Bxoay, «[pyrue cobbitusay, «Buoeo cobbitusy,
«Aygnopgetekumnsiy, «Knaccudpukaumns obbektoB». WHTepdenc npencraBneH

Hwke (PucyHok 7.72).

1P-xamepa 4 MpocmoTp Kamepa CobbiTna

& TpeBOXHbIV BXOJA

M /pyrue cobbiTns

© Bugeo cobbitna

@ Ayanogetekuus

@ Knaccndukaumns o6bex...

PucyHok 7.51 — Pasgen rnaBHoro MeHo «CobbITus»

7.6.1 NMoapasaen meHO «TpeBOXHbLIU BXOoA»

Moopasgen MEHI0 «TpeBOXHbIN BXo4» npenHasHayeH
A5151 KOHPUrypupoBaHns napamMeTpoB akTUBaUUM pefie  TPEeBOXHOro  BXoda

Buaeokamepsbl. HTepdenc npeacrasneH Huxke (PucyHok 7.52).
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IP-samepa = MpocmoTtp Cobuitua

& TpeBOXHbIA BXOZ,

Brn. C‘

[s]
B Apyrue cobuimus TpeBOXHLIA EXOf Tpeeoral

0O Bugeo cobbiTua »
PacnucaHwne Kpyrnocytouso v [JobaeuTe pacnucaHme

W) AyguogeTexuua
AHTHAWIEPUHT L} cek. (0-100)

% Knaccudukauus obbek...
Tun HO

+[lobaeuTe peakumo

=]}

Apxue Bngeo

JantensHOCTL 3an... 10 cek. (10-300)

ak

CHuUMOK

TpeBOXHEIN BRIXOM, ]

3agepxka 10 cek. (1-300)

m OBHoBENTE Mo ymoauanue

PucyHok 7.52 — lNMogpasgen MeHio « TpeBOXHbIA BXOA»

(DyHKLI,I/II/I N aunanasoHbl 3HAYEeHUN napamMmeTpoB npmBegeHbl HWXe

(Tabnuua 7.18).

Tabnuua 7.18 — PyHKUMM W AOnanasoHbl 3HAYEHUN NapameTpoB noapasnena
MEHI0 « TPEBOXHbIN BXOO»

MapameTp PyHKUMA

BkntoyeHune BkntoueHne/oTkNoYeHne akTuBaunmn pene.

TpeBOXHbIV BXo4 | Homep TpeBoXxHOro Bxoaa.

Hactponka aktmBaumm dyHKuMM. HacTponky nepuoga
MOXHO BbIMOSHATb npyv NOMOLLM KOPPEKTUPOBKM
PacnucaHue BPEMEHHOro WMHTepBana Ha naHenwu. [nsa aToro HaBeguTte
MblLb HA BPEMEHHOW MHTEPBAn U HaXXMUTE NEBYHO KNaBuLLy
MbILLKW, CKOppeKTUpynTe nHtepsan (PucyHok 7.53).

Hactponka onntenbHOCTU BPEMEHU TPEBOXHOIO COObLITUS.

AHTUON3EPUHT
Ansep 3HayeHune napameTpa B gmanasoHe ot 0 ¢ go 100 c.
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MapameTp PyHKLUA

«HO» — HOpManbHO OTKPbITLIN;
Twn paTymka .
«H3» — HopMarbHO 3aKpbITbIN.

ABTOMaTMYyeckass 3anucb BMAEOMNOTOKA MpPU BO3HUKHOBEHWUN
ApxuB Bngeo TPEBOXHOro cobbITUSA. 3HayeHne napameTpa B guanasoHe
oT 10 c go 300 c.

[Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet
OtnpaBka Email |aBTomaTnyeckm OTnpaBnATb 3MEKTPOHHYIO noyTy
3aaHHOMY nosiydaTento 0 BO3HUKHOBEHUN TPEBOIN.

CospaHue MOMEHTarbHOro CHUMKa 0 coObITUMN
npw BO3HNUKHOBEHWM TPEBOTM.

CHUMOK

YCcTaHOBKa akTuBauuMm W HaCTpOMKa BpPEMEHU aKTMBauuu
TpeBOXHbIN BbIX0, | NepuepumnHbiX YCTPOUCTB MPU BOSHUKHOBEHUN TPEBOIW.
3HayeHne napameTpa B gmanasoHe ot 1 ¢ go 300 c.

[na npaBunbHOM paboTbl  ONOBELLEHUS K ayauOBbIXO4Y
Buaeokamepa noaknumte nepudgepumHoe YCTPOUCTBO
(KONOHKK) 1 BbIGEpUTE (a1 ONOBELLEHWS.

[fonocoBoe
onoseLleHne

PucyHok 7.53 — lNogpasgen meHio « TpeBOXHbIM Bxoa»: PacnucaHue
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7.6.2 MNoapasgen meHo «pyrue cobbITUA»

Mogpasgen MeHw «[pyrme cobbiTusiy npedHasHayYeH [Onsi HACTPOMKM
napaMeTpoB KOH(PUIYPUPOBAHNSA  TPEBOXHOIO  COObITUS  MPU BO3HUKHOBEHMWM
owmnbok ceTn, ownbok aBTopM3aLUUM U OOHapPYXEHUU BUAEOKAMEPOW
HEeAoMyCTUMOrO HanpPsXKeHUs1 NUTaHNS B 3NEKTPOCETMW.

Moapasnen meHwo «[pyrne cobbiTUS» CTPYKTYPHO MMeeT TPU BKMNaaKu
AN HEOOXOAMMOrO  KOHUrypupoBaHus napameTpoB: «Owwubka SD kapTbi»,

«Ownbka coegmHeHus», «lpobnembl ¢ nuTaHnem» (PucyHok 7.54).

IP-xamepa i Mpocmotp Kamepa CobbiTna

& TpesoxHbii 8x04 OwneKa SD-kapTsl OlMEKa CoeMHEHNA TIpo6AeMEl ¢ MMTaHUEM
B /lpyrie coBbiTva
© Bugeo cobeiTHA
W) AyivofeTekUuMa

@ Knaccndmkayms obbek...

PucyHok 7.54 — NMogpasgen meHo «[pyrne cobbitnsa»
Bknaaka «Owwnbka SD kapTbi»

Bknagka «Owwunbka SD kapTbl» npegHasHavyeHa Ansi KOHPUIypupoBaHuUs
napamMeTpoB TPEBOrM MO COBLITUAM, CBHA3AHHBIM  C UCMONb30BaHNEM  KapThbl
namMsaTn Buageokamepbl. MHTepdenc npeacrasneH Hmxe (PncyHok 7.55).

KoHTponupyemble TpeBoru:

«HeTt SD kapTbl» — B CrioTe Ans KapTbl NAMATU BUAEOKaMepbl OTCYTCTBYET
kapTa namatn «Micro SD»;

«3anonHeHne SD kapTbl» — Ha KapTe NamsaTM HegoCcTaTouHO CBOBOAHOrO
MecTa Ons BbINOMHEHNA COXpaHEHUs AaHHbIX. Pa3amep ocTasLluerocs cBo60AHOro
MNpOCTpaHCTBa Ha KapTe naMdaTW, MO0 KOTOPOMY BO3HUKAeT CurHanm TpeBoru
MO 3TOMY COObITUIO, MOXHO YCTaHaBfMBaTb B MPOLIEHTAX OT eMKOCTU KapThbl

namMsTn, 3agaBasi Hy>KHOe 3HayeHne B napameTtpe «CBobogHO %(0-99)»;
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«Owunbka SD kapTbl» — B BUAeOKaMmepe BO3HUKIIA HeYyCTpaHumas omnbka

paboTbl KapTbl NAMSTMW.

Ouwmbka SD-kapThl

Hert SD-kapThl

Owwnbka coeguHeHnA MpoBaemel ¢ NUTaHWEM

L ®

+0BaBUTE PeaKLMHD

TpeBoXHbIN BbIXOL,

3agepxka

=13

10 cek. (1-300)

3anonHeHue SD-kapTel ( ]

Owwubka SD-KapTel ()

+10BaBUTE PeaKLMHD

TpeBoHbIA BbIXOZ,

3apepxKa

=

=13

10 cek. (1-300)

O6HoBUTE Mo ymon4aHuo

PucyHok 7.55 — Bknagka «Owmnbka SD kapTbi»

OyHKUMM  1©

(Tabnuua 7.19).

AvanasoHbl  3HAYEeHUN napamMmeTpoB npmBeaeHbl HWMXKe

Tabnuua 7.19 — OyHKUMKM 1 AnanasoHbl 3HaYeHUn napaMmeTpoB Bknaakn «Owmnbka

SD kapTbI»
MapameTp PyHKUMA
BkntoyeHue/oTknoueHne  (PyHKUUMM  KOHOUrypupoBaHUs
BkrnitoveHve TPEBOXHOrO  COObITUSS  MpPU BO3HUKHOBEHUN  OLLMOBKMN,

CBS1I3aHHOW C NCNOMNb30BaHNEM KapTbl NAaMATHU.

TpeBOXHbIN BbIXOS,

AKTMBaLUS TPEBOXHOIO BbIXxoJa BUAEOKaMepbl
NPV HACTYNIEHUMN TPEBOXHOIO COObITUS.

3agepxka

3agepxka akTuBauuum TPEBOXHOMO BbIXOAa BUAeOKamepbl
NpWv HAacTynfiEHUN  TPEBOXHOrO  CoObITMS.  3HadeHue
napameTpa B gnanasoHe ot 1 go 300 c.

BOLID
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MapameTp PyHKLUA

[Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet
OtnpaBka Email |aBToMaTn4ecku OTMNpaBnNATb SJIEKTPOHHYIO noyTy
3ajaHHOMY nosiydaTento 0 BO3SHUKHOBEHUN TPEBOTW.

Bknaaka «Owubka coeanHeHna»

Bknagka «Owunbka coegmHeHna» npegHasHavyeHa gnst KOHUrypupoBaHus
napamMeTpoB TPEBOMM MO COOLITUAM CETEBOr0  MOAKMOYEHUS  BUAEOKAMEPDI.

NHTepdoenc npencrasneH Huxe (PucyHok 7.56).

Owwnbka SD-kapThl Owwnbka coeguHeHns [MpoBaembl € NUTaHWEM

PaspeiB coeguH... ()

+JobaenTs peakumMo

Kondnukr IP-a... ()

+[1063EUTE peakUKnD

m OBHOBWMTL Mo ymonvanuo

PucyHok 7.56 — Bknagka «Owwnbka coeguHeHuns»

KoHTponupyemble TpeBoru:

«Pa3pbIlB coegnHeHna» — paspbiB COEANHEHUS CETU;

«KoHpnukT IP-agpecoB» — HenpasuibHOE MUCMNOMb30BaHNE UMM HEBEPHOE
Ha3HadeHue |P-agpecaunn Bugeokamepsi.

PyHKUMN W OnanasoHbl  3HAYEeHUN NapameTpoB NPUBEAEHbl  HWXKe
(Tabnwuua 7.20).
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Tabnuua 7.20 — OyHKUMN U gnanasoHbl 3HaYEeHUIN NapamMeTpoB BKNagkn «Owmnbka
coeVHEeHUs»

MapameTp PyHKUUA

BkntoyeHune/oTknoueHne  (PYyHKUMM  KOHQUIypupoBaHUs
BkrnitoveHue TPEBOXHOIO  COObITUSS  MpPU BO3HUKHOBEHUN  OLLMOBKMN,
CBSI3aHHOWM C UCMNOJSIb30BaHNEM KapTbl MaMATH.

ABTOMaTM4eckas 3anmcb BUOEOMNOTOKa npn BO3BHNKHOBEHUN

ApxuB BUAOeO
TPEBOXXHOIo cobbITUS.

ﬂ,J'II/ITeJ'IbHOCTb 3arncu nocne 3aBepleHnsa TpeBOXHOro

[nutenbHOCTb
cobbiTMs. 3HayeHne napameTpa B guanasoHe ot 10
3anucu
c no 300 c.
AkTuBaums TPEBOXHOIO BbIXO4a BUaeoKamepbl

TpeBOXHbIN BbIXOA,
Npwv HAcTyNIEHUN TPEBOXHOIO COBLITUSA.

3agepxka akTuBauuuM TPEBOXHOMO BbIXO4a BUAeOKaMepbl
3agepxka NpWv HAacTynfIEHMN  TPEBOXHONO  COObITMSA.  3HadeHue
napameTtpa B guanasoHe ot 1 go 300 c.

Bknagka «l[pobnembl ¢ nutTaHnem»

Bknagka «lMpobnemsol C NUTaHUEM» npegHasHayeHa
ANS1 KOHPUIYPUPOBaHUS  NapamMeTpoB TPEBOMM MO COBbLITUAM  OBHapyXeHus
HeZOMNyCTUMOro Hanps»KeHUs nNuTaHus B anektpocetn. NHTepdenc npencrasneH

Hwke (PucyHok 7.57).

Owwnbka SD-kapThl Owwubka coegrHeHnA [pobaemsl ¢ NUTaHKEM

Mnoxoe HanpsaMXeHwe ()

Hanoxetme . @

+/lo6aBuTh peakunio

=1}

TpeBOKHbIN BLIXOJ,

3anepxka 10 cek. (1-300)

m OBHOBUTL Mo ymon4aHuio

PucyHok 7.57 — Bknagka «lpobnembl ¢ nuTaHnem»
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OYyHKUMM W OManasoHbl  3HAYEHWN MNapaMeTpoB NPUBEOEHbI  HUXe
(Tabnuua 7.21).

Tabnmua 7.21— OyHKUMM W OManasoHbl  3HAYEHW NapaMeTpPOB BKMaaKu
«Mpobnembl ¢ NIMTaHNeM»

MapameTp PyHKUUA

BkrtoyeHne/oTknoYeHne  QYHKUMM  KOHUIYpUpOoBaHMUS
BkntoyeHue TPEBOXHOrO  COObLITUA  MPU BO3HUKHOBEHMM  OLLIMOKM,
CBSA3aHHOW C MCMONb30BaHWEM KapTbl NAMATH.

HanoxeHnune BkntoyeHune/oTknoueHne coobLleHns o Tpesore.

Mpw BKNOYEHUN NapameTpa, cucTemMa Buaeokamepbl byaet
OTtnpaska Email | aBTomaTnyecku oTNpaBnsATb 3NEKTPOHHYHO noyty
3alaHHOMY nony4yaTento 0 BO3HUKHOBEHUM TPEBOTU.

AKTuBaumsa TPEBOXHOIO BbIXoAa BUAEOKaMepbl

TpeBOXHbIN BbIXOA,
Npu HaACTYNSIEHNN TPEBOXKHOIO COBbLITUS.

3agepxka akTuBauuuM TPEBOXHOMO BbIXO4a BUAeOKamepbl
3agepxka NpWv HAacTynfiEHMN  TPEBOXHONO  COObITMSA.  3HadeHue
napameTpa B gnanasoHe ot 1 go 300 c.

7.6.3 NMoppaszaen meHwo «Buageo codbITUA»

Mogpasgen meHw «Bugoeo cobbiTma» npegHasHavyeH Ans npocMmoTtpa U
KOH(pUrypmpoBaHmss  napamMeTpoB OOHapYyXeHUs1  BUOEOKaMepon  ABWKEHUS,
3aKpbITUA nnu pactOKyCMPOBKU 00bekTMBa, N3MeHeHNs CLIEHbI
BUAeoHabnogeHus.

NHTepdenc nogpasgena meHw «Buaeo cobbiTusi» UMEET Tpu BKNaLKW:
«OBHapyxeHne aOBwXKeHus», «3akpblTue obbekTuBa», «M3aMeHeHne CueHbl».

NHTepdoenc npencrasneH Huxe (PucyHok 7.58).
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CobbiTna

© Bugeo cobeitus

PucyHok 7.58 — lNoagpasgen meHo «Buaeo cobblitna»
Bknaaka «ObHapyxeHue ABWMKEHUA»

Bknagka «OBHapyxeHue ABWXEHUA» npegHasHayeHa
OS5 KOHpUrypupoBsaHnsa napamMmeTpoB U rpaduka BbIMOMHEHNA BUAEOKaMepoun

obHapyxeHna aswxeHus. Htepdenc npeacrasneH Huxe (PucyHok 7.59).

omeree

HactpowuTb

+/loBaenTe peakumo

IMpumMmeHUTE OB6HOBUTL Mo ymon4yaxuo

PucyHok 7.59 — Bknagka « OB6HapyXeHne ABMKEHUS»

®OyHKUMM U Oguanas3oHbl  3HAYEHWN MapaMeTpoB MPUBEAEHbl  HWXe
(Tabnuua 7.22).
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Tabnuua 7.22 —

87

®yHKUMM N AnanasoHbl 3HAYEHUM NapamMeTpPOB BKIIALKU

«OBHapyxeHne OBMKEHNA»

MapameTp

PyHKUUA

Bkn.

BkntoueHne/oTknoveHne BnaeoaeTeKkTopa ABMXKXEHUA.

PacnucaHue

HacTtponka HegenbHOro rpadguka paboTbl BUAeodeTekTopa
OBWKeHNs. HacTpowky nepuoga MOXHO  BbINOMHATL
Nnpv NMOMOLLM  KOPPEKTUPOBKN  BPEMEHHOro  MHTepBana
Ha NnaHenwu. [ns 3Toro HaBeauTe Mbllb Ha BPEMEHHOM
WHTEepBanl W HaXMuUTe  MeByK  KnaBuwy  Mbllw,
ckoppekTupynte nutepsan (PucyHok 7.60).

AHTUONIEPUHT

MapameTp «AHTUAM3epuHr» (Anti dither) nossonseTt 3agatb
WHTEpPBan BPEMEHWU, B TeYeHWEe KOTOpPOro mnocreayoLlme
TPEBOXHbIE CObbITMA ByayT KnaccupuunmpoBaTbCs Kak 0gHO
cobbiTre.

ObnacTb

HacTpoiika 4yBCTBUTENBHOCTU BMAEOAEeTEKTOpaA ABWXKEHUSN
B obnactn obHapyxeHusa (PucyHok 7.61). Yem Bbiwe nopor
YyBCTBUTENbLHOCTU, TeM 6ornee BepoATHO cpabaTbiBaHWe
BuaeodeTekTopa npu obHapyxeHun aABwxeHus. B cueHe
BUaeoKkaMepbl BO3MOXHO HaAcTpOUTb A0 YeTbipex obnacren
YyBCTBUTENBHOCTMW.

ApxuB BMOEO

ABTOMaTM4eckasi 3anvcb BUOEONOTOKA npu o6Hapy>Keva|
OBKEHNA.

[nuTenbHOCTb
3anucu

OnuTenbHOCTb 3anucu Mnocne 3aBeplleHnss TPEBOXHOro
cobbiTMs. 3HayeHne napameTpa B guvanasoHe ot 10
no 300 c.

Otnpaeka Email

[Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet
aBTOMaTU4ECKN oTnpaBndaTb SNEKTPOHHYIO no4Ty
3ajaHHOMY nonyyatento 06 OBHapyXeHUn  OBUKEHUS.
Afgpec nonyvatens 3feKTPOHHOW MNOYTbl yYCTaHaBIMBaETCA
B NOAMYHKTE MeHI0 7.5.2.5.

CHUMOK

Mpwn BKNOYEHUN NapaMeTpa, CUCTEMA BMAeokamepbl byaet
aBTOMAaTMYECKN COXPaHATbL M300paXKeHnst Mpu obHapyKeHUn
OBWXKEHUS.
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MapameTp PyHKLUA
AKTnBauUus TPEBOXHOIO BbIxoda BuaeoKamepbl

TpeBOXHbIN BbIXOL,

NpW HacTYNneHUn TPEBOXHOIO COObITHS.

3ap,ep>|<|<a aKTMBaunnm TPEBOXHOIo BbIXO4a BWAEOKaMepPbl

3agepxka Npw HaACTYNfIEHNN  TPEBOXHOIO  COObITUA.  3HaveHue
napameTpa B gnanasoHe ot 1 go 300 c.
FONOCOBOE Onsa npasunbHoOM paboTbl  OMOBELLEHUS K ayAnOBbIXOAY
Bugeokamepa noaknymte nepudgepumHoe YCTPOUCTBO
OrnoBeLLeHne y
(KONOHKK) 1 BbIBEpUTE (hans ONoBeELLEHNS.
Bpems BocnpounssegeHne ronocoBoro OroBeLleHns. 3HayvyeHune

BOCNpou3BeaeHna |napametpa B gnanasoHe ot 1 go 10.

PucyHok 7.60 — Bknagka «PacnucaHue»

O6nactb X

Wms Areal

YyscTEUTEND,., — S— + 60

Mopor = CERS

+-- X I e et S S
Ypanuto (AW HaxMUTE NPABYO KHOMKY Mbilum)

o

PucyHok 7.61 — Bknagka «O6bnactb»
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Bknagka «3akpbiTMe 06 beKkTuBa»

Bknagka «3akpblTne obbekTuBa» npegHasHayeHa
OS5 KOHPUIYPUPOBaHUSA MapamMeTpoB U rpaduka BbINOSTHEHUA BUOEOKaMEPOW
OBOHapyXeHna 3akpblTs WnNn  pacgokycupoBkn obbekTnBa. WHTepdenc

npeacTtasneH Huxe (PucyHok 7.62).

JNoBaenTb pacnucaHue

+/l06aBUTE peakuno

MpumeHns O6HoBUTE Mo ymonuanuio

PucyHok 7.62 — Bknagka «3akpblTve o0bekTnsa»

®OyHKUMM 1M OnanasoHbl  3HAYEHUMW MapamMeTpoB MPUBEAEHbI  HUXKE
(Tabnuua 7.23).

Tabnunua 7.23— O@DyHKUMM W OManasoHbl  3HA4YeHU NapamMeTpoB BKMAOKM
«3aKkpbiTe obbveKTUBa»

MapameTp PyHKUMA

«3akpbiTve 0b6beKTUBa» — AETEKTOP, PUKCUPYIOLLUIA MOSHOE

Twun cobbiTna
3aKkpbiTne 063opa kamepbi.
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MapameTp PyHKLUA
Bkn BknioyeHue/oTknoveHne  BugeodeTektopa  «3akpbiTue
' obbekTuBay.
[Mnowaab YCcTaHOBKa CTEMEHM 3akpbiTus obbekTMBa. 3HadeHue
NMOKpbITUA napameTpa B gnanasoHe ot 1 % ao 100 %.
YcTaHoBKa AONUTENbHOCTU  MPY BO3HUKHOBEHUN CODObLITUSA
OnntenbHOCTb | TpeBorn. 3HayeHWe napameTpa B guvana3oHe o1 0
c oo 100 c.
MapameTp «AHTUAM3epuHr» (Anti dither) nossongaeTt 3agatb
WHTEepBan BPEMEHW, B TEYEHMe KOTOpPOro nocnegywowme
AHTUOM3EPUHT | TPEBOXHbIE COBLITUA ByayT KnaccnpuumpoBaTbCsl Kak O4HO
cobbiTne. 3HayeHMe napameTpa B AuanasoHe o7 0
c oo 100 c.
HacTtponka HegenbHOro rpadguka paboTbl BUuaeogeTekTopa
PacnucaHune P A pacp P Acon P

asmxeHus (PucyHok 7.63).

ApxuB BUAOEO

ABTOMaTH4eckasa 3anucb BMAEONOTOKA Mpu BO3HUKHOBEHUU
TPEBOXXHOro cobbITUS.

AnnTenbHOCTb
3anucu

ONnTenbHOCTL 3anucu nocrie 3aBepLUeHUs TPEBOXHOIO
cobbiTMsa. 3HayeHne napameTpa B guvanasoHe ot 10
c 0o 300 c.

OTtnpaBka Email

[Mpwn BKNOYEHUN NapameTpa, cuctemMa Buaeokamepbl byaet
aBTOMaTU4ECKN oTnpaBnaATb 3NIEKTPOHHYIO no4Ty
3agaHHOMYy nonyyatento o6 OBHapyXeHUN  OBUXKEHUS.
Apgpec nony4vatenst afIeKTPOHHOW MNOYTbl YCTaHaBMMBAETCA
B NOAMNYHKTE MeHI0 7.5.2.5.

CHuMOK

Mpwn BKNOYEHUN NapaMeTpa, CUCTeEMa Buaeokamepbl byoet
aBTOMAaTMYECKN COXPaHATb M300paXKeHst Npu obHapyKeHUn
LOBUXKEHUS.

TpeBOXHbIN BbIXO,

AKTnBauus TPEBOXHOIO BbiXoA4a
npn HacTynJieHnn TpeBOXXHOIO cobbITHS.

BageoKamepbl
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MapameTp PyHKUMA

3agepxka akTuBauuuM TPEBOXHOMO BbIXO4a BUAeOKamepbl
3agepxka NpW HacTynfieEHMN  TPEBOXHOINO  CoObITMA.  3HadeHue
napameTpa B guanasoHe ot 1 go 300 c.

Mpumermts m
PucyHok 7.63 — Bknagka «3akpbiTne obbektmBa: PacnucaHune»

Bknagka «<MA3meHeHue cLueHbI»

Bknagka «/3mMeHeHue cueHbl» npefHasHadeHa Ans KOHurypuposaHus
napameTpoB M rpadmka BbIMNOMIHEHNSA BUOEOKAMEPOU AeTeKUuMn No oBHapyXeHUIo
N3MEHEHMS CUEeHbl BuaeoHabnwoaeHusi. WHTepdenc npeactaBneH  Huxe
(PucyHok 7.64).

| =
+/106aBUTE peakLuio

MprUMeHUTL O6HOBUTL Mo ymon4aHuw

PucyHok 7.64 — Bknagka «/3meHeHne cueHbl»
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OyHKUMM  1©
(Tabnuua 7.24).

AvanasoHbl  3HA4YEeHUI napamMmeTposB rnpmBegeHbl HWXe

Tabnmua 7.24— OyHKUMM W OManasoHbl  3HAYEHU NapaMeTpPOoB BKMa[Ku

«N3meHeHune cueHbl»

MapameTp PyHKUUA
Bkn BkntoueHune/oTknoveHne  Buaeogetektopa  «MameHeHune
| CLEHbI».
Hactponka HegenbHoro rpaduka paboTbl BunaeogeTekropa
Pacnucanune P A pad P Acon P

aswxeHuns (PucyHok 7.64).

ApxvB BUAOeO

ABTOMaTM4eckas 3anmcb BUOEOMNOTOKa npn BO3BHNKHOBEHUN
TPEBOXHOIO cobbITUS.

[nutenbHOCTb
3anucu

ONnTenbHOCTb 3anucu Mnocre 3aBepLUEHUs TPEBOXHOIO
cobbiTMsa. 3HayeHne napameTpa B guvanasoHe ot 10
c no 300 c.

OTtnpaBka Email

Mpwn BKNOYEHUN NapameTpa, cuctema Buaeokamepbl byaet
aBTOMaTU4ECKN oTnpaBnaTb 3NIEKTPOHHYIO no4Ty
3agaHHOMYy nony4yatento 00 OBHapyXeHUN  OBUKEHUS.
Afgpec nonydatens 3feKTPOHHOW MNOYTbl yYCTaHaBIMBaETCHA
B NOANYHKTE MeH0 7.5.2.5.

Mpw BKNOYEHUN NapameTpa, cucTemMa Buaeokamepbl oyaet

TpeBOXHbIN BbIXO,

CHuMOK aBTOMaTUYECKN COXPaHATb N300paXkeHUs Npu 0BHapyXeHuu
OBVKEHUS.
AKTMBaUus TPEBOXHOIO BbIXxo4a Buaeokamepbl

NPW HacTYNNeHUM TPEBOXHOIO COObLITHS.

3agepxka

3agepxka akTMBauMM TPEBOXHOrO BbIXOAA BUOEOKaMepbl
NpW HacTynfeHUN  TPEBOXHONO  CoObITMSA.  3HadeHue
napameTpa B ananasoHe ot 1 go 300 c.
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PucyHok 7.65 — Bknagka «/3meHeHune cueHbl: Pacnncanue»

7.6.4 NMoppasgen MeHO «AyaunoaeTteKkumsa»

[Mogpasgen MEHH0 «Ayguogetekuna» npegHasHayeH
OS5 KOHPUTYpUpoBaHUS napameTpoB BO3HUKHOBEHUST  COObITUA  TpeBOru
Npu USMEHEHUM  TPOMKOCTM  3ByKa. WHTepdenc  npencraBrneH  HWXe
(PucyHok 7.66).

Cobbitua

W) Ayavopetekuyus

‘ JloBasuTts pacnucanve

+[l06aBUTb peakuuo

MpumeHnTL OB6HOEUTHL Mo ymonuaxno

PucyHok 7.66 — Nogpasnen meHo «AyanogeTtekumay
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PyHKUMN W OnanasoHbl  3HAYEeHUA NapameTpoB NPUBEAEHbl  HWXKe
(Tabnuua 7.25).
Tabnmua 7.25— ®yHKUMM WM 3HA4YeHUs napameTpoB nogpasfena MeHIo
«Ayonopetekumsi»
MapameTp PyHKUUA
Bkn. BkritoueHune/oTknoYeHe ayanogeTekumn.
N3meHeHne BkritovyeHne/oTknoyeHe  pyHKUMKM  KOHUrypnpoBaHud
rPOMKOCTH TPEBOXHOro cobbITUSA NPU U3MEHEHUN TPOMKOCTU 3BYKA.
YyBCTBUTENBHOCTDL | YCTAaHOBKA YyBCTBUTENbHOCTM pacno3HaBaHuWs 3BYKa.
Mopor YcTaHoBKa nopora UHTEHCUBHOCTU N3MEHEHUS 3BYKA.
PacnucaHme Pacnucanue aktuBaummn yHkumn. NpegycMoTpeHo wecTb
nepuoaoB B TeYEHME CYTOK AN KaXXO0ro AHA Heaeru.
MapameTp «AHTUAM3epuHr» (Anti dither) nossongaeTt 3agatb
WHTEepBas&i BPEeMEHW, B TeYeHMe KOTOpOro nocrenywoume
AHTUOM3EPUHT | TPEBOXHbIE COBLITUA ByayT KnaccnpuumpoBaTbCsl Kak O4HO

cobObiTe. 3HadyeHue ot 0

c oo 100 c.

napameTpa B guanasoHe

ApxuB BMOeO

ABTOMaTU4eckasa 3annucb BMAEONOTOKa Mpu BO3HUKHOBEHUU
TPEBOXXHOIo CObbITUS.

OnnTenbHOCTb
3anucu

YcTaHoBKka AONUTENbHOCTM  3anucu NPy BO3HUKHOBEHWUU
cobbITMS TpeBorn. 3HadyeHne HaxoauTcs B ananasoHe ot 10
c o 300 c.

Mpw BKNOYEHUN NapameTpa, cucTemMa Buaeokamepbl oyaeT

TpeBOXHbIN BbIXOS,

OtnpaBka Email |aBTomaTnyeckm OTNpaBnNATb 3MEKTPOHHYO noyTy
3aJaHHOMY noslydaTento 0 BO3SHUKHOBEHUN TPEBOIW.
CHUMOK CospaHue MOMEHTarnbHOro CHUMKA 0 coObITUMN
Npwv BOSHUKHOBEHUWN TPEBOTMN.
AKTMBauUus TPEBOXHOIO BbIXo4a BuaeoKamepbl

npn HacTynJieHnn TpeBOXXHOIO cobbITHS.
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MapameTp PyHKLUA

3agepxka akTuBauuuM TPEBOXHOMO BbIXO4a BUAeOKamepbl
3agepxka Npw HaACTYNfIEHNN  TPEBOXHOIO  COObITUA.  3HaveHue
napameTtpa B guanasoHe ot 10 ¢ go 300 c.

7.6.5 MNoapasaen meHo «Knaccudukaumsa o6bLEKToB»

Moopasgen MeHw  «Knaccudukaumss oObekToB»  npeaHasHayveH
Ans onpegeneHnsa Tuna obbekTa U pasnmumsa ABUXKEHUS No4en U TPaHCMOPTHbIX
CpeacTB, MpuW 9TOM OETEKTOP HEe pearnpyeT Ha XUBOTHbIX, OBWXKEHUS BETOK W

NNCTbEB, HaceKkoMbIX U T.4. MHTepdenc npeacrtasneH HWxe (PncyHok 7.67).

IP-xamepa ; [NpocmoTp Kamepa CobbiTua

& TpeBoXHbIA BXOJ]

B @
B [pyrie cobbiTkA

OB6bekT Yenoeek MoTop. TpaHCNOPTHOE CPeacTED
© Bugeo cobbitna

YyBCTBUTENLHOCTD CpepgHan

W) AyavogeTtekuua
OBHOBWTL Mo ymon4vaHuo

@ Knaccudukayma obbek... |

PucyHok 7.67 — Noapa3sgen meHo «Knaccndukauuns o6bekTos»

®OyHKUMM U Ouanas3oHbl  3HAYEHUN NapamMeTpoB NPMBEOAEHbl  HUXKE
(Tabnuua 7.26).

Tabnunua 7.26 — O@OyHKUMM W 3HAYEeHUs napameTpoB noapasfena  MeHH
«Knaccungukauymnsa obbekToB»

MapameTp PyHKUMA
Bkn BkntoyeHne / oOTKMAOYEHWE (QYHKUMM MHTENNEKTYanbHOro
' oBHapyXeHNsa OBUXKEHUS.
OBLeKT O6HapyxeHne obbekTa. 3HayeHne napameTpa: «Henoseky,

«MoTOopHOEe TpaHCMopTHOE CPpeacTBOY.
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MapameTp PyHKLUA

YcTaHoBKa 4YyBCTBUTENBHOCTH NHTENNEKTyanbHOro
YyBCTBUTENBHOCTL | OBHapYXXeHUs ABWXeHnd. 3HavyeHune napameTpa: «Huskasy,
«CpegHsasn», «Bbicokasay.

7.7 PA3OEN IMABHOIO MEHIO « CUCTEMA»

Pasgen rnaBHoro MeHwo «Cuctema» npegHasHadeH Ans npocMmoTpa WU
ynpasneHus 6a3oBbIMU CUCTEMHbBIMU NapameTpaMmn BUOeoKaMepbl.

NHTepdenc pasgena rnaBHoro MeHw «Cuctema» WUMeEET 4eTbipe
nogpasgena: «Obwwmer, «Agm. nosib3oBaTenemn», «ObcnyxuBaHney,

«O6HoeneHue» (PucyHok 7.68).

IP-xamepa 1=} [pocmoTp

8 O6ume
R Aam.nonb3oeatenein
M O6cayxunsaHue

i OBHosneHue

PucyHok 7.68 — Pasgen rnaBHoOro MmeHo «Cuctema

Kaxgblh noapasgen MeHo OTKpbiBaeT BKNAaAKy KOHUrypupoBaHusA
COOTBETCTBYIOLLMX napameTpoB. CoxpaHeHune n NHUUManmMsaums
napameTpoB BKMNaAKM BbINOSTHAETCA Yepes3 UHTEPAKTUBHYIO NaHeb COXPaHEHUS U

NHUUManmM3aumm HacTpoek aTon Bknagku (PncyHok 7.69).

lNpUMeHUTL OBHOBUTE Mo ymon4aHu

PucyHok 7.69 — NaHenb coxpaHeHusl U MHMUManu3auumn HacTpoek
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7.7.1 MNoapasagen meHo «O6LWMe»

Mogpasgen meHw  «OOwWme» nNpefHasHayeH  Ongd npocMmotTpa W
yrnpaBfeHnsi CUCTEMHbIMM MapamMeTpamn BblOOpa CcTaHOapTOB BUAOEO, $3blka
NHTEpenca, meHn suaeokamepbl. [Nogpasgen mMeHwo «OOLWME» CTPYKTYPHO
nMeeT ABe BKNaakym ona Heob6xoanumMoro KOHpUrypmnpoBaHua napameTpoB:

«Ob6Lme» — KoHGUrypmpoBaHMe OCHOBHbIX 6a30BbIX HACTPOEK CUCTEMBI;

«[ata n Bpemsi» — KOHPUNypnpoBaHME CUCTEMHbIX NapamMeTpPoOB BPEMEHU

n gatbl Bugeokamepsol (PucyHok 7.70).

IP-xamepa 1=y MpocmoTp Cucrema

© Obwwe O6Lme Hata v Bpema
2 AAM.Nonb3oBaTENEH
™ ObcnyxkneaHme

. OBHoBneHMe

PucyHok 7.70 — NMoapa3sgen meHo «ObLwme»
Bknaaka «O6wme»

Bknagka «O6wwme» npegHasHadyeHa pAnsa npocMoTpa W ynpaBreHus
CUCTEMHbIMM NapamMeTpamu Bbibopa CTaHOapTOB BMAEO, MUMEHW BUAOEOKaAMEpPHI.

NHTepdenc npeactasneH Hxe (PucyHok 7.71).

EI=IY=) iP-xamepa 1=1 DOCMOTP Cucrema

O Obuwwve | Obume [ata v epema
2 Aam.monb3oBaTencei
Wwmsa yctpoictea OH03DC2PAG42B69
A OBcnykusaHue
Bugeo ¢popmar PAL %

i OBHoBneHue
[MprMeHHTL OBHOBUTL Mo yMoauaHuo

PucyHok 7.71 — Bknagka «O6wue»
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Bknapka «[Jata u Bpemsa»
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Bknagka «[daTta u BpeMaA» npegHa3Ha4veHa ansd rnpocMmoTpa 1 yrnpasieHunsd

CUCTEMHbIMX NapamMeTpamMn BpeMEHU N [OaTbl

npeactasneH HWxe (PucyHok 7.72).

IP-xamepa Cucrema

[pocmoTtp

Buaeokamepbl. WHTepdenc

£ Obuwme | OBwme

2 Agm.nons3ceatenen b
Bpems v uacosoi nosic

A OBonyxueaHue
-

ity OB6HOBREHKE ]
= s
\\‘ -

i

Hactpoika epemenn
CucTteMHOE Bpemst
Dopmat BpeMeHm

Yacoson noac

NeTtHee Bpema

Bkn.
Tun
Hauano

KoHey

= -

flata v Bpema

feHb

2023-11-17 natHuua
Bpems

14:14:20

(®) BpyuHryro NTP
2023-11-17 14:14:20 CuHxponmanposath ¢ MK
Irrr-mm-aa 24y

(UTC+03:00) Mockea, CankT-TeTe... v

(®) [letb Hepena

01-01 00:00:00

01-02 00:00:00

Mo ymon4axmio

PucyHok 7.72 — Bknagka «[ata n Bpems»

PyHKUMN  1©
(Tabnwuua 7.27).

AOnana3oHbl

3Ha4YeHun

napamMeTpoB NPMBEOEHbl  HUXe

Tabnuua 7.27 — PyHKUMN N 3HAYEHUA NapaMeTpoB BKNagku «data n Bpema»

MapameTp PyHKUMA
. «BpyyHyto» — BBOL agpeca cepBepa BpeMeH!;
HacTtpownku
BpEMEHM «NTP» — BKNo4YeHMe npoTokona CeTeBOro BpeMeHU
no ceTu.

CucTeMHoe Bpems | YCTaHOBKa CUCTEMHOMO BPEMEHM.

BOLID
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MapameTp PyHKLUA

dopmat BpemeHu | 24-4yacoBoi n 12-4yacoBoi hopMaThl BPEMEHM.

UacoBon nosic | Beibop yacoBoro nosca.

Cepsep BBon agpeca cepeepa BpEMEHM.

CeteBon nopt | [NopT nogkmno4eHns K cepsepy.

Mepwvoa 3agaHne nNepuoauYHOCTU  CUHXPOHM3aLUK  YCTPOWCTBA
06HOBNEHNS C CepBepOM BPEMEHMN.

NeTtHee BpemMst | Bbibop Hayana 1 okoH4YaHUS NeTHEro Nepuoaa BpeMeHM.

Tun Bbibepute TN ycTaHOBKM Aathbl (gaTa/Henens).

7.7.2 Noppasgen MeHO «AaM. nonb3oBaTenen»

Mogpasnoen meHwo «AgM. nonb3oBarternien» No3BONAeT KOHPUrypupoBaTb
CUCTEMHbIE NapamMeTpbl YYETHbLIX 3anncen BUAEOKaMepbl. YYETHAsA 3anncb — 3TO
MMS NOSIb30BaTESSA UNU IPYNnbl YY4ETHOM 3anuncu.

Moapasnen meHio «AQM. nonb3oBaTenen» CTPYKTYPHO UMEET TPW BKIadKu
Ans Heobxoammoro  KOHdurypupoBaHuss  napameTpoB:  «[llonb3oBatenby» —
KOHOUIrypnpoBaHMe YYETHOM 3anmcu Nosib3oBaTesis B rpynne YYETHbIX 3anuncew;
«lpynna» — KOHoUrypupoBaHue rpynnol nosib3oBartesien; «ONVIF
nonb3oBartesib» —  KOHdwurypuposaHue  rpynnel ONVIF  nonb3osatenen
(PucyHok 7.73).

IP-xamepa 1 [NpocmoTtp Cucrema

@ O6wwme MNonwzoBatent [pynna ONVIF nonw3oeatens

2 Aam.nons3oBatenei
M ObonykuBaHue

i OBHoBAEHME

PucyHok 7.73 — lNogpasgen meHo «AgM. nonb3oBaTeneny
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Bknaaka «Monb3oBaTenb»

Bknagka  «[llonb3oBatenb»  nNo3BosfiseT  ynpaBnsATb  CUCTEMHBIMU
napameTpamMu YYE€THOW 3anucu nonb3oBaTens B rpynne Y4YETHbLIX 3arnucemn.

NHTepdoenc npencrasneH Huxe (PUCyHOK 7.74).

Tpynna ONVIF nossosatens

CBpoc napons Ben . @ C6poc napona no emall

Tepiaz cuenst Napons HeT orpanu4erii no epemeni fenslen)

Peseps. emall agpec

PucyHok 7.74 — Bknapgka «llonb3oBaTenb»

Nmsa ydéTHOM 3anucu nonb3oBaTens MOXeT cogepxaTtb Ao 15 cumeonos.
Maponb Y4E€THOM 3anuUCM [OSMKEH coaepxaTb TONbKo undpbl 1M ByKBbI.
[Monb3oBaTtenb C NpaBaMn agMUHUCTPATOpPa MOXET U3MEHATb MNapofb APYroro
nonb3oBaTtens. MoxHO BbiGpaTb COOTBETCTBYIOLLYKO FPynny M HasHa4yuMTb npasa
Ans nonb3oBaTtenien B 3afaHHbIX rpynnax. MiMs nonb3oBaTensa U umsa rpynnbl
AOIMKHbI  ObITb  €AWHCTBEHHbIMKW. Haxogswmnca B cUcTeMe nonb3oBaTerb
HEe MOXeT W3MeHATb CcobcTBeHHble npaBa. Ob6paTuTe BHMMaHME: npaBa
nonb3oBaTens He MOryT MpeBbllWwaTb 3adaHHbIX npas rpynnbl. [Npu paspeweHnn
aHOHMMHOro BXoAa B cucTeMy (C orpaHMYeHHbIMW npaBamn) He TpebyeTtcs
BBOOWTb MMS Nofb3oBaTtens U naponb. Npu gobaBneHun nonb3oBaTens K rpynne
HeobXxoaAnMO Has3Ha4nTb Npaea.

[ns pegakTMpoBaHUSA YYE€THOW 3anucu, CMeHbl Napons MCMonb3ynTe

WHTEPaKTUBHbI aneMeHT ynpasnenns & (PucyHok 7.75).
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admin

admin's account

LI < I < I < |

PucyHok 7.75 — Bknagka «[Monb3oBatensby»: N3ameHnTb

[ns Bxoga  BcucTeMy Buaeokamepbl  6e3 aBTopu3auMu  CIYXUT

MHTEPaKTUBHbIV 31EMEHT ynpaBneHus _

B cucteme Bmgeokamepbl MO yMOMYaHUIO MMEIOTCA OBE YYETHbIE 3anucu
rpynn nonb3oBaTenen: «adminy» n «user». Nonb3oBaTtenb «admin» MMmeeT npaea

agMUHUCTpaTopa.

Bknagka «pynna»

Bknagka «[pynna» nos3BonsieT ynpaeBnsTb CUCTEMHbIMW MapamMeTpamMm
Y4ETHOM 3anucu rpynnbl nosib3oBartenien. WHTepdenc npeacraBneH Huxe
(PvcyHok 7.76, PucyHok 7.77).

JlobaButh Ynannts

PucyHok 7.76 — Bknagka «[ pynna»
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v v
INpUMeHUTL m

PucyHok 7.77 — Bknagka «[pynna»: [Jo6aButb

[ns pegaktMpoBaHWst  YY4€THOM  3anuMcyM  Fpynnbl  Monb3oBaTens

NCMNONb3yNTE MHTEPAKTUBHbLIA 3NIeMEHT yrnpaBlieHNAa - (PucyHok 7.78).
00 |

administrator group

Sl e |
PucyHok 7.78 — Bknagka «['pynna»: I3meHnTb

Bknaagka «ONVIF nonb3oBaTenb»

Bknagka «ONVIF nonb3oBatenb» npegHasHayeHa Ans ynpaBneHus
CUCTEMHbIMK NapameTpamu yd4éTHoun 3anucm ONVIF nonb3oBaTens. MHTepdenc
npeacTtasneH Huxe (PucyHok 7.79, PucyHok 7.80).

Ons pegaktnpoBaHus y4détHon 3anmcn ONVIF nonb3oBaTtensi, CMEHbI

naposis M rpynnbl UCNOSMb3YUTE WHTEPAKTUBHBIA 3NEMEHT yrnpaBeHus -
(PucyHok 7.81).
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e Memswa e Gewsemmwew Owum

S e e we mE

-
PucyHok 7.79 — Bknagka « ONVIF nonb3oBatenb»

PucyHok 7.81 — Bknagka «ONVIF nonb3oBaTtenby: M3MeHUTb

7.7.3 NMoapaspen meHo «Ob6cnyXxuBaHue»

Mogpasgen meHw «O6cnyXunBaHMe» CTPYKTYPHO UMeeT NSATb BKMaAoK:
«ABTOYHKUMNY, «MNopT/AkcnopT», «[1o ymonyaHuioy, «lakeTHbIn cHUddep»,

«3anyck xypHana» (PucyHok 7.82).

Cucrema

A ObcayxuBaHue

PucyHok 7.82 — lNoapasgen meHo «ObcnyxmusaHue»

={®] LD BOLID VCI-143 Bep. 4 AL|IP.202119.009 P3n o1 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 104

Bknaaka « ABTO(pYyHKLUN»

Bknaaka «ABTOYHKLIMNY npeagHasHaveHa [ANs HACTPOWKK
napaMeTpoB aBTOMaTUYECKOM MNepes3arpyskun YCTPOWCTBA, aBTOMaTUYECKOro
yaaneHus ainos ¢ KapTbl NAMATH, a Takxke ANs NPUHYAUTENBHON nepesarpysku

ycTponctea. IHTepdenc npeactasneH Hmxe (PucyHok 7.83).

ABTODYHKLNK Mmnopt/3kcnopt Mo ymonyaHuio MakeTHbIA cHUdDep 3anyck xypHana

Mepeszanyck cuctemel

AsTonepesarpyska ()
Bpema nepesarpy... Cp 04:49
Yaanute crapble dannsl

AsTomatnueckoe .. ()

Yaanute painn [Halen) Hazag

EXH L]
UTo6b! YIPOCTUTE AOCTYM K HALLEMY CEPBUCHOMY OBCAYXKUBAHUIO, BKNHOUNTE 3TY GYHKUMI. ECIN y YETPONCTEE BO3HUKHYT
Kakme-MBo NPOGAEMEI C BbINOAHEHWEM QYHKUMWA, TAKMX KaK OBHOBASHWE, CUCTEMA ABTOMATUHECKH BKAKOYMT 3Ty QYHKUWID.

m OBHOBWTL Mo yMon4aHnio

PucyHok 7.83 — Bknagka « ABTO(pYHKLUM»

«ABTOnMepesarpyska» — aBTOMaTMyeckas rnepesarpyska YCTpoucTBa
eXXeHeBHO / B onpeAeneHHbIn eHb HeJerny B yKa3aHHOe BpeMs.

«ABTOMaTn4yeckoe yaaneHue» — aBTOMaTMn4yeckoe yaaneHue
dhannos (Bugeosannucem WM CHUMKOB) C KapTbl MaMATW, 3anuUCaHHbIX MO3Xe
yKa3aHHOro gHs.

«ABapunHoe TexobcnyxuBaHMe» — NPUHyAUTENbHas  nepesarpyska

yCTpouncTBa.

Bknapgka «AMmnopt/3kcnopT»

Bknagka «/MnopT/3kcnopTt» npeaHasHadeHa Aanst umnopTa/akcnopTa
ana KOHUrypupoBaHus BCeX MnapameTpoB Buaeokamepbl. WHTepdenc

npencrasneH Huxe (PucyHok 7.84).
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ABTODYHKLMK MmMnopt/3kcnopT Mo ymonqanuio MakeTHbIA cHUddep 3anyck xypHana

JkcnopT daina KoHGurypawmmn

®ain BuiBpats daitn

® MNpy UMNopTe KOHGUIYpaLMWM NpoU30AAET NEPe3annce
npegbiayLuei.

PucyHok 7.84 — Bknagka «Mnopt/3AkcnopT»

®yHKkuMA «MMnopT» NpegHasHadeHa Ans 3arpy3kn ¢ KOMMbloTepa (CeTu)
B CUCTEMY Buaeokamepbl daiina koHdurypaumm (HacTpoek) Buaeokamepbi.
®OyHKUMA «OKCNopT» MpeaHasHavyeHa [N COXpaHEeHUss B KOMMblOTEpe

(ceTun) dhanna KoHuUrypaumm (HacTpoek) Bugeokamepsbl.

Bknagka «Mo ymonuaHuio»

Bknagka «[l1o ymonyaHuio» npegHasHadeHa ans cbpoca BCeX HACTpoek
ycTponctea Ao coctosHua «[llo ymonyaHuio». WHTepdenc npeacraBneH Huxke
(PucyHok 7.85).

ABTODYHKUMK Mmnopt/3kcnopt Mo ymonuaHuio MakeTHbIA cHUddep 3anyck xypHana

Mo ymon4aHwio

@ MapameTpbl 6YAYT BOCCTAHOBAEHBI 10 HACTPOEK MO YMONUAHMIO,
KpOME HacTpOeK CeTH, YNPaBAEHWUA NOAL30OBATENAMMK W T.M.

3aBOACKME HACTPOWKK

© [1na BCeX NapaMeTpoE SyAyT NPUMEHEHbI 3aB0ACKME HACTPOMKK MO
YMOAHEHNIO.

PucyHok 7.85 — Bkrnagka «I'lo ymonyaHuio»

[1ns1 BOCCTaAHOBIEHUS NapamMeTpoB NO YMOMNYaHU Heobxoammo BbibpaTb
TN cbpoca HacTpoeK YCTPONCTBA:

— «[1o ymonyaHunio» — BOCCTaHOBMNEHME BCEX MapaMeTpoB BuaeOKaMepbl,
KpOME 3Ha4YeHWM aKTyalnbHbIX TEeKyWwMX HacTpoeKk CceTu W aBTopu3auuu
nonb3oBaTesien, rpynn nosib3oBaTesnien;

- «3aBoackue HaCTPOMNKN» — NOMHbIN cbpoc BCEX

napameTpoB BuaeoKamepbl no 3aBO/ICKOro COCTOSIHUSA. DyHKLUUS
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9KBMBaneHTHa KHonke annapatHoro cbpoca «RESET». [locne Haxatusa
«3aBoacKne HacTpoukm» Heobxoaumo BBECTU Maposfib nornb3oBaTensa «adminy»
B Beb-nHTepdence. 3aBoackne HaCTporkm byayT aBToMaTUYECKN BOCCTAHOBIIEHbI

nocrie aBTopn3aLnn rnorb3oBaTen .

Bknapka «lMakeTHbIn cHuddep»

Bknagka «[llakeTHbi cHudep» npegHasHavyeHa O5s peLleHns ceTeBbIX
npobnemMm. [aHHbIM WMHCTPYMEHT MO3BONSAET 3axBaTblBaTb W COXPaHATb
OS5 nocneayrowero aHanuMsa nakeTtbl, nepefaBaeMble MO CETU 4Yepe3 CceTeBou

nHTepdenc (PucyHok 7.86).

AsTodyHKUMMK WmnopTt/3kcnopt Mo yMonuaHuio MaxeTHbli cHuddep 3anyck xypHana

Pazmep PesepBupoBaH.
NIC Appec yctpoiictea IP-agpec u nopt IP-agpec 1 nopt nakeTHoro nakeTHoro

cHnddepa cHupdepa

PucyHok 7.86 — Bknagka «llakeTHbIn cHudpdep»
Bknagka «3anyck XXypHana»

Bknagka «3anyck xXypHana» npefHasHadyeHa Ons BbisBrieHUs Npobrnem u
noBbllWeHnss  3dpeKTUBHOCTU  paboTel. WHTepdenc npeactaBneH  Huxe
(PucyHok 7.87).

AsTODYHKLMM Wmnopt/3kcnopt Mo ymoayarmno MakeTHbIA cHrddep 3anyck xypHana

O6HoBUTH

No. JOenb Pasmep 3arpyzuth
1 2023 1111 0.001M &4
2 2023 1110 0.001M &4
2023 11 09 0.001M &
2023 1107 0.001M &
202308 28 0.001M &L

2000_01_01 0.001M &L

~ o n s w

197001 23 0.001M &L

7 3anucein

PucyHok 7.87 — Bknagka «3anyck xxypHana»
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7.7.4 NMoapaspgen meHo «OO6HOBIIEHUe»

Mogpasoen MeHio «OOGHOBMNEHME» npegHasHadyeH [Aans oOHoBreHUs
«lMpowwnskn» Bnageokamepbl. HTepdenc npeacrasneH Hmxe (PucyHok 7.88).

dann  «[lpowmBkM»  OOMKEH WUMETb  pacluMpeHne  «*.bin» ©
cooTBeTcTBOBaTh Buageokamepe BOLID VCI-143. AkTtyanbHas Bepcusa auvna
Ans o6HOBNEHUs «NPOLUMBKM» BuaeoKamepbl pacnosioXeHa Ha canTe:
https://bolid.ru/support/download)/.

Ecnn npu BbinonNHeHMM OoBHOBNEHUS Obin 3arpykeH HeBepHbl dann, To
HeobXoAMMO BbLIMOMHUTE WHTEPAKTUBHO nepes3arpysky Buaeokamepbl (pasgen
7.5.5.6 HacTosILEro pykoBoACTBaA), B MPOTMBHOM Crlydae — HeKoTopble (pyHKUMK

BMAaeoKamMepbl MOTyT OKa3aTbCA OTKITIOHEHHbIMW.

IP-xamepa ) Mpocmotp Cucrema

0 Obuwwme
®aitn obHOBNEHKMA

L2 Aam.nonb3oBarenen
BriGop daina O63op

M Obonyxusanue

i OB6HOBAEHME |
PucyHok 7.88 — lNogpasgen meHo « OBHoBNeHne»

7.8 PA3OEN rMMABHOIO MEHIO « APXMB BUOEO»

Pasgen rnaBHOro MeH «ApxuB BUOeO» npefHasHavyeH [ans gocryna
K NPOCMOTPY BMOEO3anncen, COXPaHEHHbLIX Ha KapTy MamMsaTh, YCTaHOBIIEHHYHO
B Buaeokamepe. Pasgen rnaBHOrO MeHH «ApXMB BUAEO» CTPYKTYPHO UMeeT
yeTblpe Bknagku: «llouck Bupgeo», «HacTtpomku 3anucmy», «PacnucaHuey,
«3anucb». NHTepdenc pasgena rnaBHOro MeHwo «ApxuB BUOEO» MpencrasBrieH

Hwke (PucyHok 7.89).
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T iP-sanepn =

Mouck Buageo HacTpoiiku 3anncun Pacnuncanue 3anuce

Crnncok KaHanoe Bcero 0 sanncei Bce h3arpyauTs

2 KAM 1

HeT aaHHbIX
Bce
2023-11-28 00:00:00

2023-11-28 23:59:59

[ o]
PucyHok 7.89 — Pasgen rmaBHOro MeHio « Apxms BUOEO»

Bknaaka «Monck Bupeo»

Bknagka «llovck Bngeo» no3BosiseT HanTu 3anvcaHHble Ha KapTy namsaTn
UNN Ha ceTeBoe XxpaHunuuie Buaeosanucun. VHTepdenc npeacrtaBneH Huxke
(PucyHok 7.90).

Haxmute «Bce» n Bbibepute Tun 3anucu U3 BbiNagalowlero crnmcka:
«[locTosaAHHaAY, «CobbITns», «TpeBoray, «[NocTosaAHHaA». Mpu BbIGOPE
«ColObITna» B kKayecTBe Tvna 3anucu Bbl mMoxeTe BbiOpaTb KOHKPETHbIE TUMbI
cobbiTMn, TakMe Kak «W3ameHeHne rpomMmkocTuy, «llepecevyeHne nuHUMY,
«KoHTponb obnactu» u T.4.

[aTbl C CMHMMM TO4YKaMM YyKasbiBalOT Ha Hanuuue BMOEO, 3anuUCaHHbIX

B 9T OHW.
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Bee
2024-02-07 00:00:00

2024-02-08 23:59:59

v

PucyHok 7.90 — Bknagka «[ounck Bugeo»

HaBeauTte Kypcop MbIIM Ha UCKOMOE BWOEO, 3aTEM HaXMuTe, 4TOoObl
BOCNPOW3BECTM BblOpaHHOE BUAEO.
NHTepdenc npocMoTpa apXMBUPOBAHHOMO BMAEO MOKa3aH Ha PUCYHKe

Hwke (PucyHok 7.91).
SKkpaH npocmoTpa

Cnucok

3anucen

MNaHenb , , MNaHenb

NHCTPyMeHToB L i e eSS S Y HCTPYMEHTOB
MaHenbynpaenexus LLikana BpeMeHu
BOCNPON3BEAEHNEM

PucyHok 7.91 — Bknagka «[ouck Bugeo»: BocnpousseneHune

®DyHKLMM SNEMEHTOB yNpaBfieHNsT BOCNPOU3BEAEHMEM MPUBELEHbI HUXKE
(Tabnuua 7.28).
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Tabnuua 7.28 — PyHKUMN 3IEMEHTOB yNpaBreHns BOCNPONU3BEAEHNEM

AnemMeHT ynpaBJrieHusA

PyHKLUUA

Haxmute Ha «Uudposon 3ym», 4YTOObI
yBenuuntb obnactb  BOCMPOM3BEAEHMUS.
B nepBoHavanbHoe cocTosdHne LmdpoBOro
3ymMa MOXHO MepenTun, LEerkHYB NpaBow

) nposomn 3ym N
Ll Lincpp y KHOMKOW «Mblluny». WMcrnonb3ys CKpOnmuHr
Y «MbILLINY MOXHO NPOKPYTUTb
ANS yBENUYEHNs/yMeHbLUEHNS  LMdPOBOro
3yma BUAeo.
MpaBuna MpocmoTp apxuBa C oTOOpaXKeHnem
BUOEOaAHaNUTUKN | BUOEOAHANUTUKM.
3oHbI MpocMmoTp apxvBa C OoTODOpaXkeHMem 30H
3 pacrnosHaBaHUs  Ha 3KpaHe  npocMoTpa
pacrno3HaBaHus
BUAE0M300paXKeHNs.
Cos3faHne TPOMHOrO CHMMKa C 4acToTou
.. OAWH CHUMOK B CEKYHAY W COXPaHUT Kak
3 ] TpoHON CHUMOK A yHAay P
oTAeNnbHble TPU CHMMKa Ha HOCUTEINb
[laHHbIX B YKa3aHHy0 narnky.
Co3gaHve MOMEHTanbHOro CHMMKa U
O] CHUMOK
COXpaHeHne ero Ha HocUTenb.
- . | KHonka nepexoga B NMOJTHOSKPAHHbIN
u [MonHO3KpaHHbIN

peXnm.

Mpeablaywmin oeHo/,

KHonku BOCnpou3BeaeHust nNpeablayLiero u

< pl . crenywoulero 3anucaHHoro BMUAOEO
Cnepywowum geHb
COOTBETCTBEHHO.

m MeanenHo KHonka YMEHbLLEHUS CKopOoCTH
A Bocnpousseaenus: 1/2, 1/4, 1/8, 1/16.

KHonka yBenmyeHuns CKOpOCTU

BOCNpou3BeaeHus B IBYKPATHOM
»> BbicTpo P A ABYKD

YCKOPEHUM, YETbIPEXKPATHOM YCKOPEHUU U
T.0.
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3neMeHT ynpaBneHus DYHKUMA
b Creaytowmi kagp | KHOMKv nepekriodeHnst Mexay Kagpamu.
i » Naysaa/ May3a/BocnpousseneHne BUAE03anmcu
BocnpousseaeHue '
© 3ayk HaMuTe 3Ty KHOMKY AMS OTKIIOYEHUS W

BKITHOYEHUA 3BYKaA.

«Mon3yHoK» [Onsi perynMpoBKM FPOMKOCTM
- "POMKOCTb 3BYyKa B npegenax OT MUHUMYMa
A0 Makcmyma.

KHonka COXpaHeHUnd BugeokKnumna.

[Ons paboTbl JaHHOW (PYHKUMW BbINOMHUTE
NEeNCTBUS:

Lar 1. YcraHoBuTe nMpu NOMOLLUX MbILLN
Ha LWWKane BPEMEHW Hayano W KOHel
doparmeHTa.

War 2: [Ona coxpaHeHus wunm OTMEHbI
NONYYEHHOM 3anncy HaxXMmnTe KHonky « OK»/
«OTMmeHa».

% Buaeoknun
lWar 3: B nosBumBliemMcs oOkHe «3arpyska
B1aeo» byaeT otobpaxaTbCa COXPaHEHHbIN
3aapxvBnpoBaHHbIN pann (PucyHok 7.92).

Lar 4: Bbibepute dopmaTt danna: Tvn
«dav» unm «mpé».

LWar 5: BelbepuTte nyTb COXpaHEHUs!, HaXaB
Ha KHomnky «O630p nanoky.

Lar 6: Haxxmnte kKHOMKy «CkavaTtby.

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum

Bknagka «HacTtp

Bknagka

112

3arpy3ka Buaeo X

No. Tun Hauano Koney AnvTensHocTL

1 Bugeokamn 2024-02-08 14:28:37 2024-02-08 16:29:22 02:00:45

@opwmar daina ' dav mp4
MyTs 0630p...

coxpaHeHns

PucyHok 7.92 — 3arpyska Buaeo

OMWKM 3anucm»

«HacTporikn 3anucuy» npegHasHadeHa NSl YCTAHOBKU TaKux

napamMmeTpoB, KaK MpoaoIikKUTeribHOCTb 3alnunmcu, 3arnnmcb Ao cobbITus, peXum

3anvcu n noTtok ansa 3anncu. NIutepdenc npencrasneH Hxke (PucyHok 7.93).

IP-xamepa 1 MpocmoTp

Mouck Bugeo Hactpoiiku 3anucu Pacnucanuwe 3anuce

PyHKUMN
(Tabnuua 7.29).

Makc. AnnMTenbHOCTL 8 MUH. (1-120)

Mpea3zanuce 5 cek. (0-5)
Pexum 3anucu (8) AeTO MNocToAaHHas Bhikn.

MNoTok Ana 3anwucu OCHOBHOWM NOTOK

[MNpUMeHHUTD OBHOBWTE Mo ymonyaHu

PucyHok 7.93 — Bknagka «HacTpowka 3anucu»

W OvManasoHbl 3HAYEeHWA MNapaMeTpOB NPUBEOEHbl  HUXE

Tabnuua 7.29 — dyHKUMN N 3HAYEHU NapaMeTpoB BkNagka «HacTponkun sanncm»

MapameTp PyHKLUA
MakcnmanbHas | YcTaHOBKa BpeMeHW O515 yrnakoBkU Buaeodanna. 3HayeHme
ANNTENbHOCTb napameTpa B ananasoHe ot 1 o 120 MuH.

Mpensanucb 3HaveHune napameTpa B agmana3oHe ot 0 go 5 c.
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MapameTp PyHKLUA

Bbibop 3HayeHus:

«ABTO» — 3anncb KaHaJ10B OCYLLUECTBJIAETCA
Pexum 3anumcu AdBTOMATU4YECKHN,

«lMNocToaHHas» — HenpepbIBHAsA 3anuch;
«BbIKkn.» — 3an1ck Ha KaHarne He OCyLLeCcTBISeTCS.

Boibop 3HauyeHuss «[loTOK Ans 3anucmy» NPoOU3BOAUTCS
NoTok anga 3anucu | n3 BbinagawoLwero cnmcka 3HadeHun: «OCHOBHOW MOTOKY,
«[JononHUTENbHbIN NOTOKY.

Bknagka «PacnucaHue»

Bknagka  «PacnucaHve»  npegHasHayeHa NS KOHUrypupoBaHus
KaneHgapHoOro pacnnucaHus 3anmcum BUOEOoNnoToKa.

3aganTte Onga Kaxgoro OHA Hegenu nepuoabl BPEMEHU  BbINOSHEHUS
3anncu BMAOEONOTOKOB, OTMETMB MX C MOMOLLLIO MbIM Ha rpadumke. UHTepdenc

npencraeneH Humxe (PnucyHok 7.94).

PucyHok 7.94 — Bknagka «PacnucaHue»

KHorka «lMpasgHuKn» Heobxoguma A5s1 KOHpUrypuposaHus

KaneHgapHoro pacnucaHus paboTbl Bugeokamepsl (PnucyHok 7.95).
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Mpa3gHnKn X
BiL. () CQuncTuTb

Meepans

nH BT cp ur nr [} BC

19 20 21 22 24 25

26 27 23 29

PucyHok 7.95 — Bknagka «PacnucaHue: [Npa3gHukmn»
Bknapgka «3anucb»

Bknagka «3anucb» npegHasHa4yeHa An4d HaCTpOVIKM MeToda XpaHeHUd

3anucaHHbIx Bugeosanucen. NHTepdenc npeacrasneH Huxe (PucyHok 7.96).

EI=I=] iP-xamepa

Mowuck engeo HacTpoiku 3anucK Pacnucanne 3anuce
Tun coBbITkA MocToAHHaA CobbiTuA TpeBora
3anonHeHwe gucka (@) Mepesanuco OcTaHoBWTL 3anKnch
MecTo XpaHeHwWs KapTta namatun %

[pumMeHUTL O6HoBUTL Mo ymon4aduo

PucyHok 7.96 — Bknagka «3anucb»

®OyHKUMM U Oguanas3oHbl  3HAYEHUN MapaMeTpoB MPUBEOEHbl  HWXKe
(Tabnuua 7.30).

Tabnuua 7.30 — PyHKUMN N 3HAYEHUS NapaMeTPOB BKNagku «3annucby»

MapameTp PyHKLUA

3HayeHne napameTpa: «[lloctosHHas», «CobbiTusy,

Tun cobbITnA
«TpeBoray.

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 115

MapameTp PyHKLUA
«lMNepesanncb» — LUMKnyeckas nepesanunucb
npwv 3anosIHEHUN ONCKA;
3anonHeHue amcka
«OcTaHOBUTb 3anncb» — OCTaHOBKa 3anucu

npu 3anoJiHeHnn gnCkKa.

MecTo xpaHeHus

Boibop 3HayeHuss «MecTo XpaHeHusi» npPOouU3BOAUTCS
13 BbiNaaroLLero crnmcka sHa4eHun:

«KapTbl namatm» — coxpaHeHue BMAEeOo3anucu Ha kapTte
namsaTn (gucke);

«CeTeBoe XpaHuUNULLE» — COXpPaHeHue  Buaeo3anucu
Ha FTP-cepBepe unn NAS-cepsepe.

BbiGop 3Ha4yeHus «CepBep» Nnpon3BoaunTcs
13 BbiNagaroLLero cnmcka aHayeHuin:

«FTP» — koH(purypuposaHmne cepsepa FTP gna apxmBHOro

CepBep _
XpaHeHUs JaHHbIX BUOeOKamephbl;
«NAS» —  KOHGourypupoBaHue NAS  ans apxuBHOro
XpaHeHUs OaHHbIX BUOeOKamepbl.
Pexum 3HadeHue napameTpa: «SFTP (pekomeHayeTtcs)», « FTP».
Bkn. BkntoueHue/otknoveHne dpyHkumm NAS, FTP.
Cepsep IP IP-appec FTP-cepsepa, NAS-cepBepa.

CeTteBon nopt

MopT nogkntoyeHns Kk FTP-cepBepy. 3HadeHne HaxoauTcs
B AnanasoHe ot 0 go 65535.

[Monb3oBaTenb

INoruH aBTOPU3YEMOrO NONBL30BaTENS.

[Mapornb

Maponb aBTOPU3yeMoro nosfb3oBaTens.

[MycTb coxpaHeHus

[MyTb xpaHeHus Ha FTP-cepepe nnu NAS-cepsepe.

CTpykTypa
KaTtanoros

«Mcnonb3ynTte kaTanor ypoBHS 1»;
«Mcnonb3ynTte KaTanor ypoBHS 2»;

«cnonb3ynte katanor ypoBHs 3».
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MapameTp PyHKLUA

3Ha4veHwne napameTtpa: «Nma yCTponcTeay,

KaTtanor ypoBHsi 1 y y
«IP ycTtponctBo», «llonb3oBaTtenbCKkuny.

KaTanor ypoBHs 2 | 3HadyeHne napameTtpa: «3anucb», «Homep KaHanay,
«[eHb», «Tun ghanna_Homep KaHana»,
Katanor ypoBHs 3 | «[lonb3oBaTeNbCKUM».

CoxpaHeHne B JioKanbHOM  pexume. Bce  dannbl
AND COXpaHATbLCA  Ha KapTy namaTtn, ecnun  FTP-cepsep
He paboTaerT.

MpoBepka  BO3MOXHOCTM  COXPaHEHUs  BWAEOMNOTOKa

Tect Ha cepBepe FTP.

7.9 PA3OEN rMABHOIMO MEHIO « APXVUB U30BPAXEHUNY»

Pasgen rmaBHOro  MeHO  «ApxuB nM3obpakeHun»  npegHasHauyeH
ANS JOCTyna K NPOCMOTPY  M300paXeHWn, COXPaHEHHbLIX Ha KapTy namsaTw,
YCTaHOBJIEHHYIO B BUgeokamepe. Pasgen rnaBHOro MeHwo «ApxmB n3obpaxxeHnn»
CTPYKTYPHO wuMeeT naATb Bknagok: «[lonck un3obpaxeHuin», «CHUMOKY,
«Pacnucanue», «3anucb», «ABTOBbIrpy3ka». WHTepdenc pasgena rnaBHOro

MeH0 «ApxmB nsobpaxxeHniny npencrasneH Huxe (PucyHok 7.97).

MpocmoTp ApxvB M306paxeHni

Mouck U3obpaxeHui CHUMOK Pacnucanve 3anuce ABTOBbITpY3Ka

CnKcoK KaHanoe Bcero 0 Pesynstathl Bce & 3arpyanTb

a vau

Bce
2023-11-28 00:00:00

2023-11-28 23:59:59

PucyHok 7.97 — Pasgen rmnaBHOro MeHo «ApxmB N300pakeHniny
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Bknapgka «lonck nso6paxeHnm»

Bknagka «lMonck nsobpaxeHnn» nNo3BonseT HaNuTU 3anncaHHble Ha KapTy
NamMaTU WK Ha ceTeBOe XpaHunuwie nsobpaxeHus. MHTepdenc npencrasneH
Huxe (PucyHok 7.98).

Haxmute «Bce» u Bbibepute Tun 3anucu M3 BbiNagaroLlero cnucka:
«lMocTtosiHHaa», «CobbiTna», «TpeBora». [Mpu Bbibope «CobbiTuA» B KayecTBe
TMna 3anucun Bbl MoxeTe BblbpaTb KOHKPETHble TUMbl COOLITUW, Takue Kak
«M3meHeHne rpomkocTuny, «lepeceveHne nuHumy, «KoHTponb obnactu» 1 T.4.

[laTbl C CMHMMKN TOuYKaMK YKa3blBalOT Ha Hann4dne Buaeo, 3aliMCaHHbIX

Mouck u3o6paxeHni CHUMOK Pacnucanue 3anuce ‘ABTOBBIrpY3Ka
Cnmcok Kaanos Bcero 55 Pesynbratsi Bee &3arpysuTs
2 KAM 1

s % oS st X
Cobbitna-KAM 1 Cobbl KAM 1
2024-02-08 2024-02-08 20:22:24 2024-02-08 21

2024-02-08 20:24:01

o = e = a8 4 7 b 2 Bt 1
Cobbimua-KAM 1 Co KAM C KAM 1
2024-02-08 00:00:00 24 2024-02-08 20:28:41 2024-02-08 20:30:03 24-02- x: 2024-02-08 20:3;

2024-02-08 23:59:59

Cobbitna-KAM 1 Cobbitna-KAM 1 CobbiTna-KAM 1 Cobbitua-KAM 1 Cobbitna-KAM 1 Cobbitua-KAM 1 Cobbitna-KAM 1
2024-02-08 20:33:22 2024-02-08 20:33:55 2024-02-08 20:34:07 2024-02-08 20:34:23 2024-02-08 20:35:49 2024-02-08 2036:10 2024-02-08 20:36:27

: § §

Cobbitna-KAM 1 Cobuitna-KAM 1 Cobbitna-KAM 1 Cobbrtua-KAM 1 Co KAM 1 & KAM 1 Cobbitnsa-KAM 1
204-02-08 20:37:07 2024-02-0820:37:30 2024-02-08 2037:44 2024-02-0820:38:04 2024-02-08 20:28:29 2024-02-08 20:38:36 2024-02-08 20:38:49

< E] 2 > Mepein
PucyHok 7.98 — Bknagka «['lonck nsobpaxxeHuin»

Bknapgka « CHUMOK»

Bknagka «CHUMOK» npepHasHavyeHa AONns YCTAHOBKM TaKMX MapaMeTpoB,
Kak CHMMOK, BKMYas TUM, pasMep, KayectBo W WHTepBan. WHTepdelic

npeacrtasneH HWxe (PucyHok 7.99).
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IP-xamepa = Do ) ApxME EMAEO Apxue naoBpaxeHui

[Nownck n3obpaxeHn CHUMOK Pacnucanwe 3anuce ABTOBbIrpPy3Ka

Tun MNMocTosHHas '

Pa3spewenmne 2688x1520 (2688%1520)

KauecTteO & & & .|

WHtepean 1 cek v

MpumMeHuTH OBHOBUTL Mo ymonyaHuo

PucyHok 7.99 — Bknagka « CHAMOK»

®PyHKLUMM U Ouanas3oHbl  3HAYEHWN MapaMeTpoB MPUBEAEHblI  HWXe
(Tabnuua 7.31).

Tabnuua 7.31 — PyHKUMN 1 3HAYEHUS NapaMeTpoB BKNagkn « CHUMOK»

MapameTtp PyHKLUA

«MocTosiHHasi» — MNOCTOSIHHOE HernpepbIBHOE COXpaHeHue
CHUMKOB U300paXxeHNss BUOEOCHEMKY;

Tvn «CobbITna» — COXpaHeHue CHUMKOB M306pakeHus
BUOEOCHEMKM NPy HacTynneHum KOHTPONIMpyemMoro
cobbITuS.

PaspelieHne 3Ha4deHure no ymon4vaHuto 2688x1520.

CnyxuT Ons 3agaHusa yCrOBHOIO KayecTBa W300pakeHus.
KayectBO MmeeTca wecTb npeayCcTaHOBIIEHHbIX OTHOCUTENbHbLIX
YPOBHEMN.

Cnyxut Anga yCTaHOBKMU nepmoanN4HOCTH CHUMKA.
[MpenycTaHOBMEHHbIE 3HAYeHUA HaxoAuTCA B AuManasoHe
oT1 po7c. «llonb3oBaTtenbCKkumn»: 3HAYEHUEe HaxoAUTCS
B AnanasoHe ot 1 go 50000 c.

NHTepBan

BOLID BOLID VCI-143 Bep. 4 ALIP.202119.009 P3n ot 11.09.2024



BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 119

Bknaaka «PacnucaHue»

Bknagka  «Pacnucanme»  npegHasHadeHa  Onsi KOHUIypupoBaHUS
napameTpoB AeTanbHOro HeaenbHOro Kanengapsi pacnMcaHus Mo BbIMOMHEHMUIO
COXpaHeHus n3obpaxkeHnin ¢ BUOAEONOTOKOB BUAEOKaMeEpPbI.

3apante ONd Kaxooro AHS Heaenu nepuodbl BPEMEHU BbIMONTHEHUS
COXpaHeHMs n300paxkeHnn, OTMETMB UX C MOMOLLbIO MbILIM  Ha rpaduke.

NHTepdoenc npencrasneH Huxe (PucyHok 7.100).

PucyHok 7.100 — Bknagka «PacnucaHue»

KHorka «lMpasgHuKn» Heobxoauma A5s1 KOHpUrypuposaHus
KanengapHoro pacnmcanus pabotbl Buaeokamepbl (PncyHok 7.101).

[Npa3aHuKn X
B, () CumcTnTb

DeBpank

MH BT cp ur nr o EC

19 20 21 22 24 25

26 27 28 29

m OTMEHa

PucyHok 7.101 — Bknagka «Pacnucanue: NpasgHukny
Bknaaka «3anucb»

Bknagka «3anucb» npegHasHadeHa AN HaCTPOMKM MeToda XpaHeHus

n3obpaxeHnn. MHTepgenc npegcraBneH Hmxe (PucyHok 7.102).
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IP-xamepa ] MpocmoTp ApXvB BMAEOD ApxuB M306paxeHun

[MNoucK U3obpaxeHunin CHUMOK PacnucaHuwe 3anucb ABTOBLITPY3Ka
Tun cobbITHA MNMocTroaxHan CobbITna Tpesora
3anonHeHve aucka Mepe3sanuck OcTaHOBWTL 3aNKch
MecTo xpaHeHws Kapta namarn

MNprMeHNTE OBHOBWTE [0 ymoayaHmno

PucyHok 7.102 — Bknagka «3anucb»

®PyHKUMM U OManas3oHbl  3HAYEHUN NapameTpoB NPMBELEHbl  HUXKE
(Tabnuua 7.32).

Tabnuua 7.32 — PyHKUMN N 3HAYEHUS NapaMeTpPOB BKNaaKkn «3anuncby

MapameTtp PyHKLUA

3HayeHne napameTtpa: «llocTtoaHHasay, «CoObITus»,

Twn cobbITuSA
«TpeBoray.

«lepesanncb» — LUMKnn4ecKad nepesarnncb

npw 3anonHeHnn gncka;
3anonHeHne gucka
«OcTaHoBUTbL 3anuncby — OCTaHOBKa 3anucu

npu 3anoJiHeHnn gncka.

Boibop 3HayeHuss «MecTo XpaHeHusi» npou3BOAUTCS
13 BbiNagaroLLero cnmcka sHa4deHun:

«KaprI namaTmn» — CoOxXpaHeHune Bunaeo3arMmcn Ha KapTe

MecTo xpaHeHua )
namaTu (gucke);

«CeTeBoe XpaHunuuie» — COXpaHeHue  Buaeo3anucu
Ha FTP-cepsepe unn NAS-cepsepe.

Bbi6op 3Ha4YeHus «CepBep» nponssoaunTcA
13 BbiNagaroLLero Cnnucka 3Ha4YeHuin:

«FTP» — koHurypuposaHue cepsepa FTP gna apxmBHOro

CepBe
pBEP XpaHeHUs1 AaHHbIX BUOEOKaMepbl;

«NAS» — koHpurypmnposaHmne cepsepa NAS ans apxmBHOro
XpaHeHUs OaHHbIX Buaeokamepbl.
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MapameTp PyHKLUA
Pexum 3HadeHue napameTpa: «SFTP» (pekomeHgyeTtcs), «FTP».
Bkn. BkrtoueHune/oTkntoveHne dyHkumm NAS, FTP.
Cepsep IP IP-agpec FTP-cepBepa.

CeTeBou nopTt

MopT nogkntoyeHna K FTP-cepBepy. 3HadyeHne HaxoauTca
B AnanasoHe ot 0 go 65535.

[Monb3oBaTenb

JlornH aBTOpPU3yeMOro nosb3oBaTesa.

[Maponb

Maponb aBTOpPN3yemMoro nonb3oBaTens.

[MycTb coxpaHeHus

[MyTb xpaHeHna Ha FTP-cepeepe unn NAS-cepsepe.

3HadeHue napameTtpa: «/cnonb3ynte katanor ypoBHS 1»;

CTpykTypa y _ y
«Mcnonb3ynte katanor ypoBHs 2»; «/cnonb3ynte katanor
KaTanoros
YPOBHSA 3».
3HayeHune napameTtpa: «Nma yCTponucTeay,
KaTtanor ypoBHs 1 y y
«IP-ycTponcteo», «llonb3oBaTenbCkum.
Katanor ypoBHs 2 | 3HadyeHne napameTtpa: «3anucby», «Homep kaHanay,
«[eHby, «Tun ghanna_Homep KaHana»,
KaTtanor ypoBHs 3 | «[lonb3oBaTenbckuiny.
Monb3oBaTenb- HacTpouTs
CKOe num4 5
HacTtpowka napamMeTpoB UMEHU n3obpaxxeHus.
n3obpaxkeHuns
Mo ymonyaHuio — «daTta n Bpema» (PucyHok 7.103).
CoxpaHeHne B nokanbHOM  pexume. Bce  dannol
AND COXpPaHATbCA  Ha KapTy namsatn, ecnm  FTP-cepsep
He paboTaerT.
Teer [MpoBepka  BO3MOXHOCTM  COXPaHEHWs  BUOEOrNOTOKa

Ha cepBepe FTP.
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MapameTpbl UMEeHW M306pakeHWa X
[ No. Coctae umeHn danna Pazgenutens Nopsagok
1 Homep kaHana _ ~
2 [ata n pema _ ea ~ ¥
E MC _ o Al
4 Wma ycTpoicTea B ¥
5 IP-agpec _ ™ ¥
6 CHUMOK _ Al
7 lNons30BaTensCKum _ ™
Howmep kanana_[lata n spema_
B kauecTBe pa3fieTens MOXHO MCNO/b30BaTb TONLKO TUPE, NOA4EPKMBAHWUE NN
npo6en.
“ OTmeHa

PucyHok 7.103 — Bknagka «3anucby: [NapameTpbl UMEHU n306paeHns

Bknaaka « ABTOBbIrpy3Ka»

Bknagka «ABTOBbIrpy3ka» npefHasHadeHa A5 aBTOMaTUYeCKON 3arpy3ku
n3obpaxeHns Ha onpeneneHHbln cepsep Mo npotokony HTTP u HacTpowke

napameTpoB. VIHTepdenc npencrasneH Huxe (PucyHok 7.104).

No. 1P/gomennoe uma Ceresoit nopr Anpexropus Tun couimna Tecr Yaanure

PucyHok 7.104 — Bknagka « ABTOBbIFpy3Ka»

7.10 PA3OEN rMABHOIO MEHIO « BE3OMNACHOCTb»

Pasgen rnaBHoro meHw «besonacHOCTb» npegHasHaveH A5 HaCTPOUKK
napamMeTpoB NoBbILLEHNST 6e3onacHOCTU Buaeokamepbl. Pasgen rnaBHOro MeHH

«be3onacHoCTb» CTPYKTYpHO MMeeT LeCTb MNYyHKTOB  Anisi Heobxoaumoro
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KOH(purypupoBaHus napameTpoB: «Ctatyc 6esonacHocTun», «Crnyxbbl», «3awuTa
oT atak», «Ceptudmkatr CA», «llndpoBaHne ayamno/Bnoeo», «Yrposa

Be3onacHocTny. MHTepdenc npeacrasneH Hmxke (PucyHok 7.105).

IP-xamepa = [MpocmoTp besonacHocTb

® Cratyc 6e3onacHocTv
3 Chyx6hl

@& 3awwmrta ot atak
Ceptndukar CA

8 WudpoeaHue ayano/s...

@) Yrposa 6e3onacHocTn

PucyHok 7.105 — Pasgen rmaBHoro meHio «besonacHocTb»

7.10.1 NMoppaspen meH «CtaTyc 6€30nacHOCTU»

Mogpasnen MEHI0 «Cratyc 6esonacHocTn» npeaHasHa4vyeH
OS5 CKAHUPOBAHUA NOJSTHOM MHAopMauun o 6e30nacHOCTU YCTPOMCTBA B peEXMUME
peanbHOro BpemeHu. [oCTynHO CKaHupoBaHWe nonb3oBaTend W cnyxb6
(onpepeneHne COCTOAHUA  TeKywen KOHuUrypaumm pekoMeHgaumsm) u
CKaHupoBaHuna moaynen 6esonacHocTu (NpoBepka paboTocnocobHOCTM Moaynen
6e3onacHoOCTN, KpoMe MPOBEPKM aKTUBHOCTW). VIHTepdenc npeacraBneH Huxe
(PucyHok 7.106).

[Mpv BO3HUKHOBEHUM Yrpo3bl 3HAYOK BbIAENAETCH OpPaHXEBbIM LIBETOM,

3eneHbIM — Npu ncnpaesHou paboTe.
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@ Craryc 6esonachocT

lv & Craryc 6e3onacHoctn

G CayxSul CHaHMPOBaNME MOAYNER 6E30NACHOCTH NIOMOTAET OAYMMTH TOAHBIE CBEAEHMR O COCTORHMW YCTDORCTE B PEXWME PEbHOTO BPEMEHN W MCIONBIOBATE YCTPOCTEO FOPSIA0
Bonee Gesonaciin ciocoBom

© 3awwra ot arak
S 3aupra ot arak BPeMA NOCAEAHErD CraHMpoBaNws: 2023-11-22 09:01:47

PucyHok 7.106 — lNoapasaen meHto «CtaTyc 6e3onacHOCTU»

7.10.2 Noppaspen MmeHO «CnyXobi»

Mogpasgen MeHw «Cnyxbbl» CTPYKTYpHO WMMeeT [Be BKMagku
Ans HeobxoaMmoro  KoHdurypupoBaHma napameTpoB: «802.1x», «HTTPS».

NHTepdenc npeactasneH Hmxke (PucyHok 7.107).

EI=IE) (P-xamepa be3zonacHocTb

| PI/IcyHOK 7.107 — Moapaszgen meHo «Cryx0Obi»
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Bknagka «Cnyx6bi: 802.1x»

Bknagka «Cnyx0Obl: 802.1x» npegHasHadeHa [Onga npocMmotpa W
ynpaBneHus napameTtpamu paboTbl BuOeoKamepbl B pamMkax Afs OCHOBHOIMO W
ABYX [OOMONHUTENbHbLIX BWOEOMOTOKOB MO ceTeBOMYy npoTokony «802.1x»,
npegocTtaBnsieT AOCTYn K yripaBneHuto napameTpamu 3aLLUUThI
OT HEeaBTOPM30BaAHHOIO 4OCTYNa K Buageokamepe, K ID un doyHKunam Bnageokamepbi.

NHTepdoenc npencrasneH Huxe (PucyHok 7.108).

802.1x HTTPS

802.1x npeacrasnner coboi ceTesoi NPOTOKOA, KOTOPbIA 3dGEKTMEHO NpejoTEPaLLaeT A0CTYN € HECAHKLMOHMPOBaHHbIX XOCTOB.

Wma NIC NIC1

Bka. 9

Pexxim ayteHTMdM... PEAP

Mone3osatent none
Maponb essssseRRRRRRRRRRRRS

Ceptupurar CA { ]

OBHOBMTL Mo ymon4aHuw
PucyHok 7.108 — Bknagka «Cnyx0bl: 802.1x»

IEEE 802.1x peannayeT npoTOKON KOHTPONA AOCTyna u ayTeHTudukaumm,
KOTOPbIA OrpaHn4MBaeT npaBa MOOKITHOYEHUS HeaBTOPWU30BaHHbLIX KOMMbIOTEPOB
K ceTeBoMy |P-ycTponcTtBy Bugeokamepsbl. [lpoBepsieTcs Kaxgbli KOMMNbIOTEP,
KOTOPbIMA MbiTaeTCHa OTKPbITb MOpPT IP-ycTponcTBa BuAeoKamMepbl, nepen Tem Kak
TOT CMOXET BOCMNOSIb30BaTbLCA cepBucamu |IP-yctponcTea Bugeokamepsl.

PyHKUMN W OnanasoHbl  3HAYEHUA NapamMeTpoB NPUBEAEHbl  HWXKEe
(Tabnuua 7.33).

Tabnuua 7.33 — OyHKUMN N 3HAYEeHU napaMeTpoB BKNaakn « Crnyxobl: 802.1x»

MapameTp PyHKLUUA

Nmsa NIC Nmsa ceTeBomn KapThl.
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MapameTp PyHKLUA

BkntoyeHune/oTkno4eHne (pyHKUMM CETEBOro MpOTOKONa

Bron. 802.1x.

PEAP (Protected Extensible Authentication Protocol) —
3alUMLLEHHBIN paclMPAEMbIN NPOTOKON ayTeHTUduKaumn,
HEe MPUMEHSIeT crneumanbHbIX Mep OS5 3aluUThl CeTEBOro
obMeHa AaHHbLIMU 1 npeanonaraeT, YTo PU3NYECKNn KaHarn
Pexum CeTU  3alUMLLEH, CNYyXUT OIS YCUNEHUS  CTOMKOCTU
AYTEHTU(PUKALIA | EAP_npoToKona NHAOPMALMOHHOM 6E30MacHOCTMY.

TLS (Transport Layer Security) — npoTtokon 6e3onacHoCTU
TPaAHCMOPTHOIO YPOBHS, ObecneynBaloLMA  3aLLULLIEHHYIO
nepegavy AaHHbIX Mexay y3namu B cetn VIHTepHeT.

[Monb3oBaTenb JlormH aBTOPU3YyEMOrO NOsb30BaTess.

I'Iaponb I'Iaponb adBTOPN3yeMOro nosyib3oBaTesi4.

Ceptudpukat CA |[doBepeHHbIn cepTudumkar.

Bknagka «<HTTPS»

Bknagka «HTTPS» npegHasHadeHa AN npocMoTpa U ynpaslieHUs
napamMeTpamMu MoBbllWeHNs 6GesonacHoCcTM ceTeBon paboTbl BuAeoKamepbl
C UCnonb3oBaHMEM CeTeBbIX cepTudukaToB. VHTepdenc npencraBneH Huxe
(PucyHok 7.109).

802.1x HTTPS

L% noSbieriR GE30MacHOCTH CACTEMBI YCTPOVCTEO ACMXHO MoAY-MTs AOCTYN K cnyxéam: Web, ONVIF, RTSP, CGI no nporokony HTTPS(Basnpyercs
Ha ocrose TLS).

*BbiBepUTE CepTUIKaT YCTPOVCTEa Ynpasnetvie cepruduikatammn
No.  Wma  CepuiiHLIi HOMep cepTuduKaTa Mepuop Aeiicteuna None3osarent KeM euinyien Venonezyerea

1 66633566343930366630643231363939363134333636 2053-11-03 11:06:06 9HO3DC2PAG42B6% General Device IPC CA HTTPS, RTSP uepes TLS

OBHoBUTL Mo yMonuakuio CKauaTb KOPHEBOI CepTUPMKAT
PucyHok 7.109 — Bknagka «HTTPS»

HTTPS (HyperText Transfer Protocol Secure) — pacwumpeHme npoTokona
HTTP gna nogdepXkym WUdpoBaHUS B LENsX MNoBbiweHna 6e3onacHoCcTu

Ha OCHOBE TMPUMEHEHUs1 cepTudmkaToB ceTeBon 6HesonacHocTU. [laHHble
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B npoTokone HTTPS nepepatotcsa noBepx Kpuntorpaduyecknx npoTokonos SSL
unmn TLS. B otnuumne ot HTTP ¢ TCP-noptom 80, ana HTTPS no ymon4yanuto
ncnonodyetrca  TCP-nopt 443. Yt0o6bl  nogrotoButbCs K 06paboTke
https-coeanHeHnn, agMUHUCTPATOP OOSMKEH MOMNYYUTb U YCTAHOBUTb B CUCTEMY
cepTudumKaT OTKPLITOro Kntoya ans atoro Beb-cepBepa. CepTtudukaT OTKPbITOro
Knoya noatreepxaaeT NpUHaONEeXHOCTb OAaHHOrO OTKPbITOro Krko4va Bragenbuy
canta. CepTudukat OTKPbITOrO Kr4Ya M CaM OTKPbITbIM K4 MNOCLIIAKTCS
KNMWEHTY NpW YCTAHOBIIEHUN COEAMHEHUSA; 3aKpbITbIA  KIOY  UCMNOSb3yeTcsd

AN paclmngpoBKM COOBLLIEHNIA OT KIMEHTA.

7.10.3 MNoapaspen MeHO «3awmTa OT aTak»

Mogpasgen MeHw «3awmTta OT aTak» CTPYKTYPHO MMeeT TpWU BKNaLKK:
«CeTeBomn aKkpaH», «bnoknposka akkayHTay, «3awwmta oT atak DoS». NHTepdenc

npegcraeneH Huxe (PucyHok 7.110).

IP-kamMeps : MpocmoTtp be3zonacHocTe

® Craryc BesonacHocti CeTeBoOW 3KpaH EnokvpoBka akkayHTa 3awwTa ot atak DoS
@G Cnyx6bl

@ 3awwra or atak

CepTudumkar CA

8 Wwudpoeanue ayauo/e...

&) Yrpo3a 6ezonacHoct

PucyHok 7.110 — Nogpasgen MeHio «3almnTa oT aTak
Bknagka «CeTteBoMn 3KpaH»

Bknagka «CeTeBon akpaH» npegHasHadeHa Onga npocMmotrpa W
ynpaBneHus napametpamum pabotbl ceteBoro |P-counbTpa Buaeokamepsbl.
NHTepdenc npeacrasneH Huxe (PucyHok 7.111).

®dyHkumna IP-ounbTpa no3BonseT BbIMNOAHUTL HACTPOMKY Tak, YTOObI
nonb3oBatenu c onpegeneHHoiMn IP/MAC agpecamn mornv mmMeTb  [OCTynN
K ceTeBon Buaeokamepe. Ecnv BkMoUMTb UnbTp, TO AOCTYN K usgenuio dyayt

nmetb TOJIBKO nonb3oBatenu c gobasneHHbix agpecoB. MoxHO gobaeBnsiTb
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IP-agpec, gmanasoH IP-agpecoB munu MAC. O6patute BHuMaHue: CregyeT
3agatb MAC-agpec B O4HOM 1 TOM XK€ CErMEeHTE CEeTMW.

[NMonb3oBatenam 3anpewaetca ycraHasnmeaTb IP/IMAC-agpec yctponcTtea
B KayecTBe HagexHblx cantoB. lNposepka MAC moxeT 6biTb OEeWCTBUTESNbHOM

Tonbko Torga, koraa IP-agpec yctponctea u IP-agpec NK Haxogatcss B ogHOM

NoKanbHOM ceTw.

Pa3pewwns xocTy ¢ IP w1 MAC-aApecom U3 CleAYIOILEro Clucka AOCTYM K yKasaHHOMY MOPTY TEKYLUETo YCTpoiicTea
uepe: HoueHme.

PucyHok 7.111 — Bknagka «CeTeBOW aKpaH»

Bknagka «brnokupoBka akkayHTa»
Bknagka «brnokvMpoBka akkayHTa» npegHasHadeHa [Ons YCTaHOBKU
MNOMbITOK BXOA4a W BpemMeHun OnokupoBkn y4éTHoM 3anucn. WHTepdenc

npencrasneH Huxe (PucyHok 7.112).

MpumenuTs OB6HoBUTL Mo ymonyaHuw

PucyHok 7.112 — Bknagka «bnokupoBka akkayHTa»
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OyHKUMM  1©
(Tabnuua 7.34).

avanasoHbl  3HAYEeHUN napamMmeTpoB rnpmBegeHbl HWXe

Tabnuua 7.34— OyHKUMM M 3HAYEeHUs napamMeTpoB BKMagka «bnokuposka

aKKkayHTa»
MapameTp PyHKUUA
OwnGka MonbiTka BXxoga B cucTtemy. AKKayHT OyaeT BpeMEHHO
3abnokupoBaH nocne 5-30 HeygauyHbIX MNOMbLITOK BXoAa
aBTOpM3aLMn
B CUCTEMY.
Boems Bpewms, B Te4eHne KOTOporo Hemnb3st BOUTU B CUCTEMY NOChe
P nocrnegHen NonblTkM  Bxoda. 3HadeHWe napameTpa
61OKMPOBKM
B Anana3oHe oT 5 ao 60 MuH.
BkritoueHue BkritoueHne/oTkNoYeHe NpoToOKONa CeTEBOro ynpaBeHus.

Bknaaka «3awuTta ot atak DoS»

Bknagka «3awurta ot atak DoS» npeaHasHadeHa ans 3awmtbl oT DOS

atak. IHTepdoenc npencrasneH Huxe (PucyHok 7.113).

«3awmTa ot SYN aTtakm» — 3awuTa ot atak ¢ nepenosiHeHnem SYN.

«3awmta ot atak ICMP atakm» — 3awurta oT atak C nepenofiHeHneEM

ICMP.

CeTeBon 3KpaH

JawwmTa ot SYN atak

bNoKMpOBKa aKKayHTa 3awwmTa ot atak DoS

C I

ECav 2n0yMBILWAEHHWK OTNPAEBUT NOBTOPAKWMECA coobLeHna SYN Ha yCTPOICTED, 3TO MOXKET NPUEECTU K CEBOH M3-3a
NOABAEHWA MHOTOYMCAEHHBIX NOAYOTKPBLITEIX coeguHedin TCP. B caydae ataku ¢ nepenondedmem SYN ycTpoAcTeo byget
33WWLLATECA MYTEM OTMEHbl NEPBOTo COOBLLEHUS.

3alumTa oT atakuv C NEPENCAHEHWEM ... C)

Ecauv 3n0yMbILNEHHWK OTNPABMT O4eHb Bonbluoe koandecTeo nakeTos ICMP Ha ycTpofcTBO, 3T0 MOXET NPUBECTH K
CBOK W3-3a NEPErpy3KKU BeIYMCAUTENEHEIX pecypcoe. B cayuae atakm ¢ nepenondedunem ICMP ycrpoicTeo Byaet
33 MLLATECA NyTeM dMABTpauMK coobuteHnin ICMP.

MpumenuTs O6HoBuTL Mo ymon4anuio

PucyHok 7.113 — Bknagka «3awmta ot atak DoS»
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7.10.4 Noppaspen meHo «Ceptuchmukar CA»

Mogpasgen meHwo «Ceptudumkat CA» CTPYKTYpHO UMeeT OBe BKNaKu:
«CepTudukat ycrtpounctea», «[osepeHHble cepTudukatel CA». WHTepdenc

npeactasneH HWxe (PucyHok 7.114).

[MpocmoTp besonacHocTb

®© Craryc GezonacHocTn CepTUdMKaT YCTPOMCTBa JoeepeHHble cepTudukatsl CA

2 Cnyx6hl

@ 3awwra ot atak

[E] Ceprudwmkar CA

B WundposaHwe ayamo/s...

& VYrposa BesonacHocTi

PucyHok 7.114 — MNopgpasaen meHto «Ceptudumkat CA»
Bknagka «Ceptudmkart yctponuctsa»

Bknagka «Ceptudmkat ycTpoucTBa» npedHasHavyeHa [Ans co3gaHus
ceptudmkata wunu gna Mmnopta CTOPOHHEro cepTudukata Ha yCTPOMCTBO.

NHTepdeinc npencrasneH Huxe (PucyHok 7.115).

@ Craryc besonacocmi Ceprudukar yerponcrea Mosepenttie cepwpukars CA

Ceprndwxar ABARETCH AOKA3ATEALCTBOM NSFANLHOND CTATYCA YCTPORCTBA. HaNpUMep, CepTnMKaT yCTPORCTBa NPOBEPRETCR, KOTA Bpay3ep NOAKNINAETCA K YCTPORCTBY no npatoxoy HTTPS.

Yetanosuts ce priduKar yCTpoRcTea BXOJ\ 8 PeXMM PEAIKTUPOBANUA

No. . Cepuitkuin HOMep cepTn n G e fra— " curun:"u Mo ymon hr:nm !'n:ul

B Wwposanme ayano/s.. Do) L o
666335663439303666306

© ¥rpoa GesonackocT i 432313639393631343336  2053-11-03 11:06:06

36

9HOIDC2PAGA2B6  General Device IPCC  HTTPS, RTSP uepes

o A s NocToanHas &

PucyHok 7.115 — Bknagka «CepTudumkat ycTponcTa»

KHonka «YcTaHOBUTL cepTudukaT YCTPOUCTBA» CIYXUT ANS CO34aHus
ceptudukata, [Ona uMnopta LOOBEpPeHHOro ceptudukata nyteMm Co3gaHus
3anpoca A5ig OTApaBKM B LUEHTP cepTudukaumm M mMMmnopta BO3BPaALLEHHOIO
N3 ueHTpa cepTudumkaummn ceptudukat. Ceptudumkat MOXKeT ObITb MCMOSbL30BaH,

Hanpumep, npun nogknoyeHnn no HTTPS (PucyHok 7.116, PucyHok 7.117).
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Cheayrowmia war m

PucyHok 7.116 — Bknagka «CepTudukat ycTponcTear»: YCTaHOBKa cepTudukarta
yCTpouncTBa, war 1

PucyHok 7.117 — Bknagka «CepTudukat ycTponctear»: YCTaHoOBKa cepTudukarta
yCTponcTBa, war 2

Bknaaka «[JoBepeHHble cepTucpukatbl CA»

Bknagka «[JoBepeHHble cepTudukatel CA» npegHasHavyeHa gns nmnopra
AOBEPEHHOro cepTtudunkaTa Ha ycTpoucTso. WHTepdenc npeactaBneH Huke
(PucyHok 7.115).

© Crarye 6esonacHocTi
B Cnyx6el o

oBepeHHEI cepTUdUKaT CA UCMO/IL3YETCA A1 NPOBEPKI MPABOBOT CTATyca XOCTa. Hanpuiep, cepTudukat CA 4O/ieH GhiTb YCTaHOBACH AR MPOBEPKM NOAMMHHOCTM B02.1X.
@ 3auuma ot atak

[0 Ceprugumar CA |

B Wugposanne ayano/s...

4d306d996ad71e69 2049-06-13 05:57:59 General Device IPCCA  General Device Root CA

© Vrposa GesonackocT
625c21264320135a 2050-05-23 06:18:27  General Device Root CA  General Device Root CA

PucyHok 7.118 — Bknagka «[JoBepeHHble cepTudmnkatol CA»
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KHornka «YcTaHOBKa [OBepeH

aoBepeHHoro ceptudukaTa (PncyHok

YcTaHoeka AOBEPEHHOTO

Mms

132

Horo ceptudukaTa» CryXuUT Ofs co3gaHus
7.119).

cepTUpuKarta

[MyTb K cepTUdUK...

He moxeT 6bITe NycTbim!

PucyHok 7.119 — Bknagka «[lose

peHHble cepTudukaTel CA»: YcTaHoBKa

[I0BEPEHHOro cepTndmrkara

7.10.5 NMoppaspen meHo «lUndposaHne ayamo/Bmnaeo»

Moopasgen meHw  «lWud

poBaHMe ayauo/Buaeo»  npeaHasHadeH

AnNs WnpoBaHNAa NOTOKa Yepes YacTHbIWM NpoTokon unn Yepes RTSP ¢ nomoubto

TLS. VHTepdenc npencraBneH HuxXe

MpoTokon KoHPNA. o6MeHa

B (]

TMoToKoBaA NepeAada WPPYETCA C MCNOALI0BaHNEM CEKPETHOMO NPOTOKO/a.

e 4MTECh, UTO NOA0BPAHHbIE YCTPOVICTEE MM MPOTPAMMHOE OGECTIEYEHIE NOALEPKMERRDT GYHK!
Y6 6] 61

Tun wngposarng AES256-OFB

Mepuoa o6roaeHm... 12 Yac (0-720)

RTSP yepea TLS

Bicn ( ]

MNepea nepepaqei notok RTSP WwndpyeTca ¢ MCNOAB3OBAHWEM TyHHERA TLS.

*YBeAuTeck, 4TO NOAOBPAHHbIE YCTPORCTER WA NPOTPaMMHOE OBeCTIeueHMe MOALEPHUBAIOT BYHKI

*BuiepHTe cepTHduKaT yeTpOiCTED

No. Mms  Cepwiirbiin Homep ceprudnkata

1 66633566343930366630643231363939363134333636

HHHH

(PucyHok 7.120).

o seLmposKi Buae0

LI ALIMPPOBKI BUAEO

nene ceptudvkatamn

Mepuoa AeiicTams Monssosatens Kem swinyuwen Ucnonsayetca

2053-11-03 11:06:06 GHO3DC2PAGA2B69 General Device IPC CA HTTPS, RTSP uepes TLS

PucyHok 7.120 — lNogpasgen meHto «lWndposaHne ayano/snaeo»

7.10.6 NMoapas3pen MeHIo «Yrpo3a 6e3onacHoOCTU»

MNogpasgen MEHI0

«¥Yrposa

©e3onacHocTuU» npegHasHayeH

ANS BKINIOYEHMS OTNPaBKM NpeaynpexaeHnst nocrne cbos cucteMbl 6e30nacHOCTH.

NHTepdenc npeactasneH Huxe (PucyHok 7.121).

=Y=]i[=]
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s @
MOHUTOPWHT COBLITHIA
B JoBEpeHHON Cpefe obHapyXeH cBoil Nporpammbl Araka "Tpy6oit cunoii” Ha ID ceaHca
TIpAIMOit B3NOM Uepes UHTEPHET BXOJ| B YUETHYIO 3aMMCh NPEEbILIAET 337 aHHbI AVANA30H EDEMEHM.
MNpeBbIWeHO A0NYCTMMOE YMCAO CECTUI Ataka "[py6on cunoi”™ Ha yuETHYIO 3annce
MpegynpexaeHie 0 6e30NacHOCTU MOXKET ONPEAENSTL COCTORHWE BE30NACHOCTU YCTPORCTEA B PEXMME PEANLHOTO BPEMEHI M HEMELNEHHO UHBOPMUPOBATL BAC O
COBBITMAX YTPO3 GE3ONACHOCTH, UTOBS! Bl MOTAY CEOSEPEMEHHO VX YCTPAHUTS 1 M3GEXET PUCKOS BE30NACHOCT
+[loBaBuTs peakuyo
TPeBOXKHbIA BbIXOA ]
3apepxka 10 cek. (1-300)
e— py—
PucyHok 7.121 — MNogpasgen MeHto «Yrposa 6e3onacHOCTU»
19
CDyHKLI,I/IVI M Onana3oHbl 3Ha4YeHUN MapaMeTpoB rNMpmMBegeHbl HWXe

(Tabnuua 7.35).

Tabnunua 7.35 — OyHKUMM U 3HAYEeHUs napameTpoB nogpasgena MeHw «Yrposa

6e3onacHoCcTn»
MapameTtp PyHKLUA
BkntoueHne BkntoueHne/oTKNio4YeHne MOHUTOPUHIa COObITUN.

OTtnpaBka Email

OTnpaBka yBeAOMIIEHUSA O TPEBOIM Ha 3MIEKTPOHHYO MOMTY.

TpeBOXHbIN BbIXOS,

YcTtaHoBKa TPEBOXXHOIO BbIXOA4a akKTBaLun TPEBOTINA.

3apepxkka

YcTaHoBKa BpeMEHW And 3adepXXKku nocre cpabaTbiBaHUS
TPeBOXHOro BbIxoga. MocTynHbiM  awnanasoH ot 10
c oo 300 c.
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8 HACTPOUKM

Pasgen meHwo «HacTtponkny n no3BongeT KOHQUrypupoBaTb BCe
napamMeTpbl U pexnmbl paboTbl BUAEOKaMepPbl B COOTBETCTBUN C NOTPEOHOCTAMM
nonb3oBaTtersis, a TaKkke UHTepPaKTMBHO NpefocTaBnATb MHOPMaLUMIO O cucTemMe
BuaeoKamepbl.

HacTtpowka BUOeoKamepbl ocyLecTBnaeTcd nocpeacTsoMm

MHTEePaKTUBHOrO yrpaBreHusl Yepe3 CTPYKTYpMpoBaHHOe MeHo (PucyHok 8.1).

PucyHok 8.1 — Pasgen meHio «Hactponku»

CTtpykTtypa pasgena «HacTtpowkn» npeacTaBrieHa HUXe
(Tabnuua 8.1).
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MyHKT MeHI0 MoanyHKT MeHIo Bknagka NMapameTp BKNagku
JlokanbHble napameTpsbl
NN SSA
N3obpaxeHne
Jkcnos3mumsa
®oH. 3acBeTKa
N306paxxeHne N306paxeHne banaHc 6enoro
[eHb/Houb
MK-noaceBeTka
Kamepa
MpoTnBoTyMaH
AFSA
Bugeo
Bupeo HanoxeHune
ROI
Ayawno
Ayawno
YnpaeneHve gannamm
TCP/IP
CeTeBon nopt
CeTb PPPoE
DDNS
9n. noyta
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MyHKT MeHI0 MoanyHKT MeHIo Bknagka NMapameTp BKNagku

UPnP

SNMP

Bonjour

MynbTukacT

ABTOperucTpaums

QoS

P2P

[MpoTokonbl goctyna |[ONVIF

RTMP

Hon. CepBuchl

TpeBOXHbIN BXOA

Owwnbka SD-kapTbl

Apyrue cobbitus Owubka coeanHeHms

[Mpobnembl ¢ NUTaHKEM

CobbITus O6HapyXeHue ABWKEHNS

Buaeo cobbiTnga 3akpbiTe 06bEKTMBA

N3meHeHmne cueHbl

AyanopeTtekums

Knaccudumkaumna o6bekToB

3anncb U XxpaHeHue
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MyHKT MeHI0 MoanyHKT MeHIo Bknagka NMapameTp BKNagku
O0bwue
Obwwme
[aTa n Bpems
lNonb3oBaTesnb
Aam. o pynna
nosib3oBartesien
ONVIF nonb3oBaresib
Cucrtema ABTOMYHKUUK
MmnopT/3kcnopT
O6cnyxuBaHue Mo ymon4yaHuto
[NakeTHbIN cHUdep
3anyck xypHana
O6HoBneHne
CucTeMHas NHdbopmaums 06 yctponctee
MH(OpMALS [Monb3oBartenu oHMamH
KypHan
XKypHan

YpaneHHbIn XXypHarn

8.1.1 MyHKT MeH0 «JloKanbHble NnapamMmeTpbI»

MyHKT MeH0 «JlokanbHble NapaMeTpbl» NO3BONsieT BblIOpaTb NPOTOKOM U

HaCTPOUTb NYTb K XPaHUNULLY ANns 3anucu n cHumka (PucyHok 8.2).
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IP-xamepa ] MpocmoTp Jlokan. napameTpbl

MNMapameTptl BocnponsEegeHUs

Mpotokon (®) TCP nopt UDP nopt MynsTukact
3anucm
Buaeo C:\Users\denisova\WebDownload\LiveRecord 063op
Buaeo c apxvBa C:\Users\denisova\WebDownload\PlaybackRecord 063op
Buageokann C:\Users\denisova\WebDownload\VideoClips 063op
CHUMKM
CHUMOK C:A\Users\denisova\WebDownload\LiveSnapShot 0630p
CHWMOK C apxvBa C\Users\denisova\WebDownload\PlaybackSnapshot 063op

[pUMeHUTE OBHOBKUTL Mo ymonuauuo

PucyHok 8.2 — lNyHKT MeHio «JlokanbHble napameTpbi»

®OyHKUMM 1 ananas3oHbl  3HAYEHUN napamMeTpOB NPUBEAEHbI  HWXKe
(Tabnuua 8.3).

Tabnuua 8.2 — OYHKUMM U AManas3oHbl 3HAYEeHUIA MapamMeTpPoB MyHKTa MEHH0
«JlokanbHble napamMmeTpbl»

MapameTp PyHKUUA
[MpoTokon ceteBon nepegayn. Beibop 3HaveHus: « TCP nopT»,
[MpoTokon
«UDP nopt», «MynbTukacT».
3anucu YcTaHoBKa NyTU COXpaHEHUs 3anncu.
CHumMKM YcTaHoBKa NyTn COXpaHeHUs 3anncu.

8.1.2 NMyHKT MeHI0 «Kamepa»

[MyHKT MeHio «Kamepa» umeeTt Tpu nyHkTa: «MN3obpaxeHue», «Buaeoy,
«Ayano» ons KOHOUrypupoBaHUs HacTpoek Buaeokamepbl (cM. Pasgen rmaBHOro

MeHo «Kamepan).
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8.1.3 NMyHKT MeHIo «CeTb»

MyHKT MeHio «CeTb» no3sBonsieTr ynpaensaTb 6a30BbIMM  CETEBLIMU
HacTpouKkaMun BUAEOKaMepbl.

MyHkT wMeHo «CeTb» wMeeT TpuHaguaTb noanyHkToB: «TCP/IPy,
«CeteBon nopt», «PPPoE», «DDNS», «3n. nouta», «UPnP», «SNMPy,
«Bonjour», «MynbTukactMulticast», «ABTopernctpauusi», «QoS», «[l1poTokonbl
poctyna», «dononHuTtenbHble cepBUCBI». WHTepdenc npeactaBneH Hmke
(PucyHok 8.3).

Kaxaobin  nognyHKT  MeHK  OTKpbIBaeT BKNagKy KoHurypupoBaHuA
COOTBETCTBYHOLLMX napameTpos. CoxpaHeHue N HMUManunsauma
napameTpoB BKMAaAKWN BbINOSTHAETCHA Yepe3 WUHTEPaKTUBHYK MaHesNb COXpaHeHud

M MHULUManu3auumn HacTpoek aToi Bknaaku (PucyHok 8.4).

IP-xamepa ; MpocmoTp

IF TCP/IP TCP/IP

@ Certeeoit nopt

P PPPoE

@ DDNS

m

3In.nouyta

UPnP

SNMP

Bonjour

fd @ 0 06

MynbTukacTt

=

ABTOpErmcTpaums

@

QoS

£

lNpoTokoakl goctyna

[on. cepeuckl

PucyHok 8.3 — INyHKT meHto «CeTb»
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m OBHOBUTL Mo ymon4aHuw

PI/ICyHOK 8.4 — NaHenb COXpaHeHUnAa n nHnumnanmn3aumm HacTpoek

8.1.3.1 NoanyHKT MmeHo «TCP/IP»

MoanyHKT MeHo «TCP/IP» npegHasHadeH A5 NpocMOTpa U ynpaBneHus
napameTtpamu TCP/IP npoTokonos Buageokamepbl. WHTepdenc npencrasneH

Humxe (PucyHok 8.5).

IP-xamepa = MpocmoTp

IP TCP/IP | TCP/IP

@ Cetesoi nopt

WNmsa xocta IPC
P PPPoE
® DoNs ARP/Ping . @
B Snnoura NIC Mpoeoa(lo ymonu.) v
® uPnP Pexum (®) Ctatuu. DHCP
© SNMP MAC-agpec fc = 5 < 49 : 06 : f0 : d2
® Bonjour MpoTtokon IPv4 v
Oy MynbTikact IP-aapec 192 . 168 . 68 . 127 Tect
> A Macka nogcetn 255 . 255 . 252 . 0
ETOPErMcTpaLua
A s LWnto3 192 , 168 , 68 ) 1
o
OcHoeHOW DNS 8 ) 8 ) 8 ) 8
[ MMpoTokonsl goctyna
AnbtepH. DNS 8 ) 8 ) 4 ) 4

s /[on. cepeucel

m OBHOBUTL Mo yMoA4aHu

PucyHok 8.5 — lNoanyHKT meHto « TCP/IP»

Ecnu nnaHupyeTtca wucnonb3oBatb 0onee ogHoOM Buaeokamepbl, TO
TpebyeTcss CMEeHUTb HauvanbHbln IP-agpec wu3genust Ha nobon CBOOOAHLIN
A0 NOOKMOYEHNSA OpYrxX BUaeoKamep.

OYyHKUMM 1 OManas3oHbl  3HAYEeHUA  NapaMeTpoB MPUBEOEHbI  HUXE
(Tabnuua 8.3).
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Tabnunua 8.3 — OYHKUMM 1N gMana3oHbl 3HAYEHUN NapameTpoB MOAMYHKTA MEHHO

«TCP/IP»
MapameTp DYHKLUS
Mms xocTa Cnyxut  4Ons 3agaHna  CeTeBoro  MMEHW  YCTPOWCTBaA.
MoopepxmBaetcsa 0o 15 cMMBOSIOB.
ARP/Ping BkntoueHune/oTknoveHve PyHKUMA, YNPOLLAIOLLMX

obHapyXeHne kaMepbl B FIOKaIbHOM CETMU.

CeTeBas kapTa

[Mpy HanMuun Heckonbkux kapT Ethernet moxHO BbIGpaTb
ceTeBYyI0 KapTy 4NA KOHOUIypMpoBaHUS.

BoamoxHbl gBa pexunma: ctatudeckmn 1 DHCP. npu BbiGope
pexuma DHCP, IP-agpec ©ygeT nonydeH aBTOMaTU4ECKU

oT DHCP-cepBepa, nonb3oBaTenbckoe 3agdaHue |P/mackn
Pexnm noaceTu/Lso3a HEBO3MOXHO.
[Mpn BoIGOpe cTaTU4eckoro pexuma cnegyeT 3ajaThb
IP/macky nogcetw/wnos.
MAC-agpec OTtobpaxeHne MAC-agpeca yCcTponcTBa.
[MpoTokon Cnyxut gna Bbibopa Bepcun npotokona IP (IPv4, IPv6).
Cnyxut ans Bbibopa Bepcum npotokona IP (IPv4 unu IPv6).
IP Bepcusa y
BoamoxxeH BbIbop IP-agpeca 3aTux ABYX BEPCUMN.
Beeante cooTtBeTCcTBYWOWME UNPPLI, YTOOLI U3MEHUTH
IP-agpec IP-agpec v 3atem 3aganTe COOTBETCTBYIOLLYHO  Macky

noaceTu n W3 Nno ymoJi4aHuto.

Macka nogcetu

YcTaHaBnmMBaeTCcs B COOTBETCTBUM CO CTPYKTYPOW CETW.

LLinto3

CeTeBOM LWIMO3 [OOMKEH HaxoguTbCA B OOHOM CermMeHTe
c IP-agpecom.

OcHoBHo DNS

IP-agpec cepBepa DNS.

AnbTepHaTUBHbLIN
DNS

AnbTepHatusHbIN IP-agpec cepBepa DNS.
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Mpun cmeHe IP-agpeca npou3onaeT nepenogknoveHne Beb-uHTepderica

MO HOBOMY afpecy.
8.1.3.2 NoanyHKT meHto «CeTeBOU NopT»
MoanyHKT MeHo «CeTeBOM MOpPT» MpedHasHadeH And npocMoTpa

M ynpaBneHust napameTpamMu MOPTOB MNOAKMNIOYEHUs Buaeokamepbl. MHTepdelic

npeactasneH HWxe (PucyHok 8.6).

IP-kamepa ; MpocmoTp

IR TCR/IP

Makc. nogrntode... 10 (1-20)
@ Cetesoi nopt

TCP nopt 37777 (1025-65534)
P FPPPoE

UDP nopt 37778 (1025-65534)
&® DDNS

HTTP nopt 80
B Zn.nouta

RTSP nopt 554 RTSP ccbinka

® UPnP
HTTPS nopt 443

© SNMP
m OBHOBUTE Mo ymonyaHu

@ Bonjour

PucyHok 8.6 — NoanyHKT meHo «CeTeBon NopT»

BHMMAHWE!

0~1024, 37780~37880, 1900, 3800, 5000, 5050, 9999, 37776, 39999,
42323 aBnATCA cneuyuanbHbIMKM rnopTtamMu. [lonb3oBatenb He MOXET
UX N3MeHATb. KM3berante WUCNONbL30BaHUA 3HAYEHUM MO YMOSTYAHUIO
ApYyrux nopTos.

®PyHKUMM 1 AnanasoHbl 3HAYEHUN MNapamMeTpPoB MPEACTaBIEHbl  HUXE
(Tabnuua 8.4).

Tabnunua 8.4 — OyHKUMM 1 OMana3oHbl 3HAYEHUA NapaMeTPoB MOAMNYHKTA MEHHO
«CeTeBoun nopT»

MapameTp PyHKLUUA

MakcumanbHoe | MakcumanbHoe 4yncno NOAKTHOYEHUN ans ogHoro
KONMM4yecTBO ycTponctea. 3HayeHne HaxoamTca B gumanasoHe ot 1 go 20
nogknodeHnn | (no ymonyanumio 10).
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MapameTp PyHKLUUA

IdnanasoH noptoB coctaBnser 1025~65534. 3HayeHue
TCP lNopT no ymonyanuto 37777. BoO3MOXHO, BBECTU AOEUCTBYHOLLUNA
HOMep nopTa nNpu Heobxo4MMOCTN.

IdnanasoH noptoB coctaBnser 1025~65534. 3HayeHue
UDP lMopT no ymonyanuto 37778. BoO3MOXHO, BBECTU AOEUCTBYHOLLUNNA
HOMep nopTa nNpu Heobxo4MMOCTN.

HAvana3oH nopta coctaBnaer 1025~65524. 3HayeHune
HTTP MopT no ymon4yaHuto 80. Bo3amMoXHO, BBECTU OENCTBYIOWMUIA HOMEP
nopTa npn HeO6XoANMOCTN.

3HaveHne no ymonyaHuto 554. OcrtaBbTe MyCcTbiM, ecnu
ncrnonb3yeTe HaCTPOWKY MO YMOMYaHUIO.

[Monb3oBartenu, ncnonbaywowme Quick-Time unn VLC, moryt
RTSP Mopt BOCMpPON3BOaANTL  cnegywowme dopmatbl. s KOHTPOss
B peanbHoOM  BpemeHn B opmate URL  Tpebyetca
paboTalowmin B peanbHOM BpeMeHu cepBep meana RTSP,
HOMep KaHana, Tun noToka [ABOWYHbIX curHanos B URL.
MoxeT noTpeboBaTbCa UMs NONb30BaTENSA U Naposb.

INnana3zoH nopta coctaBnaer 1025~65524. 3HayeHune

Mopr RTMP no ymonyaxHuio 1935.

[MopT cBaA3n no npotokony HTTPS, ananas3oH cocTtaBnser

HTTPS Topt 1025~65534. 3Ha4veHne no ymonyaHmio 443.

8.1.3.3 NoanyHKT MeHo «PPPOE»

MoanyHKT MeHio «PPPOE» npegHasHayeH M4 BKNHOYEHUSA/OTKITHOYEHUS
PPPOE aBTopusauum ansaceteBon paboTbl Buaeokamepbl. WHTepdenc

NO KOHOUIypMpoBaHUIO NapameTpoB npeacTtasneH Hxke (PucyHok 8.7).
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IP-xamepa ; MpocmoTp

IP TCP/IP

Brn. C’

Monb3oeatens nong

0P Certeeoi nopt

P PPPoE

I'Iaponb SO0 BBRORRRORORRROS

m OBHOBWTB Mo ymonyaHuo

PucyHok 8.7 — lNoanyHkT meHo « PPPOE»

@ DDNS

B 2n.nouta

[lna ncnonb3oBaHus npotokona «PPPoOE» BBeaute B MHTepdence ums
nonb3oBatensa PPPOE nogknioyeHns v naposie Nosnib3oBaTesisd, MNofyyYeHHble
OT NpoBanaepa WHTEpPHET-yCrnyr, 1 paspewuTte BKNYeHnem dyHkumio PPPOE.
CoxpaHuTe TeKyLune HACTPOMKM U BbINOSTHATE nepesarpy3ky YCTPOWCTBa, YTOObI
aKkTmBupoBaTb HacTpoumku. [locrne nepesarpys3km YCTPOUCTBO COeAUHUTCH
c Internet no npotokony PPPoOE. IP-agpec MOXHO nonyuYnTb B uHTepdence
ceTeBOro pocrtyna, B KonoHke I|P-agpeca. Ecnim PPPOE BknwoudeH, cnegyet
3anpetutb UPNP.

O6paTtute BHMMaHME: HeObXoOMMO CcHayana BOWTM B NOAMYHKT MEHIO
c IP-agpecom Tekylwiero yctpomctea. [OCTyn K KITMEHTCKOM CTOPOHE BO3MOXEH
yepes aToT agpec. Npu ncnonb3osaHum PPPOE Heobxoaumo B nognyHkte TCP/IP
N3MEeHUTbL napameTpbl |IP-agpeca, Mackum MoAceTU U LWNK30B B COOTBETCTBUMU

C napameTpamu, NpeaoCcTaBneHHbIMU NPpoBanepoM.

8.1.3.4 MNoanyHKT MeHr0 «DDNS»

MoanyHkT meHio «DDNS» npegHasHadeH A5 npocMoTpa U yrnpasrieHus
napameTpamu paboTbl BUOEOKaMepbl C BHEWHUM cepBepoM  «DDNS».
NHTepdoenc npencrasneH Huxe (PucyHok 8.8).

DDNS npegHa3HadeH OnNg COeQUMHEHUA pPasinyHbIX CepBEpOB B LIENAX
nosiydeHns OocTyna K Bugeokamepe yepes cepsep. Heobxogmumo 3antm Ha cant
COOTBETCTBYIOLLEN CMYXObl  AN15 NONydYeHUnss OOMEHHOr0 MMEeHW W anee

OCYLLEeCTBMNATb [OOCTyn Kcucteme 4epe3d pgomeH. DDNS pabortaer paxe
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npu cmeHe  BHewHero  |P-agpeca. Ecnn  ycTponctBOo  nogkntoyaeTtcs

kK 6ecnpoBoaHou JIBC, cneayeTt 3anpetnts UPNP.

EI==] IP-kamepa

Mpocmotp

IP TCP/IP

@ Ceteeoit nopt

P PPPoE

& DDNS

B Zn.nouta

@ UPnP

© SNMP

® Bonjour

Tun NO-1P DDNS v (D

Cepeep dynupdate.no-ip.com
[JoMmeHHOe UMA none Tect

Monb3oeatens noneg

I'Iaponb SRR RORORRRRRORS

Mepwog 06HOBN... 1440 MUH. (1440-2880)

MpumeruTs OBHOBWTL Mo ymonyaHuo

PucyHok 8.8 — lNoanyHKT meHo « DDNS»

DDNS MoOXeT ucnosnb3oBaTbCA OS89 AMHAMUYECKOrOo OOHOBIIEHUSA CBS3U

mexay umeHem gomeHa Ha DNS-cepBepe 1 BHewHUM IP-agpecom Buaeokamepbi

B cuTyaumn, korga IP-agpec yctponcTtBa MeHdaeTca yacTto. [NogkniodeHne DDNS

rapaHTupyeT nosjib3oBartesidiM BO3MOXHOCTb MOAKITHOYEHUA KyCTpOVICTBy yepes

AJOMEHHOE UMA.

(DyHKLI,I/II/I N AnanasoHbl 3HAYEHUN napamMeTposB npeacrtaBrieHbl HWXe

(Tabnuua 8.5).

Tabnuuya 8.5 — q)yHKLI,I/IVI WU aManasoHbl 3HAYEHUN napamMmeTpoB NnoAnyHKTa MeHHo

«DDNS»
MapameTp PyHKUMA
Tun cepsepa DDNS. 3HayeHne napametpa: « CN99
DDNS», «NO-IP DDNS», «Dyndns DDNS».
CopepxaHue 3Ha4YeHus:
Twn «CN99 DDNS»: Server address: www.3322.0rg;

«NO-IP DDNS»: Server address: dynupdate.no-ip.com;
«Dyndns DDNS»: Server address: members.dyndns.org.

CepBep 3HadeHune agpeca no ymonyaHuio: dynupdate.no-ip.com.
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MapameTp PyHKLUUA

[lomeHHOEe nms Camoonpe,u,enﬂemoe nMm4a JOMEHa.

[Monb3oBaTernb ma nonb3oBartensa anga seoga npun BXxoae Ha cepsep.

I'Iaponb I'Iaponb nonb3oBaTtend and seBoda rnpun BXxoge Ha cepBep.

MNepuop

OBHOBMEHUS MNepuoa obHoBneHus oT 1440 go 2880 MUHYT.

[Mocne 3anonHeHus nHTepdenca Haxmmute «Tect» (PucyHok 8.9), 4ytobbl
noaTBEpANTb YCMELLHYIO pernctTpauuio JOMEeHHOro uMmeHu. Ecnv ata nposepka
He BygeT ycnewHon, To HeobxooMMO MPOBEPUTb MNPaBUITLHOCTb 3anoOSfIHEHMS
NHOPMaLUUKN O JOMEHHbBIX MMEHAaX, OMUCTUTL «KALW» NamATb Opaysepa. Ecnu aTa
npoBepka BbIMNOJSTHEHA YCNELLHO, TO NapameTpbl HY>XHO COXPaHUTb,

Ha)kxaB Ha KHorMKy « CoOXpaHUTb.

Tun NO-IP DDNS o

Cepeep dynupdate.no-ip.com

JomeHHoe Mms none
Monb3osatens none

Maponb seccceERRRRRRERRRROS

Mepwog 06HOEN... 1440 MKH. (1440-2880)

[pumenunTs OBHoBKNTDL Mo ymondaHuo

PucyHok 8.9 — lNoanyHkT meHio « DDNS»: Tect

8.1.3.5 MNoAnyHKT MeHI0 «3r1. noyTa»

MoanyHKT  MeH  «3n. no4yta» npegHasHadeH  Angd npocMoTtpa
N ynpaBneHnsa napameTpaMmn HacTPOMKM paboTbl BUOEOKAMEPbLI MO CETEBOMY
npotokonny SMTP 9nekTpoHHOM nouyThl. WHTepdenc npencraBneH Huxe
(PucyHok 8.10).
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IP-xamepa ] MpocmoTtp

|P TCP/IP

Brn.
@ Ceresoi nopt ‘:)
= e SMTP cepeep none
ol
CeTesoi nopt 25
@& DDNS
AHOHMMHO
B 3n.nouta C’
® UPnp lNone3oBatens anonymity
al
e SNMP I'Iaponb SORRRRRRRRRRRRRRRR NN
@ Bonjour OTnpasnTent none
By MynsTukact Tun wudposaHua TLS(PekomeHayeTca)
[£ AsTopervcTpauus Tema ALARM + [ BnoxeHune
® QoS Monyuarens
[@ MpoTokobl gocTyna OTHeT O COCTOAH... ()
28 [Jon. cepBuce WHTtepsan 60 MuH. (30-1440)
m OBHOBMTb Mo ymon4aHuio
PucyHok 8.10 — [NoanyHKT MeH «3J1. noyTar
[Mpw ycTaHoBKe napameTpoB SMTP cepBepa Buaeokamepa,

No OOHapyXeH0 TPEBOMM WANM  WMHOFO KOHTpONUpyemoro cobblTnsa, cpasy
OTNpaBUT ANEKTPOHHOE coobLleHne nonydaTtento yepe3d SMTP cepsep, KOTOpoe
nony4yartesib Nony4uT npu Bxoae Ha SMTP cepsep.

OyHKUMM 1 OManas3oHbl 3HAYeHWW napamMeTpoB NpeacTaBrieHbl HUXe
(Tabnuua 8.6).

Tabnuua 8.6 — ®yHKUMM M gManas3oHbl 3HAYEHUN NapameTpPoB NOAMYHKTA MEHHO
«dn. no4yta»

MapameTp PyHKLUUA

SMTP CepBep |BBoa agpeca cepsepa.

3HayeHMe no ymonyaHuio pasHO 25. [Mpu HeobxoamMmocTu

MopT
€ro MOXHO U3MEHUTb.
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MapameTp PyHKLUA
[Mepekntovatenb anga pabotbl 63 aBTOopMn3aunm Ha cepeepe
SNMP. [lna cepsepos C Noaaep’KKomn doyHKLNK
AHOHUMHO aHOHUMHOCTH BO3MOXEH aHOHUMHbIN BXOA.
«bes aBTOpM3aLUNY He TpebyeT BBOAA NMEHN
nosib3oBaTesisi, Napons n ceegeHnin od oTnpasuTene.
MM nonb3oBaTtenia y4ETHOM 3anncu cepBepa dNeKTPOHHON
[Monb3oBaTesnb
NoYThlI.
Mapons [Maponb y4éTHOM 3anucu nonb3oBaTensa [And cepBepa
P 3NEKTPOHHOW NOYThI.
OtnpaButenb | Agpec 3neKTPoHHOW NOYThLl OTNpaBUTENS.

Tvn wndpoBaHus

MoxHo BblbpaTb SSL, TLS mnu He ncnonb3oBaTb AaHHYHO
dyHkumo (PucyHok 8.11).

O COCTOAHUN

Tema BBoa Tembl coobLueHus.
Cuctema MOXeT OTNpaBnsATb KapTMHKY MOMEHTanbHOro
«+» «-» CHUMKa. «+» — [o6aBuUTb BIIOXEHME, «-» — YyOanuTb
BNOXEHME.
BBoa aneKkTpoHHbIX agpecoB e-mail nonyyatens (He bonee
Monyyarternb
Tpex agpecos).
Otyer [ns paspeweHnss 3Ton (PyHKUMN HEODXOAMMO YCTaHOBUTb

donaxok.

NHTepBan

3HayeHMe WHTepBana OTMNPaBKM HaxoauUTCs B AnanasoHe
ot 30 oo 1440 cekyHA.

O6paTuTe BHMMaHuE: cuctema He oTnpaBnsieT coobLueHune

HemeaneHHo nocne BO3HUKHOBEHUSA TpeBoru.
Mpun akTMBaLUUN 3NEKTPOHHOrO COOOLLUEHNss BcneacTeune
TpPeBOrn, OOHapYXeHUss OBWXKEHUS WNU  aHOMarnbHOro

cobbITnSA, cuctema oTnpasnsdeT coobuieHne B COOTBETCTBUN
C 3aflaHHbIM MHTepBanoM. 3OTa YHKUUS O4YeHb MosiesHa
Npu akTMBauMM MHOIFOYUCNEHHbBIX COOOLLEHUN BCreacTene
aHoMarnbHbIX  CODObLITM,  KOrga  BO3MOXHa neperpyska
NOYTOBOro cepBepa.
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Tun wudposaHua TLS(PekomeHayeTcs)

None
SSL

TLS(PekomeHayeTcs)
PucyHok 8.11 — NMoanyHKT MeHKo « I1. noyTtax: LndpoBaHue

8.1.3.6 NoanyHKT MmeHo «UPNP»

MognyHkT mMeHw «UPNP» (Universal Plug and Play) npegHasHadeH
OS5 NPOCMOTPa U yrpaBfeHns napameTpaMmm HacTponkm paboTbl BUOEOKaMepbI
B obwen ceTn— aBTOMaTMYecKasi HacTpomKa CeTeBblX YCTPOMWCTB B CETSAX

nepegayvn gaHHbiX. MHTepdenc npeacrasneH Huxe (PucyHok 8.12).

IP TCP/IP

& Cereson nopt
P PPPOE
@ DDNS Cramyc Owmnékal

B 3anowia Pexim Nons3oearensckuin

U] No. Cyw6a TMpotokon BryTp.nopt Brew. nopt Cocroanme

© SNMP HTTP WebService:TCP 80 8080 Ownéxal

@ Bonjour TCP PrivService:TCP ETres mn Ownbkal
Jou
% Mynsmicact

RTSP RTSPService: <TCP 554 554 Ouwnbral
[4 AsToperncipaums

olellofelle]

1
2
3 uop PrivService:UDP 37778 37778 Ownbial
4
5

HTTPS HTTPSService:TCP 443 44323 Ownbral
@ QoS

PucyHok 8.12 — NMognyHKT meHio «UPNP»

UPNnP nosBonsietr yctaHoBUTb CBA3b Mexay JIBC u obuenoctynHom
ceTbto. B nHTepdence MoxHo fo6aBUTb, UIBMEHUTL UNKU yaanuTb anemeHT UPnP.
Ana UPNP Ha pa3Hbix mapLupyTusaTopax — crnegyeTt oTknounts UPNP.

BkntounB UPNnP, ceteBas Buaeokamepa OyaeT nogaepkuBaTb NPOTOKON
UPnP. Ecnn cuctema UPNP BknoyeHa Ha Bugeokamepe, TO B OnepaumoHHbIX
cuctemax Windows ata Bugeokamepa OyaeT HaxoguTbCA MOUCKOM B CETEBOM

okpyxeHun Windows.

8.1.3.7 MoanyHKT MeHO «SNMP»

MoanyHkT MeH «SNMP» (Simple Network Management Protocol)

noaaep>KnusaeT MPOCMOTP M ynpasreHne napameTpamMmym paboTbl BuOeOKamepbl
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C CeTblo

MO HWXKHEMY  YPOBHIO

(PucyHok 8.13).

EISIN=] IP-xamepa

MpocmoTtp

ceTn.

NHTepdenc

npeacTaBneH

Fd © 0 6 O

1 @ R

TCP/IP

CeTtesoi nopT

PPPoE

DDNS

Jn.nouta

UPnP

SNMP

Bonjour

MynbThkacT

ABTOpErMCTpaLma

QoS

MpoTokonkl goctyna

[on. cepeucel

Bepcua

SNMP nopt

YreHwe

3anucb

Trap agpec

Trap nopt

Toneko 4TeHue

Tvn aBTopHU3aLUN

Maponb

Tun wudposaHma

Maponb WndpoE...

Yrenune/3anmce

Tun aeTopU3aLun

Maponb

Tun wudposaHma

Maponb wWwdpoE...

161

public

Private

162

Public

V2 V3(pexomeHayeTcA)

MD5 (@) SHA

SO RRRRRRRORRRORES

(@) CBC-DES

CFB-AES

SO RRRRRRRORRRORES

Private

MD5 (8) SHA

SRR RRRBRRRRRIRIING

(8) CBC-DES

CFB-AES

SO RRRRRRRORRRORES

PucyHok 8.13 — NognyHKT MeHto « SNMP»

(1-65535)

(1-65535)

Mo ymonuaHuio

150

HWXe

MpoTokon SNMP (Simple Network Management Protocol) obecneuymBaet

CTPYKTYpYy ceTeBoro yrnpasJjieHnA HWXHUM YpOBHEM AOJ1A CUCTEMbI YyNnpaBlieHUd

ceTbto. OH MOXeT ynpaBnaTb yHKuMen SNMP B HacTpomke ceTeBOM CryxObl.

OH MOXeT Nony4YnTb COOTBETCTBYIOLLYIO KOH(UIYpaLMOHHYHO MHAOPMaLMO Nocre

NOAKIMOYEHUS K YCTPOUCTBY Yepe3 COOTBETCTBYIOLLMA MPOrpaMMHbIN MHCTPYMEHT.

[na paboTbl ¢ MOHUTOPUHIOM U ynpasrieHmem B SNMP HeobxogMMo yCTaHOBUTb

COOTBETCTBYHOLWMUA UHCTPYMEHT MH(POPMALMOHHON TexHonormm, Hanpuvep: «MIB
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Builder» (Bu3yanbHbIi NOCTPOUTESb CTPYKTYP AaHHbIX U moaynen MIB) wu

«MG-SOFT MIB Browser» (nporpamma, no3Bofsowas npocMaTpmBaTtb

nepapxuto SNMP MIB nepemeHHbIX B ApeBOBUAHON hopme).

(DyHKLI,I/IVI N AuanasoHbl 3HAYEHUN napamMeTpoB npeacTtaBiieHbl HWXeE

(Tabnuua 8.7).

Tabnuua 8.7 — OyHKUMKM 1 AManasoHbl 3HaYeHWI napameTpoB MOANYHKTA MEHH0

«SNMP»

MapameTp

PyHKUMA

SNMP Bepcus

NHTepakTuBHbIN NepekntodaTens Bepcnn SNMP.

SNMP vl — ycTpPOMCTBO BbIMNOSIHAET TOMNbLKO MNpPOLECChI
Bepcun vl SNMP (SNMPv1 — wn3HadanbHaa peanusaums
npotokona SNMP, paboTaeT c TakmMmm npoTOKONaMu, Kak
UDP, IP, CLNS, DDP u IPX);

SNMP v2 — yCTpPOMCTBO BbIMNOSIHAET TOMNbLKO MNpPOLECcChl
Bepcun v2 SNMP (SNMPv2 nepecmatpuBaeT Bepcuto 1
N BKMOYaEeT B cebs yIyyLleHns B obnactu
Npon3BOANTENBHOCTKN, Be3onacHOCTKN, KOHMAEHUNANBHOCTHU
N CBA3AX  MexXOy CeTEBbIMUM  MEeHeXepamu,  CITYXUT
Ans nonydeHns  60MnbWIOro  KonmMyecTBa  yNpaBnsAoLMX
AaHHbIX 4epe3 oauH 3anpoc. Bepcun SNMP v1 unv2
COBMECTUMbI AS151 O4HOBPEMEHHOIO NPUMEHEHMNS);

SNMP v3 — yCTPOMCTBO BbINOSHAET TOJNIbKO MNPOLECCHI
Bepcun v3 SNMP, Heobxoaumbl NOrvH U Naposib anga padoTbl
(Bepcum SNMP v1 wnv2 opgHoBpemeHHO ¢ SNMP v3
He npumeHaTca.  SNMP  v3  npuMHOCUT  U3MEHEHUS
B NpoTokon pgobaBneHvem Kpuntorpadouyeckon 3alumThl,
ABNAeTCA  YyNnyyweHueM  3a CYeT  HOBbIX  TEKCTOBbIX
cornaweHun, koHuenuun n TepmuHonornn SNMP).

SNMP nopTt

[MopT NpocnywmnBaHna NPOKCU-NPOrpaMmbl YCTPOUCTBA. IATO
UDP-nopT He ABngeTcsa nopToMm TCP. 3Ha4veHune
BapbupyeTca oT 1 go 65535. 3HayeHMe no ymonyaHuio —
161.
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MapameTp PyHKLUUA
Hoctyn SNMP Tonbko Angd dTeHuMda: noanepXmBaeTcs
YTeHune anga scex uenen SNMP, 3HavyeHue no ymonyaHuio «publicy.
TecT nogaepXMBaET TOSbKO «HOMepay, «BYKBbI», «_ » U «-».
Hdoctyn SNMP aongaJdreHma u 3anucu: nNoanepXmBaeTcs
3anucb ana scex uenen SNMP, 3HadeHMe no ymondaHuo «privatey.
TecT nogaepXunBaeT TONMbKO «KHOMepay, «OYKBbI», «_» N «-».
Agpec nonyyatena  uHdopmauunm  SNMP  noByLKu
OT NpoKcu-nporpamMmmbel  yctpoucTtea.  JloBywka  SNMP
Trap agpec npeactaBnsier cobon npokcu-cooblieHne, OTnpaBreHHoe
afMUHUCTPATOPY Kak BakHOe yBeOMSIEHME O COObITUM Unun
N3MeHeHue cTaTyca.
MopT SNMP noBywku. 3HayeHUs napamMeTpa B AnanasoHe
Trap nopt

oT 1 go 65535, c warom 1. 3HayeHue no ymon4yaHuio: 162.

Tonbko YTEeHME

Nmsi nonb3oBatens CnpaBamMu TOMbKO  ANS YTEHUs.
3anpeLlleHo BHOCUTb U3MEHEHNSI B KOHGUIypaLuio.

Twvin aBTOpu3aLmnun

[MpoTokonbl  ayTeHTUUKauMn.  3HaYeHud

«MD5», «SHA».

napameTpa:

Maponb

Maponb ona ayTeHTudmkauum, cogepxmnt 8 undp.

Tun wundpoBaHus

npOTOKOJ'IbI KOHCbVI,D,eHLI,VIaJ'IbHOCTVI. 3Ha4yeHus napamMeTpa:
«CBC-DES», «CFB-AES».

Maponb Maponb ans wudpoBaHnsa, coaepXxuT 8 umdp
LUNppoBaHN4 ’ '
UteHune/zannce | ma nonb3oBatensa ¢ npaBamMu Ansi YTEHUS 1 3anncu.

8.1.3.8 NMoanyHKT MeHO «Bonjour»

MoanyHKT MeHo «Bonjour» npeaHasHayYeH Anst NPocMoTpa U ynpaBneHus

napameTpamu paboTbl BUOEOKAMepbl MO CETEBOMY

npoTokony  Bonjour

MHOroagpecHown cnyxobl DNS aBTOMaTnyeckoro obHapy>XeHUsa CUCTEMHbIX CIyX0

n cepsucoB. NIHTepdenc npencrasneH Huxe (PucyHok 8.14).
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Bonjour wun3BecTHa Kak CeTb C HYNEBOW  KOHurypaumen, MOXeT
aBTOMaTu4eckn obHapyxueaTb [1K, ycTtponctso u cepBuc B cetu IP. Bonjour
NcnonbL3yeT npoTokon IP € NpoOMbIWNEHHBIM CTaHA4apToOM, 4YTOObl MO3BOMUTL
ycTponctBaMm obBHapyxmBaTb Opyr Apyra aBTomaTtudecknm 6e3 BBoga |IP-agpeca
nnn Hactpomkn DNS-cepsepa. [locne Toro, kKak dgyHKums Bonjour BKnroyeHa,
ceTeBble Kamepbl OyayT aBTOMaTU4Yeckn obHapyXeHbl B onepaumoHHON cucTeme
N KNMEeHTe,  KoTopble  nogaepxusatoT  Bonjour.  Koroa — Buaeokamepa
aBTOMaTM4yeckn oOHapyxuBaeTcs Bonjour, oHa oTobOpaxaeT «Wmsa cepsepay,

HaCTpPOEHHOE MNMosb3oBaTeNIAMN.

IP-xamepa lNpocmoTtp

|IP TCP/IP
s »

Wwma xocta 9HO3DC2PAG42B69

m O6HOBWTL Mo ymonyaHuw

M@ Cetesoin nopt

P PPPoE

@& DDNS

B 3n.nouta

® UPnP

© SNMP

@ Bonjour |

PucyHok 8.14 — NoanyHKT MeHto «Bonjour»

8.1.3.9 NoanyHkT meHO «MynbTukacT»

MoanyHKT  meHw  «MynbTukacT»  npegHasHavyeH  And npocmoTpa
N ynpaeneHnsa napameTpamun paboTbl BuAeoKaMepbl B paMKax i OCHOBHOrO
N OBYX OOMOSTHUTESbHbLIX BUAEONOTOKOB MO CETEBOMY NPOTOKONy «MynbTukacTt»,
npegocrasnseT O0CTyn K yripaBneHuto napameTpamu HaCTPOWKM
napamMeTpoB rpynnoBon paboTtbl Buaeokamepbl. HTepdenc npeacrtaBneH Huxe
(PucyHok 8.15).
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1P TCE/R

@ Cereso nopr
P PPROE
@ DDNs

3n,
B 3nnowta 1P-azpec 224 1 2 4 (224.0.0.0-239.255.255.255) Mpotokon 1Pvd

© Upn? Ceresofinopr | 40000 (1025-65500) 1P-anpec 24 2 4 (2240.0.0-239.255,255.255)

© SNMP CetesonopT 40016 (1025-65500)

® Bonjour X
O6HosuTs Mo yMonuakm o

2 o |
PucyHok 8.15 — lNoanyHKT MmeHto «MynbTuUKkacT»

MHoroagpecHbln npoTokon MynbTukacT npeacraBnsieT cobon pexum
nepegadm nakeToB JaHHbIX. Ecnu cywecTtByeT HECKONbKO Beaywumx Y3JioB,
NPUHUMAKLWNX OAMHAKOBblE MNaKeTbl [OdaHHbIX, MHOroagpecHbI MPOTOKOS
npeaocTaBnseT Hany4Ly0 BO3MOXHOCTb A9 CHXKEHUS Harpy3ku kaHana wn LIT.
Benywimin y3en-uctodHUK MOXeT NPOCTO OTNPaBNATb LaHHble ANS TpaH3uTa. JTa
YHKUMS TakkKe 3aBUCUT OT B3aMMOCBA3M YNEHOB rpynnbl W rpynnbl BHELLUHUX
y3J10B.

PYHKUMN 1 ananasoHbl 3HA4YeHUW MNapamMeTpoB NpeacTaBrieHbl HWKe
(Tabnuua 8.8).

Tabnuua 8.8 — OyHKUMM M AnanasoHbl 3HAYEHUN NapamMeTpoB NOAMYHKTA MEHIO
«MynbTukacT»

MapameTp PyHKLUA

BkntoyeHue/oTkno4eHne doyHKUMM MHOroagpecHoro

Bkr.
npoTokosnia MyrnbTukacr.

[MpoTokon Cnyxut ansa Bblbopa Bepcun npotokona IP (IPv4, IPv6).

HAwnanasoH MHOroagpecHoro npoTokona 224.0.0.0~
239.255.255.255. 3HadeHne no ymon4aHuio Anst OCHOBHOrO

IP-
anpec notoka — 224.1.0.0, ANga AONOSNTHUTENBLHOIo noToka —
224.1.2.4.
MopT MHOroagpecHoro npoToKoMa.

CeteBori nopt | OcHoBHOW notok: 40000, gononHutenbHbin notok: 40016,
ananasoH: 1025~ 65500.
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[ns nonydeHnss  noTtoka  nocpeactBoM  MynbTukact  Heobxogum
Bugeonneep Aans notokosoro Bnaeo (Hanpumep, VLC nnenep). 3anpoc noTtoka
NpPOn3BOANTCS B cneayouwem dopwmare: udp://@IP: port, npumep:
udp://@ 224.1.2.4:40000.

8.1.3.10 NMNoanyHKT MeHIo «ABTOperncTpauma»

MoanyHKT MeHo «ABTOperucTpaums» nogaepXuBaeT MNPOCMOTP U
ynpaBneHne napameTpamu paboTbl Buaeokamepbl. WHTepdenc npencra.reH

Huxe (PucyHok 8.16).

IP-xamepa ; MpocmoTtp

IR TCP/IP

Bk, ()

Cepeep 0.0.0.0

M Cereson nopt

P PPPoE

CeTesoi nopT 7000 (1025-65535)
@ DDNS

ID ycTp-Ba none

MNpumennTb OBHOBMTL Mo ymon4aHuo

3n.nou4ta

m

UPnP

SNMP

Bonjour

f © 0 06

MynbTukact

ABTOperncTpauma

[

PucyHok 8.16 — NognyHKT MeHIo « ABToperncrpaumsi»

®OyHKUMM 1 AnanasoHbl 3HAYEHUN MNapamMeTpPoB NPEeACTaBIEHbl  HUXKE
(Tabnuua 8.9).

Tabnunuya 8.9 — OyHKUMM 1 OMana3oHbl 3HAYEHUA NapaMeTPoB MOAMNYHKTA MEH0
«ABTOperncTpaumsa»

MapameTp PyHKLUUA

Bkn. NHTepaKTMBHbIN BKNOYATESNbL/BbIKIOYATESTb OYHKLUMUMN.
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MapameTp PyHKLUUA

CepBep IP-agpec cepBepa ons nogknioyeHus:.

CeTteBon NOpPT [AONdA NOAKMNIOYEHUA K cepBepy. 3HadeHue

Cetesbie nopre! no ymonyanuto 7000, ananasoH: 1025~ 65535.

ID yctponctBa | oeHTudumkaumsa ycTponucTea.

8.1.3.11 NMoanyHKT MeH «Q0oS»

MoanyHKT MeH «QOS» npeaHasHadyeH And NpocMoTpa M ynpaBneHus
napameTpamMu KayectBa paboTbl BMAeOKaMepbl B CETU nepenayn OaHHbIX.
NHTepdrenc npepcrasneH Huxe (PucyHok 8.17).

QoS (Quality of Service) = wmexaHu3m ceTeBon  6e3onacHOCTU
Ans ycTpaHeHna npobrembl 3agepXek W ovepeden B MapLlipyTu3auum CceTw.
Ob6ecneunBaeT Ka4yecTBO OOCNyXMBaHUA CETEBOM nepedadn WMHgopmMauuu,
co3faeT  yBenu4eHwe  MNPOMYyCKHOWM  CNOCOBHOCTM  ceTeBOM  nepegayw,
CNoCODCTBYET YMEHbLUEHUIO 3aJepXeK B CeTeBOW nepefade, W yCTpaHEHUIo
noTepun nakeToB nepeaaym.

MapameTpel QOS [OOMKHbI  COOTBETCTBOBATb CETEBOW  MONUTUKE
Ha MapLlpyTusatope (ynpasndgeMoM KOMMyTaTtope, nogaepxusatwowem QoS).
OTO — TEXHONOorma Ans yperynuposaHus npobnem 3agepxek n 6yI0KMpOBOK B CETU
nT. N

DSCP (Touyka «koga AOnddepeHUMpPOBaHHbLIX  ycnyr)  3agaeTcs
ANS pasnuyeHnsa NakeToB AaHHbIX TakK, YTOBbl MapLupyTusaTop UM KOMMyTaTop
mMornn obecneymBaTb pasnuyarowmecsa crnyobl Ana pasnuyHbiX NaketoB. Torga
B6yaeT BO3MOXHO BbIOMpaTh pasfiMyHble o4epean B COOTBETCTBMM C MPUOPUTETOM
(64 ypoBHS nNpuopuTeTa) MNAKETOB U BbIOMpaTb MPOMYCKHYD CNOCOBHOCTL
ans kaxgon odepean. Cambln HU3KMA ypoBeHb — 0, cambl BbICOKUMU — 63. Takke
BO3MOXHO OTKIOHEHWE MK pasfiMyHbIX CKOPOCTEN MNPU CHWKEHUU MPOMYCKHOM

CNoCcoDHOCTU ceTw.
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IP-xamega 4 lMpocMoTp

IP TCP/IP

Buaeonotok 0 (0-63)
@ Cetesoi nopt

KomaHgb! 0 (0-63)

m OBHOBUTE Mo ymonyvanuo

P PPPoE

@& DDNS

m

Jn.no4ta

UPnP

SNMP

Bonjour

f © 0 @6

IMynbTukact
[ AsTopervcTpauusa
® QoS |

PucyHok 8.17 — lNognyHKT MeHi«QoS»

PYHKUMKN 1 3HAYEeHMs napameTpoB npeacTaBneHbl HUXKe (Tabnuua 8.10).

Ta6nuua 8.10 — OyHKUMKM M OManasoHbl 3HAYEHUI NapamMeTpoB NOANYHKTa MEHH0
«QoS»

MapameTp PyHKUMA

3HaveHne HaxoauTca B agmanasoHe oT 0 go 63. MapLpyTtumsaTop
[MpocMmoTp | Mnu KOoMMyTaToOp MOryT obecnevnmBaTb pasnmyatomnecs cry>kobl
Ansa pasnn4yHbiX NakeToB.

3HaveHune HaxoguTca B agvanasoHe oT 0 go 63. MapLpyTtmsaTop
KomaHga UM KOMMyTaTop MoryT obecnednBaTb pasnuyaromecs Crnyxobol
AnNs pasnn4yHbIX NaKeToB.

8.1.3.12 NoanyHKT MmeHro «lpoToKonbl gocTyna»

MoanyHKT MeHo «[llpoTokonbl goctyna» npefHasHayeH Anda npocMoTpa
N ynpasneHna napamMeTpamMnm HaCTPOMKW yaaneHHoro AocTyna C MOMOLLbHO
cepeuca P2P, BkntodeHus/oTknodeHnss ONVIF  aBTopmsaumm  yCTpoWCTBA,
nepenaym noTOKOBOro BMAEO C BMAeokamepbl no npotokonly RTMP. UHTepdenc

npencrasneH Huxe (PucyHok 8.18).
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IP TCP/AIP

@ Cetesoil nopt

P PPPoE

@ DDNS

B 3n.nouta

® UPnP

© SNMP

® Bonjour

& Mynbtvkact

[# ABTOpErucTpaLus

® QoS

[¥ Mpotokonel goctyna |

PucyHok 8.18 — lNoanyHKT MeHo «[1poTOoKOSbl 4OCTYna»
Bknaagka «P2P»

Cepsuc P2P (Peer-to-Peer, ogHopaHroBas ceTb) no3sonsieT ObICTpo u
0e3 CroXXHON HaCTPOMKM NoAKMoYNTL K Bugeokamepe komnbtotep (MK) wmnn
cMmapToH. P2P nossonseT yganeHHO NOAKMYaTbCA K U3LEeNno Yepes UHTEPHET
C MOBUNbHbIX ycTponcTB 1 K B yCnoBMsiX OTCYTCTBUSA BHELLUHEro CTaTUYECKOro

IP-agpeca (PucyHok 8.19).

IP TCPR/IP

@ Cereeoii nopt

P PPPoE Mocne BKAKOHEHWA GYHKLIMW W MOAKAHOHEHWA K CETH WHTEPHET Mbl BygeM coBMpaTe Takyto MHbopPMaLuD ob
ycTpoicTee, Kak IP-agpec, MAC-agpec, uMa 1 cepuiHelii Homep. CobpaHHan MHhopMaLUa UCNOoAb3YeTCA
@ DDNS WCKNO4NTENBHO ANA YAANeHHOro AOCTyNa K YCTRONCTBY. ECAN Bbl He COTNacHk! BIAHO4aTh 3Ty QYHKLWIO,

ybepuTe GpnaxoK B none.

B Sn.noura

® UPnP

S SNMP

@ Bonjour

0 MynbTvkact

[#£ AsTopervcrpauua

® QoS

[@ Mporokons goctyna | i e
PucyHok 8.19 — Bknagka «P2P»
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[nsa aktuBaumm cepsuca Haxmute «Bkn.», «CoxpaHuTtby, «OBHOBUTLY.
Ctatyc wuameHutcs Ha «OHnavH». [lpun HaxaTum KHonkn «CoxpaHuTby BCe
N3MEHEHNS NPUMEHATCA aBTOMaTUYECKN Be3 nepesarpysku.

MeToabl MOOKMIOYEHUS K BUAeOKamepe 4epe3 cepBuc P2P  onucaHbl

B pasaene 10 HacTosLLero pykoBoACTBa.

Bknaagka «ONVIF»

Bknagka «ONVIF» npegHasHadyeHa ang BknodeHusa/oTknodeHnss ONVIF
aBTOpU3aumn Buageokamepbl. MHTepdenc npeacrasneH Huxe (PucyHok 8.20).

ONVIF - 910 ceteBon npotokon. CTtaHOoapTHblE Uenn TUMNOBOro
npumeHeHna ONVIF — 3710 cBsA3biBaHME paboTbl B rpynne ceTeBblX YCTPOWCTB
OT pasHbIX NPOM3BOANTENEN.

B cootBeTCcTBUM  CO cCBOMMU  (PYHKLMOHASTbHbIMU BO3MOXHOCTSAMMU
Bugeokamepa c BkntodeHHbIM  ONVIF  ncnonb3yeT Heobxoaumblie TUMNOBbIE
ceteBble npodpunu ONVIF.

«S-nNpohunb» noaaepxumeaeT MOTOKOBOE ayamo W BUAEO, YrpasrieHue
napamMeTpamu NoToka U30bpakeHn N BELLLAHNS;

«C-npodoumnb» nogaepxvseaet CUrHanunsaumio, 61OKNPOBKMY,
pa3dnoKMPOBKMN NOMELLEHUN U T.M.;

«Q-npohunb» nogaepkuBaeT  YNPOLEHHble MeXaHU3Mbl HaCTPOWKK
YCTPONCTB, OBHOBMNEHUs MPOLUMBOK, paclumpeHHon 6GesonacHoctn, NTP, SSL,
MOHUTOPMWHT;

«G-npochunb» noggoepXxveaet B3aMMO4encTBme C CeTeBbIMU
Bugeopeructpatopamm NVR, cuctemamn ynpasneHna 3gaHusamm  u PSIM
(komnnekcHas cuctema 6e3onacHoOCTH), ynpaBreHne U KOHTPOSb 3anucu AaHHbIX,

nepegava aygmo n meta-mHopmaunu.
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MpuMeHnTL OBHOBWUTE Mo ymondaHwo

[@ Mpotokons! goctyna

PucyHok 8.20 — Bknagka « ONVIF»
Bknagka «RTMP»

Mpotokon «RTMP» npegHasHayeH anda nepegadv MNOTOKOBOro BUOEO

C Bngeokamepbl Yepes NHTepHeT. MHTepdenc npeacraBneH Hmxe (PucyHok 8.21).

IMNpumMeHuTL OBbHOBWUTE Mo ymonuaHmio

[2 MpoTokonbl goctyna

PucyHok 8.21 — Bknagka «RTMP»
={®] LD BOLID VCI-143 Bep. 4 AL|IP.202119.009 P3n o1 11.09.2024




BOLID VCI-143. Bepcusa 4. PykoBoacTBO MO 3KCnsyaTauum 161

Ons aktueaumn npotokona RTMP Haxmute «Bkn.», Bblibepute TuUn
nepefaBaemMoro BMAEOMNOTOKa, W TUM agpeca YCTPOWCTBa, Ha KOTopoe Oyaer
nepefaH BbIOpaHHbIN BMOEONOTOK. Ans agpeca «Non-custom» — Heobxoanumo
BBecTn |P-agpec ycTponcTBa, Ha koTopoe 6OyaeT nepegaH nOTOK W nopT
(owanasoH 3HaveHun: 0-65535). Ecnu Obin BbIOpaH nonb3oBaTeENbCKUA TUNM

agpeca, notpebyetcs BBectn «Custom Address» (QoMeHHoe Ums).

8.1.3.13 NoanyHKT MeH0 «[JononHUTENbHbIE CEPBUCHI»

MoanyHKT  MeH  «[JononHUTENbHbLIE  CEPBUCHI»  NpeaHasHadeH
Ans ynpasneHus ceteBbiMu npotokoniamm SSH, CGIl, ONFIF v gp. WHTepdeinc

npeactasneH HWxe (PucyHok 8.22).

IP-xamepa MpocmoTp

IP TCP/IP

SsH o
@ Cereeoi nopt
MroroagpecHelid/LUnpoko... (:)
P PPPoE
col @
@ DDNS
B 3n.nouta S ()
® UPnP Genetec cepenc ()
& SNMP Push-yeegomneHna Ha Mo... ()
@ Bonjour MNpoTokon koHgna. obMmeHa ()
% Mynetukact Pexcum ayTeHTUduKaumm 4...  Peskum BesonacHoCTH (peKoMeHAyeTcR)
[4 AsToperncTpauua
LDP @
® QoS
OnepaTMBEHOE pe3epEHOe ... C‘
[@ MpoTtokonsl goctyna
TLSV1.1 o
2% [Jon. cepeucel |
OBHOEUTE Mo ymon4anmo

PucyHok 8.22 — lNoanyHKT MeHto «[ononHuTeribHble CepBUCHI»

®DyHKLMM 1 3HAYEeHUA NapamMeTpoB NpeacTasneHsbl Huxke (Tabnvua 8.11).
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Tabnuua 8.11 — PyHKUMKM 1 AnanasoHbl 3HAaYEeHU NapamMeTpPoB MOAMNYHKTA MEHHO
«[JononHuTerbHbIE CEPBUCHI»

MapameTp PyHKLUUA

Mo3BonseT yganeHHo 6e3onacHoO yepes3 ceTb paboTaTb
C BMOEOKAMEPOM C KOMMbOTEPA 4Yepe3 KOMaHOHYH

SSH obonoyky, nepegasaTb MO LWUMPPOBAHHOMY KaHany
3BYKOBOW  MOTOK, BWAEOMNOTOK BuAeOHabNoaeHus,
oOHOBIEHNA.

MHoroagpecHbIn/ BkntoyeHue/oTkno4veHne Multicast/ Broadcast
LLinpokoseluaTenbHbIn | AN MHOroagpecHoro obmeHa BMAEeOonoToKaMn — Mexay
npodusb YyCTPOMCTBaAMN B CETM.

CrtaHgapT WHTepdpeiica, UCNONb3yemMoro Ans CBSA3M

CGl Cepsuc 9
BHELLUHen nporpaMmbl ¢ Beb-cepBepoMm.
OTpacneBon cTaHgapT, onpeaensarwmn npoTOKOSbI
ONVIE B3aMMOAENCTBUS CeTeBOro obopyaoBaHus (ceTeBble

BnaeoKamephbl, BMOeoperncTpaTopsbl n ,D,p.),
obecneymBaroLme COBMECTUMOCTb.

Genetec cepsuc NHTerpaums ¢ nporpammHbiM obecneveHnem Genetec.

Push-yBegomneHnus | BkrtoyeHune/oTknoyeHme MOOUMNbHBLIX
Ha MOOUMbHLIN Push-yBegomneHun.
[MpoTokon
LUngppoBaHne noToka C MCNOMb30BAHMEM 3aKPbITOro
KOHbmnaeHumanbHoro
NpoToKosa.
obmeHa
Bbi6op pexunma ayTeHTuukaymn: «Pexum
6e3onacHocTny, « COBMECTUMbIN PEXUMY.
Pexuim «Pexum 6esonacHocTH (pekomeHayeTcs)» —
Mcnonb3yeTcsi NpoBepKa ganaxecT-ayTeHTUduKaumm
ayTeHTudunkaumm y POBEP Aana y ¢puka

oCcTyna npun NnoAgkro4YeHnn K permctpaTtopy.
YaCTHOIo NpPoOTOKOJ1a a y P A P P Py

«COBMECTUMbBIN PEXUM» — UCMNOSb3YEeTCS, Koraa KrmeHT
He nogaepxvseaet NpoBepKy NOANMMHHOCTU
Aangxect-gocTyna.

BknovyeHne poctyna 4yepes npotokon Link Layer

LLDP Discovery Protocol (LLDP).
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MapameTp PyHKLUUA
OnepaTumBHOE
pe3epBHOe BkrtouyeHne/oTkNo4YeHne  pe3epBHOr0O  KOMMPOBaHUA
KonnpoBaHue XypHana.
XypHana
TLSv1.1 BkntoueHne npoTtokona wndgpoBanma TLSv1.1.

8.1.4 NMyHKT MeHI0 «CoObITUAY

[MyHKT MeHio «CobbiTuUs» npegHasHadeH ans NPpocMoTpa U ynpaBfieHUs
napamMeTpamu CoObITUIA TPEBOI U peakuui Ha HUX (CcM. Pasgen rnaBHOro MeHro

«CobbITUAY).

8.1.5 MNMyHKT MeHI «3anncb U XpaHeHUue»

nyHKT MEHI «3anucb N XpaHeHune» rnpegHa3HadYeH AOn4d OTO6pa)KeHMFI

nHgopmaumm o SD kapTe. NHTepdbenc npencrasneH Huxe (PucyHok 8.23).

PucyHok 8.23 — [NyHKT MeHI0 «3anucbh 1 xpaHeHue»

NHnymanunsaumsa napamMeTpoB BKIagku BbIMOJIHAETCA yepeas

NHTEPaKTUBHYIO NaHenb MHULManu3aumm HacTpoek 3Ton Bkragku (PucyHok 8.24).

DopMaTMpoBaHMe Tonbko 4TeHue YteHne/3anuce lop. 3ameHa OBHOBWUTL

PucyHok 8.24 — NaHenb nHnymanmsaumm HacTpoek
8.1.6 NMyHKT MeHI0 «Cncremar

MyHKT MeHo «Cuctema» npegHasHadeH Ons NpOoCcMOTpa M yrnpaBneHus
6a30BbIMM CUCTEMHBIMW NapaMeTpamy Buaeokamepbl (cMm. Pasgen rnaBHOro

MeHto «Cnctemay).
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8.1.7 NMyHKT MeH0 «CnucremHas nHcpopmauma»

[MyHKT MeHo «CuctemHaa MHopmaumnay npegHasHavyeH ang npocMoTpa
CUCTEMHON WHOPMaUUK, a Takke Ans npocmMoTpa MHGopMauMm O CODbITUSX
CUCTEMbl W Nornb3oBaTendax OHManH. WHTepdenc nyHkta MeHw «CuctemHas
MHGopMaumnsa» uUMeeT [OBa noanyHkrta: «WMHdopmauusa 06 ycTponcteey,

«lMonb3oBaTenu oHNanHy». NHTepdenc npeacrasneH Huxe (PucyHok 8.25).

IP-xamepa =i MpocmoTtp CucremHan uHbopMaLwna

® Wudopmaywmsa ob ycrpo...

2 Tonb3osatenn oHAaRH

PucyHok 8.25 — INMyHKT MmeHto «CuctemHasa nHdopmaumns»

8.1.7.1 NMNoanyHKT MmeHto «UHpopmauua o6 ycTponctee»

MoanyHKT  MeHo  «MHdopmauuss 06 ycTponcTBe»  npegHasHadeH
Anga npocmoTtpa uHopmauunm o Bepcun cuctembl. NHTepdenc npeacrasneH

Hwke (PrucyHok 8.26).

IP-xamepa 1= CucremHan nHdopmavms

® Whdopmaums ob ycrpo... |
Mogaene ycTpoicTea VCI-143
R Tlonb3oBaTenn oHAaMH SN AE1221CPAGFAG3D
Aynuoexoj, 1
AynmoBbIXog 1
TpEeBOXHLIN BXOA 1

TpeBOXHbIA BLIXOS, 1

ONVIF sepcus 21.12(V3.1.0.1291548)

Bepcus V/3.120.100F000.0.R, Build Date: 2023-08-09
BeB-eepcua V5.01.0.1393657

Bepcus anroputma V2.12.08.1

Ba3opan sepcua 6e30MacHOCT Va3

Megmanneep H5Player V2.01.1

BOLID

PucyHok 8.26 — NMoanyHKT MeHto «MHdopmaums o6 ycTponctee»
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HasHayeHne napameTpoB nyHKTa MeHk «WHdopmaumna ob yctponcteer

npencrasneHo Huxke (Tabnuua 8.12).

Tabnuua 8.12 — HasHayeHne napamMeTpoB noAnyHkTa MeHw «/Hdopmaums
00 ycTponcTee»

MapameTp NMpumeyaHue

Mopenb ycTponctea | HasBaHue Bngeokamepbl.

S/N CepuiHbIn HOMEpP BMOEOKaMepbl.

Ayanosxopn/

KonnyectBo ayanoBxo40B U ayAnOBbIXOOO0B.
ayamoBbIxXo[ yA A yA A

TpeBOXHbIV BXOL/

o KonunyectBo TPEBOXHbIX BXOAO0B 1 BbIXOO4O0B.
TPEBOXHbIN BbIXO

ONVIF Bepcusa Bepcua npotokona ONVIF.

Bepcus Bepcusi cucteMHon «NpoLUMBKUY BUOEOKAMEPHI.

Beb-Bepcus Bepcusa Beb-uHTEepdenca sBuaeokamepbi.

Bepcus anroputma | Bepcus moayns BuaeoaHanuTukm.

BasoBas Bepcus | basoBasa Bepcus obecneveHms 6esonacHoCTH
BGe3onacHocTn BnaeoKamepbil.

Megwanneep

HSPIayer Bepcvm BCTPOEHHOIro Mmegumanneepa.

8.1.7.2 NMoanyHKT MeHo «lMonb3oBaTenn OHManH»

MoanyHKT meHto «lMonb3oBatenu oHNanH» npegHasHadeH Anga npocMoTpa
MHpOpMaUUM O TEKYLLUMX  MOAKNIYEHUsX K Bugeokamepe (Bce  OHNawH
nonb3oBaTenu Buaeokamepbl). NHTepdenc npeacrtasneH Huwxke (PucyHok 8.27).

[na obHoBneHna nHpopmaunm Bolbepete « OBHOBUTLY.
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© ViHgopmanus o6 yer...

A MMonb3osatenu onnaith

No. Monsacsatens Tpynna 1P-agpec Bpewn pabotel

1 admin admin 192.168.71.29 2024-02-09 09:35:12

PucyHok 8.27 — lNoanyHKT meHto «llonb3oBaTeny oHnanH»

8.1.8 MNyHKT MeHIo «XKypHan»

MyHKT MeH «KypHan» npegHasHayeH Ans npocMoTpa M apxuBauuu
MHGOPMaLMM O COOBLITUAX CUCTEMbBI, @ TaKKe ANA HACTPOeK yAarneHHoro XypHana
cobbiTun. TyHKT MeHo «XKypHan» cogepxuT pgBa nognyHkta: «XKypHany,

«YOaneHHbIn XXypHany. NHTepdenc npeactasneH Hmxe (PncyHok 8.28).

IP-xamepa i [lpocmoTp Kypnan

M KypHan

YnaneHHbIA XypHan

PucyHok 8.28 — IyHKT meHto «>KypHan»

8.1.8.1 NMNoanyHKT MeHIo «XKypHan»

MoanyHKT MeHo «KypHany npegHasHayeH Ans npocmMoTpa MHdopMaumm

0 CobbITUAX cucTembl. MHTepdenc npeacrasneH HUxe (PucyHok 8.29).

LINBPOBATS PIEPBHYIO KONWMIO XypHaTa

PucyHok 8.29 — lNoanyHKT meHo «>KypHan»

[nsa novcka cobbiTMA HEeOOGXoaMMO 3aJaTb BPEMEHHONW AuanasoH Moucka

(Bpems n gata oKoOH4YaHUAa 1 Havana) n BblbpaTb TN cObbITUS:
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«Bce» — Bce cobbITuS;

«Cnucrtema» — cobbiTua  pabotbl cucTeMbl (M3MEHEHME HaACTPOEK,
aHOMarbHbIN BbIXOA W3 CUCTEMbI, BbIXO W3 CUCTEMBI, 3aKpbiTue/nepesarpyska
YCTPOWNCTBA, nepes3arpyska n 06HOBNEHNE CUCTEMDI);

«OCHOBHbIE€ HACTPOMNKN» — UBMEHEHMNE/BOCCTAHOBNEHNE HACTPOEK,;

«MHdopmauma» — yganeHme gaHHbIX, 3aMeHa KapTbl NaMsaTh, U3MEHEHNE
ctatyca FTP, nsmeHeHue pexvma 3anucu;

«TpeB. coObITME» — NepeyeHb COObITUN, coaepXaluxcs B NOAMYHKTE
MeHto «CobbITua» (pasgen 7.6 HacTOoALLEro PyKOBOACTBA);

«3annucb» — OOCTyn K dparvnam, owmnbkn pgocTtyna K dannam, 3anpoc
dannos Buaeo3anncen N CHUMKOB;

«Agm. nonb3oBartenen» — cobbITUA aBTopM3aLMK, 3anuCb WU3MEHEHUN
NOfb30BaTENIbCKOrO yrnpaBneHns W BxoAda/Bbixoga MoNb3oBaTens U3 CUCTEMb,
nameHeHne/nobasneHune/yganeHmne nonb3oBaTens, BbIXO[ N3 CUCTEMBI,
pobaeneHvne/yoaneHme/nameHeHme rpynnbl;

«besonacHoCTb» — nepeyvyeHb COObLITUIA, COAEPXALLUMXCA B NOAMYHKTE
MeHo «be3onacHocTby» (pasgen 7.10 HacTosAwero pykoBoAcCTBa);

[1na BbINONHEHNSA NoUcKa nocne ykasaHusa BpeMEeHHOro nHrepsarsa novcka
n Bbibopa TuUna cobbITin HeobxoanmMo HaxaTb «[TOUCK».

[ns npocmoTpa nogpobHon nHopmauum o KaXaomMm HangeHHOM CcobbITUM

HeobxoauMo BbibpaTb ero ¢ MOMOLLLIO NPaBoKr KHOMKU Mblwmn (PucyHok 8.30).

No. Bpema Monezosatens Tun CeefeHna X

2023-12-01 11:15:04 dmi @
admin OXpaHeHie HacTpoek Bpewms 2023-12-01 11:14:39

2023-12-01 11:15:00 admin ‘CoxpaHeHWe HacTpoek
Tun Bxog

1
2
I 3 2023-12-01 11:14:39 admin Bxop, I
Copepxumoe  Appec: 192.168.71.39
4

2023-12-01 10:21:23 admin 3apaTs EpeMA HKyprana

Tun: Web5.0

5 2023-12-01 10:21:18 admin Bxoa

PucyHok 8.30 — NpocmoTp nogpobHomn nHdopmMaumnm 0 CUCTEMHOM COBbITUM

[Ons apxvBauun  oToOpakaemblx  pesynbTaToB Noucka  Heobxoaumo

BblOpaTb «ApXnBaums».
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8.1.8.2 NMoAanyHKT MeHI «YAaneHHbIN XXypHan»

MoaonyHKT MeHI «Y[aneHHblM XXypHan» npefocraBndeT  OOCTyn
K TexHonormm  «SysLog» — pasmelleHne CUCTEMHOro XypHana cobbiTun
Bugeokamepbl Ha yganeHHOM CeTeBOM XpaHunuwie no IP-agpecy w ceTeBbiM

HacTpourkam aToro xpaHunuwa. MIHTepdenc npegcrasneH Huxe (PucyHok 8.31).

IP-xamepa ] MpocmoTp XKypHan

M KypHan

B O
E YpaneHHbl ¥ypHan

Cepeep 192.168.0.108

CeTeBol nopTt 514 (1-65534)

N2 yc1-Ba 22 (0-23)

Bka.TLS @ |

Mepea nepegayen notok RTSP wudpyerca ¢ ucnonb3oBaHueM TyHHena TLS.

m OBHOBWTE Mo ymon4anuio

PucyHok 8.31 — lNoanyHKT MeHo «YaaneHHbIN XXypHany

OYHKUUM 1 3HaYEeHUs NapaMeTpoB npeacTasneHbl HUxe (Tabnuua 8.13).

Tabnuua 8.13 — PyHKUMN 1 AnanasoHbl 3HAYEeHU NapamMeTpPoB MOAMNYHKTA MEHIO
«YaaneHHbIN XXypHarn»

MapameTp PyHKLUUA
BknroueHue/oTknouyeHue HKL NN aneHHoro
BknoyeHune PYHKU yA
XypHana.
3HayeHune agpeca cepBepa Mo YMOJMYaHUIO:
Cepsep P pBep y

192.168.0.108.

[MopT noakntyeHus K cepsepy. 3HaYeHue HaxoauTcd
CeTeBou nopT B AMana3oHe oT 1 go 65534, 3HayeHne No YMOMN4YaHUIo:
514.
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MapameTp PyHKLUA

3HayeHne Haxoautca B AauanazoHe ot 0 po 23,

Ne ycTponctsa
3Ha4yeHue Nno ymosyaHuio: 22.

Bkn. TLS BkntoueHune/oTknoyveHme wndposaHus TLS.
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9 PEKOMEHOALIUU NO OBECIMNEYEHUIO
WHPOPMALIMOHHOU BE3OINMACHOCTH

Maponu v npowKnBKK yCcTpOUCTBa

[nsa noBbllWeHns  MHpoOpMaUMOHHONW  6Ge3onacHOCTM  BUAEOKaMepbl
HeobXxoOUMO WM3MEHUTb CTaHdapTHbIM  napornb goctyna. Wcnonb3oBaHue
HageXHbIX naponen obecnevymBaeT CHWKEHWUSI PUCKOB HECaHKLUMOHWUPOBAHHOIO
AocTyna K yCTpoOUcTBy. MamMeHUTb naposie MOXHO B Beb-mHTepdoence (Bknagka
«lMonb3oBaTenby). OBHOBMNEHME MNPOLUMBKU MUCMNONb3YeTCA C Lenblo yryylleHus
Npon3BOAUTENBHOCTK, YHKUMIN 1 ygobcTBa paboTbl YCTPOWCTBA, a Takke
ONS CHWKEHUS MHGOPMAaLMOHHON ya3BUMOCTU. OOHOBUTb MPOLUMBKY MOXHO
B Beb-nHTepdpence (Mogpasgen MmeHo «O6BHoBReHney»). Ckadatb hann

NPOLLUMBKN MOXHO Ha cauTe bolid.ru.

MU3meHeHune noptoB HTTP n TCP no ymon4yaHuio

N3meHeHne cTaHgapTHbix noptoB HTTP un TCP  (BKMAOYEHDI
MO YMOSYaHUI0). AT NOPTbl MOryT ObiTb M3MEHEHbI Ha Ntobo Habop HOMepOB
mexay 1025-65535. MameHeHne HOMepoB MOPTOB MOMOraeT CHU3UTb PUCK
HECaHKUMOHMPOBAHHOINO  [OCTyna K YCTPOMUCTBY 4epe3  obLuien3BecTHble

CTaHOapTHbIE MOpPThI.

Ucnonb3oBaHue HTTPS/SSL

HacTtponika SSL-ceptucdmkata gns skmodeHns HTTPS  (Bknagka
«HTTPS») nosBonuT BKMOYMTL 6e3onacHylo CBA3b Mexay BuaeOKamMepowu

N KOMMbIOTEPOM MPU NOAKMOYEHUN K BED-MHTepdelicy.

Ucnonb3soBaHue IP-punbTpa

BknioyeHne dunbtpa IP-agpecoB (Bknagka «CeTeBon  9KpaH»)
npefoTBpaTtUT AOCTYN K CUCTEME YCTPOMCTBa BCeX Monb3oBaTefien, Kpome

nosib3oBartesien ¢ ykasaHHbiMu IP-agpecamu.
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NU3meHeHne naponsa ONVIF

N3meHeHne napons ONVIF (Bknagka «ONVIF nonb3oBaTenb») nomoraeT
CHU3UTb PUCK HECaHKUMOHMPOBAHHOIO [OO0CTyrMa K YCTPOMUCTBY C NMOMOLLbIO

0bLWEeN3BECTHbIX CTaHOapTHbIX napone|7|.

Heobxoanmbie nopTbl

MepBbiMn ykasbiBante Te HTTP n TCP nopTbl, KOTOpble HeobxoauMmo
MCNOJS1b30BaTb Ans Bawmx ceTeBbIX COeVIHEHUN. He nepeagpecyinte
Ha YCTPOMCTBO OrPOMHbIA Ounanas3oH MOPTOB CeTeBblX coeamHeHun. He BHocute
IP-agpec yctponctBa B DMZ cermeHT cetm (DMZ cermMeHT coOepXut
obLlenoCTyNHblIE CepBUCBI M OTOEeNndeT WX OT YacTHbiX). He obsasatensHo
yKasblBaTb MNEPBbIMU Kakme-nnmbo nopTbl ANs OTAENbHbIX KamMep, €Crn BCE OHU

NOAKITYEHbI K BUAEOperncTpartopy.

OrpaHquHMe no pa60Te nog rocreBbiMu yLIéTHbIMM 3anmcamm

Ecnu cuctema HactpoeHa Onsi HECKOMbKMX Monb3oBaTtenen, ybeauTecs,
YTO KaXKObl MoNnb3oBaTeNb MMEET rnpaBa TOMbKO Ha T€ KOMMOHEHTbI U (PyHKUUN,
KOTOpble HeobxoanMbl ANA BbINOSMHEHUSA cBoem paboTbl (Bknagka

«lMNonb3oBarternby).

MNMpepnoctepexeHns no ¢pyHkumm UPNP

UPNP - 910 Habop ceTeBblX NPOTOKONOB  [Afd YHMBEpPCalbHOM
aBTOMAaTM4YeCKOM HACTPOWKM ceTeBbiX YycTpouctB. Bknwoune UPNP, ceTeBas
Buaeokamepa 0Oyget nogaepxmBaTb npotokon UPNP. Ecnu cuctema UPNP
BKIOMEHA Ha BMAeokamepe, TO B onepauuoHHbix cuctemax Windows aTa
Buaeokamepa OyoeT HaxoauTbCs MOMCKOM B ceTeBOM okpyxeHun Windows.
Korga noptel HTTP n TCP nepeagpecyloTcs BPYYHYH, TO 3Ty OYHKLMIO OBbIYHO
OTKMO4atoT. OTkntoyeHne uPnP pekomMeHayeTcs, Korga JyHKUMA
He ucnonb3yeTcd. BKUYMTL UM OTKIOYUT (PYHKUUIO MOXHO B BEB-UHTEpdence

(MoanyHKT MeH «UPNP»).
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lNMpenocTtepexeHnsa no npotokony Multicast

Multicast B Bugeocmctemax oObIYHO MCMOMb3yeTcst AN MHOroaapecHoro
obMeHa BuaeonoTokamu Mexay BuaeoperncrpatopamMmu, Buaeokamepamm B ceTsx
N3 MHOMMX Buaeokamep, BUOEOPEerncTpaTopos, BUAEOCEPBEPOB A NOBbILLIEHUS
MPOMNYCKHON CMocoBHOCTU B ceTU. B HacTosilliee Bpemsi HET HUKaKUX U3BECTHbIX
NpoGnem, CBs3aHHbIX C MHOrOaZpECHOWM PaCChINIKOWM, HO eCnv Bbl HE UCNONb3yeTe
3Ty YHKUMIO, OeaKTMBaLUUSA MOXEeT NoBbicUTb OesonacHocTb cetu (MoanyHKT

MeH «MyrnbTuKacT»).

MpoBepka cucTeMHOro XXypHana

Ecnn Bbl nogo3peBaeTe, 4YTO KTO-TO MOMYYUST HECAHKLUMOHUPOBAHHbIN
OOCTYN K Ballen cucteme, Bbl MOXETEe MNPOBEpUTb CUCTEMHbIN XypHan (MyHKT
MeHlo «KypHany). CuCTeMHbIN XXypHan nokaxeT BaMm, kKakue |IP-agpeca 6binu

NCMNoJb30BaHbl AJ14 BXOAa B CUCTEMY U K HEMY Obin nony4yeH OoCTyrm.

BnokupoBaHue HexenaTenbHOro [oCcTyna K yCTPOMCTBY

[ns npegoTBpawleHns  HexenaTernbHOro  JocTyrna  pPeKoOMeHOyeTcCs:
nogknoyaTh Buaeokamepy K nopty PoE Ha 3agHen naHenun Buageoperncrparopa,
YTO M3ONUPYeT BUAeOoKamepy OT BHELUHEN ceTu; MHGOPMALMOHHO M30SIMpoBaTh
ceTb BuageoperucTparopa N BUAEeOKamMmepsbl OT ceTu 00LLea0CTYNHOro
KOMMbloTEpa, 3TO NpeaoTBpaLlaeT NpocTon AOCTYN APYrnx nonb3oBaTterien K 9Tou

ceTn.
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10 NOAKNKYEHUE K BUOEOKAMEPE
C NOMOLbIO CEPBUCA P2P

Cepsuc P2P (Peer-to-Peer, ogHopaHroBasi ceTb) no3sonseTr ObICTPO U
6e3 CrnoXXHOM HACTPOWMKM MOAOKMYMTLCA K Buaeokamepe 4vepes komnbtoTep (MMK)
nnn cmapTtdoH. P2P no3BonsieT yaaneHHO MOAKM4YaTbCs K YCTPOMCTBY 4epes
NHTEPHET C MOOUNbHbIX ycTponcTB M [1K B ycnoBusIX OTCYTCTBUSA BHELUHEro

ctaTtundeckoro IP-agpeca.

BHUMAHWE!
[MogknodeHne K Buaeokamepe C NoMoLlbd cepBuca P2P  goctynHo
o TOMbKO MOCIe aKTMBauum cepBuca Yepe3 Beb-mHTepdenc, npm aTom
YCTPOMCTBO [OSMKHO HaxoAUTbCA B CeTUM C OOCTYNOM B MHTEpPHEeT
n umeTb ctaTtyc «OHnanH (Bknagka «P2P»).

10.1 NMoaknto4YEHUE YEPE3 NPOrPAMMY «BOLID VISION»

3anyctute Ha K nporpammy «BOLID VISION». Ha rnaBHOM cTpaHuue

oTKponTe pasnen «Ycrtpouctsay. UHTepdenc npeacrasneH Hmxe (PucyHok 10.1).

° b, B 2
e 3
EE. CXEMbI 063 Ynp. TV crewoit Mons3osatenu OcHosHble

Yerpoiicraa Korgpur yerp-s To x08 PCHVR

PucyHok 10.1 — «['naBHas» ctpaHuua nporpammel «BOLID VISION»
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Ons pobaBneHns  ycTpoWcTBa  BpPYyYHYlO  BBeAWTE  napameTpbl

Bugeokamepbl (PucyHok 10.2). llocrne 3anorHeHuss napamMeTpoB YCTPOWCTBa

HaxmuTe «[JobaBuTb». Ha aTom gobaBneHne ycTponcTBa 3aBepLLEHO.

‘ Yerpoiicrea & cent:39 [manason novcra - Mowcx:
| v e[ Aob. spyuyio x| [nopr 1
| 1 19 s 37777
| D2 e Haseawne Kawepdl 3rm
I ST N St (PP dywes) B4 S
S sH S
s 1Y nopr FEE____ ] HikiA
| 58 i Hassanme rpynne: [N ¥ SLUALL
T " Yua nonsosarens fagmn | WAL

L e — [ o st |onepa

1 (=) | T _ I Opgnaiu (wer n... 2MO25FFPAG0.. / O (8 X
= Z 7

2 | Bugeomoy [ M Onnaiin 2MO261BPALOD.. / O[3 X

3 W@ 1 Ownaiw MOB2APAGH.. / O B X

Bueosuixon c

4 = | Tpesowrbiit 8x0 /: M Ogdnaiin (nern.. 2M02558PAG00.. / O [§ X

5 = Tpeaowoi axoa: [ B Oddnaitm (et n... 2MO2530PAG00.. / O B X

6 L

= ~
= Coxpanuti u npogomxute ) (_JloBaute Omvena o TSN/ O B X

o6, spysyr0)  (_ Yaamure Vunopr Axcnopr Craye

\
PucyHok 10.2 — Pa3gen «[JobaBneHne ycTponctea» yepes nporpammy
«BOLID VISION»

10.2 MoAaKNKOYEHUE YEPE3 MOBUIbHOE YCTPOUCTBO

N3 marasmHa  npunoxeHun  MOOMNBHOIO  YCTPOMCTBA  3arpya3uTe
n yctaHoBuTe BecnnatHoe MmoburnbHoe npunoxeHne «DMSS», un 3anyctute ero.

B MeHI0O npunoxeHust Ha rmaBHOW CTpaHuue BblbepuTe «+» B NpPaBOM
BepxHeM yrny uHTepdenca (PucyHok 10.3). Hanee Bbibepute «Scan SN»
(PncyHok 10.4) 1 C NnOMOLLbIO Kamepbl B MOOUIIBHOM MPUNOXEHUN OTCKaHUpynUTe
QR-kog yctponctBa wu3 BebG-uHTepdenca (Bknagka «P2P»), wnu 3aBogckoun
Haknewkn, pacnonoXeHHoW  Ha kopnyce  yctpouctBa  (PucyHok  10.5).
Mpn HeobBxoaMMOCTM BBEAUTE CEPUNHBIN HOMEpP YCTPOWMCTBA BPYYHYK. Ha aTom

nobaBneHve yCTponcTBa 3aBepLLEHO.

BHUMAHUE!

MopgkntodeHne K Buageokamepe B MOOMITbHOM MNPUNOXEHUU OOCTYMNHO
6e3 aBTOpPU3aLMN MM TOSNbKO C OAHOMO aBTOPU30BAHHOIO akkayHTa.
ans obecneyeHnss BO3MOXHOCTM MOAKITHOYEHUST K YCTPOWUCTBY C APYruX
aKkayHTOB He0bOXoaMMO yaanuTb YCTPOUCTBO M3 cnucka AobaBneHHbIX,
B pe3ynbTaTe 4Yero Buaeokamepa CTaHeT LOCTyMHa Ansi NOOKNIoYeHUs
AOpYrM nonb3oBaTenem nnv 6e3 asTopmsaumm B MOOUITBHOM MPUMIOXKEHUN.
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88 Nomoit ®

Oomon CoobueHue a

PucyHok 10.3 — [lob6aBneHne ycTtponctea B MOBUIBEHOM NPUITOXKEHUN

— CkaH.SN

IP agpec

@ Mownck B UHTepHeTe

PucyHok 10.4 — CkaHnpoBaHue QR-koaa ycTponcTBa B MOBUIbHOM MPUITOXKEHUM
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L4 No6asuTb ycTpo... %)

SKOSED1PA

Epy =
m%‘?ﬂ

Mo ymonyaxuio

QR kop ycTpoicTea B
Kopobke,aBTOMaTUYECKM CKaHWpYyHTe
ero

BeeauTe BpyUHylo CepUiiHbIi HoMep

PucyHok 10.5 — [lo6aBneHne ycTtponctea B MOBUIBHOM NPUITOXKEHUN
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11 NIPOrPAMMHOE OBECINEYEHUE «ORION VIDEO LITE»

[MporpammHoe obecneyeHne «Orion Video Lite» npegHa3Ha4YeHo
ANs opraHM3aumm IoKanbHOW CUCTEMbl BUAeoHabnoaeHnsa € UCNofib30BaHUEM
BUaeokamep N BUWOEOPErnNCTpaTopoB npoun3BoacTBa 3A0 HBI1 «bonua»
(PucyHok 11.1).

B oy e
o N " Bosirn

ORION VIDEO

Musoe augeo Apin

«QOrion Video Lite» nossosnsger HacTpauBaTtb BuaeoKkamepsbl
n BugeoperncTpaTopsbl «bonuay, OCYLLECTBNATb  MNPOCMOTP W 3amnucCb
TpaHCNUpyeMblX BUAEOMNOTOKOB. Takke nporpamMma Mno3BoOndeT ynpasfisTb
NOBOPOTHbIMM  BMOEOKaAMepaMn, U OCYLLECTBMATbL MPOCMOTP  BUAEOMNOTOKA
C BUgeokamep,  OCHaWeEHHbIMM  MOTOPU3MPOBAHHBLIM  OOBHLEKTUBOM UMK
ob6bekTnBom Tmnna «fisheyer.

«Orion Video Lite» no3sBongeT BOCNPOM3BOAUTL apxXuMB BUAOEONOTOKA
(PucyHok 11.2), 3anuMcaHHbI C MOMOLLLIO NpOorpaMmbl UK BUAeopernctTpaTopa
«bonunay. MNopgpepxusatotTcs OyHKLMM SKCNopTa BUOEO U Kagpa M3 apxmea. ECTb

BO3MOXXHOCTb pa3rpaHmn4eHunda npas nonb3oBaTenen.
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T B B .o

Nusoe Bupeo Aps Tlonubii Skpan  HacTpoikn  Bowite

ORION VIDEO Lite

PucyHok 11.2 — ORION VIDEO Lite: BocnonsseneHne apxmsa

«Orion Video Lite» nmeeT yaoOHbIi COBPEMEHHbLIN MONb30BaATENLCKUN
NHTepdenc.

AKTyarnbHyK0 BEpCUIO NporpamMmMmbl MOXHO cCKadaTb Ha cante bolid.ru
B pasgene: [lpoaykuus — BuageoHabniogeHue — [MporpammHoe obecneyeHne —
MO «OpwnoH Bunaeo JTant» no ccblfike.

[nsa ncnonb3oBaHng B «OpuoH Bugeo Jlant» Kamep CTOPOHHNX

npousBogutenen Tpedyetcs koY 3awmtel MO «Bungeocncrtema OpuoH lNpoy.
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12 PABOTA CO CTOPOHHUMMU KITMEHTAMMU

RTSP — npuknagHon NpoTOKON yaaneHHOoro ynpasneHnsa NnoTOKOM JaHHbIX
C cepBepa B pexume pearibHOro BpeMeHu.
[ocTtyn yepes cTtopoHHMEe RTSP-knneHTbl ocyllecTBnseTca npu nomMoLum

KomMaHgbl rtsp://<login>:<password>@<IP>:<port>/<x>, rge:

— <login> — nmsa nonb3oBaTens;

— <password> — napornb nonb3oBaTtens;

— <IP> — |IP-kamepbl,

— <port>— RTSP-nopT (N0 ymon4yaHuio — 554);

— <x> — KomaHga npoduna BugeonoToka:

— cam/realmonitor?channel=1&subtype=0 — 0CHOBHOW NOTOK;

— cam/realmonitor?channel=1&subtype=1 — nononHUTENbLHbLIN,

[Mpumep BapuaHTa NOAKMYEeHUs K KaHanam 6e3 aBTopusaumm B CTPOKE:
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://192.168.68.15:554/cam/realmonitor?channel=1&subtype=1

[Npymep BapmaHTa NOAKIYEHUS K KaHanam C aBTOpuU3aLMeEn B CTPOKE:
rtsp://admin:password@192.168.68.15:554/cam/realmonitor?channel=1&subtype=0
rtsp://admin:password@192.168.68.15:554/cam/realmonitor?channel=1&subtype=1
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13 PABOTA C YTUNNTOWN «BOLID VIDEOSCAN»

Mporpamma ytunutel «BOLID VideoScan» BXOOUT B KOMMMEKT NOCTaBKM
N NOCTaBnsieTCs Kak nporpammHoe obecneveHne BOLID, 3anMcaHHOe Ha KOMMNAKT

ONCK B KOMMJ1EKTE NOCTaBKN BUOEOKaMepPhbl.

BHMMAHWE!

B cnyyae oTcyTCcTBMA BO3MOXHOCTM AOCTyNa K BMOeOKamepe 4epes
Beb-uHTEpenc, a Takke, ecnm HeusBecTeH Tekywun IP-agpec
n3genusi, MOXXHO Ansi NoAroTOBKM K HACTpPOMKe 1M paboTe Buaeokamepbl
BOCMOSb30BaTbCA MOMOLLBIO cnyXbbl nogaepxku BOLID gna nHtepHet
ckaumBaHus ytunutel «BOLID VideoScan» ¢ FTP cepsepa BOLID.

[Mporpamma YTUNAUTDI «BOLID VideoScan» ncnosb3yeTcd
ans obHapyxeHna Tekywero |P-agpeca ycTpoWMcTBa B CETWU, [AN1S1 UBMEHEHUS
IP-agpeca, ynpaBneHuss 6a30BbIMA HAcCTpoOMKamu, a Takke Ans 06HOBNEHMS

NporpaMMHON NPOLIMBKKN BUAeoKamepsb! (PucyHok 13.1).

BHAMAHUE!
Mpn  pabote cytunmton BOLID  VideoScan  wncnonb3syeTtcs

Nno yMOn4YaHui: WUMS nonb3oBaTtensa — admin, naponb — admin,
nopt — 37777,

&

VIDED SCAN

1 |@ e BOLID VCI-83... 1921681102 (37777 Paspec | 1921681118 Brasst izcoozamz 2420000 | £ 8

MNonssosatens | admin

PucyHok 13.1 — Ytunuta «BOLID VideoScan»

BeinonHue 3anyck ytunutbl «BOLID VideoScan», B OTKpbIBLUEMCSH OKHe
BM3yanbHOro wuHTepdenca noagnyHkta wMeHw «CeTb» u3MeHuTe |P-agpec
BMAeoKamepbl 1 4YTODObI 3aBEPLUNTb U3MEHEHWE HaXMuTe KHOMKy «CoxpaHuTb».

BasoBble napameTpbl Ana usmeHeHns npuseaeHbl Hxe (PncyHok 13.2).
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BOLID

-

(2025 ~ 65534)

arsp | ss<

(cTam momgmra | Coxpammn ( hessa

PucyHok 13.2 — lameHeHue IP-agpeca Bugeokamepbl C MOMOLLbI YTUNUTDI
«BOLID VideoScan»

AKTyarnibHyl0 Bepcuilo nNporpaMmMbl MOXHO CKayaTb Ha cante bolid.ru
B pasgene: [lpoaykuusa — BuageoHabniogeHue — [MporpammHoe obecneyeHme —

MO «BOLID VideoScan» no ccbifike.

[MporpammHoe obecneveHne sBnsaeTcsa NONHOCTbI0 6ecnnaTHbIM.
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14 TEXHUYECKOE OBCITYXUBAHUE U NMPOBEPKA
PABOTOCIMNOCOBHOCTU

TexHN4YecKoe exemMecsiHHOoe U exXerogHoe obcnyXmBaHue BuAeoKamepbl
AOIMKHO NpPOBOAUTbLCS 9MIEKTPOMOHTEpPAMMN, UMELLIMMU rpynny
no anekrtpobesonacHocTM He HMXe 3. ExerogHble U exemecsyHble paboTbl
N0 TEXHUYECKOMY obcnyXnBaHuo NpPOBOASATCS cornacHo NPUHATBIX
N OENCTBYIOLLMX B OpraHmsauumm nonb3oBaTens pernameHToB N HOPM
(Mpy OTCYTCTBUM B OpraHmMsauMm norb3oBaTensd LOEWCTBYIOLLMX pPerfiaMmeHToB
M HOPM ANns paboT TexHumyeckoro obcnyxuBaHus, HeobxoanMmMo npuBreYb
HeoOxoaMMble O 9TOr0 OpraHu3auuio U CneunanucTtoB, UMeKLWMX npaso,

KBaJ'II/I(*)VIKaLI,VI}O n ycnosuna ans 3TOFO), N B TOM YUCIEe MOryT BKIMOYaTb:

— npoBepKy paboTocnocobHOCTM n3genus, corrnacHo P3;

— TMPOBEPKY LENOCTHOCTM Kopnyca BuaeoKamepbl, LENOCTHOCTb M30NALUK
kabensa, HageXXHOCTU KpensieHNN, KOHTaKTHbIX COeAUHEHWUIA;

— OMMCTKY Kopryca BuaeoKamMepbl OT Mblin U rps3m (O4MCTKa MNOBEPXHOCTU
obbeKkTuBa Bngeokamepbl NPON3BOAMNTCS TOSMbKO C cobniogeHmnem TpeboBaHnm
K YCNOBUAM UM MOMeLLeHuto, paboTam, aTTecTOBaHHbIX Ha Krnacc YMCTOTbI
N NpeaHasHa4yeHHbIX  Ana cOopOYHO-TEXHMYECKUX,  PEMOHTHbIX  paboT
C ONTUYECKNMUN YCTPOMNCTBAMM);

— Npu HeOBXOOMMOCTU, KOPPEKTUPOBKY OpMEHTALUKN HanpaBneHnsa sngeoobaopa
BnaeoKamepbl;

— TecTupoBaHMe KabenbHbIX NMUHUA CBA3U N SNEKTPONUTAHNS;

— OYUCTKY W aHTUKOPPO3UMHYKD 00paboTKy 3MEeKTPOKOHTAKTOB KaberibHOro
NoaKMHOYEeHNs BUaeoKamepbl;

— 0OHOBNEeHMe NPOLUMBKM BUaeoKamephbl (Npn HeobxoaumocTH).
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TexHnyeckoe  obcnyxmBaHMe  OOIMKHO  UCKMOYaTb  BO3MOXXHOCTb
obpa3oBaHNA KOHOEHCATa Ha KOHTaKTax Mo 3aBepLlleHnto U B xode pabot
TEXHUYECKOro 00CNyXnBaHMUS.

[MpoBepka paboTOCNOCOBHOCTM 3akn4aeTcs B BU3yanbHOM OLEHKe
BuaeonsobpaxeHns, oTobOpaxxaeMoro Ha MOHUTOpPe UM Eero COOTBETCTBUS
HaCTPOEHHbIM napameTpam. N3penwve, He npoweglee NpOBEepKy

paboToCnoCOBHOCTU, CHUTAETCS HEUCTIPABHbLIM.
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15 BO3MOXHbIE HEMCITPABHOCTU U CMNOCOBLI
UX YCTPAHEHUA

BHUMAHWE!
[Npwn 3aTpyOHEHUAX, BO3HUKaOLWINX MPU HacTporKe U aKcnnyatauuu

o n3genus,  pekomeHgyetca  obpawatbcs B Texnognepkky BOLID:
Ten.. +7(495) 775-71-55; e-mail: support@bolid.ru.

MNepeyeHb HeMCnpaBHOCTEW M CMOCOObLI WX YCTPaHEeHUs npeacTaBneHbl

Huxe (Tabnuua 15.1).

Tabnuua 15.1 — lNepeyveHb HencnpaBHOCTEN N CMOCOBLI X YCTPaAHEHUS

HEMCﬂpaBHOCTb Cnoco06bl yCTpaHeHnsAa HencnpaBHOCTU

MpoBepbTE NMUHUIO ANEKTPONUTAHUSA TECTEPOM;
MpoBepbTe NUHWUIO NepeaaYn AaHHbIX TECTEPOM;

[Mpyn nomowm KoMaHabl ping NpoBepbTe Hanuyme
HeT curHana coeauHeHus ¢ Bugeokamepon (Tabnuua 8.3);

Ybeautecb B UCMPaBHOCTU BnaeoKamepsbl,
NOAKITHOYNBLUNCH K BEB-UHTEpdency
(cm. 7.1 MNMopaxntoveHune k Beb-nHTepdency).

Ncnonbays YTUNUTY Bolid VideoScan

N3 KOMMMIeKTa MocTaBKu, NpoCKaHupynTe
IP-apgpec Hen3BecTeH nnu

nokKanbHy CeTb. N3meHuTe IP-agpec

nameHeH DHCP ) .
cpeacteamn Bolid VideoScan B cooTBeTCTBUM

C NapamMeTpamu fioKarbHOW CeTN.

Beectn B agpecHon cTpoke 6paysepa Internet

OTcyTtcTBYET M306paxeHme Explorer npasuneHbin IP-agpec nogknioyaemoun
NpU BKIIO4EHHOM BUAEOKaMepbI.
Beb-nHTepdence BOLID

IP-kamepa Ouumctnte kaWw Opaysepa U nepeycTaHOBUTb

BeO-nnarvH.
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HencnpaBHOCTb Cnocob6bl ycTpaHeHUs1 HeMCnpaBHOCTU
Ncnonb3ynTte 6paysep Internet Explorer;
_ |Ybeoutecb, 4TO BMAEOKamMepa  HaxoOuTcs
He pabotaet BeO-UHTepeNC | g pawenn nopceTv, B NpaBWIILHOCTM  BBOAA
IP-agpeca, MacCKu noacetun M nopTa

Be6-CTpaHVILI,bI BaeoKaMepbl.

Mnoxoe KayecTBo
N306paXkeHns, Hanmune
nedeKkToB M300paxeHns

[MpoBepbTEe HACTPOWKM MapamMeTpoB BMOEO (CM.
Moopasgen meHto «Bngeoy);

MNposepbTe HaCTPOWKU napameTposB
|/|306pa)KeHl/|F| (CM. Pa3,£|,er| rmaBHoOoro MeHHr
«Kamepay);

Y6eautechb B OTCYTCTBUN BHELUHUX 3arpﬂ3HeHMIZ
Ha 3alllMTHOM CTeKI1€ BUaeoKaMephl.

N306paxeHne cnukom
TEMHOE UMW CITULLKOM
cBeTnoe

MNpoBepbTe HaCTPONKK napameTpoB
nsobpaxeHus (cm. Pasgen rmaBHOTO  MEHI0
«Kamepay).

Mpobnembl BXxoAa B BeO
NHTEepdenc, nponagaHue

KoHdonukT IP-agpecos. VckntounTte Bugeokamepy

He paboTaeT oTnpaska
coobLeHun no E-mail

_ | U3 NIOKaNbHOW  CeTUu N UBMEHUTE  CeTeBble
BUaeoKamMepbl U3 fIoKasribHOM y
HaCTPOWKM.
ceTu
[MpoBepbTE HaCTPOMKN DNS M Wno3a
BUOEOKaMepbl;
[MpoBepbTe MPaBUSIbHOCTb  UMEHU  YYETHOW

3anuncu, e-mail, npaBUBHOCTL Naponga ans Bxoaa
Ha NOYTOBLIN CeEpBEP, NOPTbI CEPBEPA;

[MpoBepbTe HACTPONKN BUOEOCOOLITUI;

MNpoBepbTe  MCNpaBHOCTb  MapLupyTu3aTopa
1 paboTy NOPTOB MapLUpyTU3aTopa.

BOLID
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16 PEMOHT

[Mpun BbIABNEHUN HEUCNPABHOIO U3OENUs €ro HY)KHO HanpaBUTb B PEMOHT
no agpecy npeanpuatna-nsrotosutens. OTnpaBka u3genus L9 NpoBeaeHus
Tekywero pemoHta odopmnsetrca B cooTtBetcTBuM ¢ CTO CMK 8.5.3-2015,
pa3melleHHOM Ha HaweMm cauTe https://bolid.ru/support/remont/.

[Mpn HanpaBneHun n3gennsa B PEMOHT K HEMY 0bda3aTenibHO JOMmKeH ObITb
NPUMOXEH akT C OnMMCaHWEM: BO3MOXHOW HEWCNPaBHOCTW, CETEBOM HAaCTPOWKM
Bugeokamepsbl (IP-agpec, macka nogaceTu, Wko3), NorvH 1 naposb.

Peknamauumm HanpasnaTb NO agpecy:
3A0 HBI «bormg»,

141070, MockoBckaa obnactb, r. Koponés, yn. [luoHepckas, aO. 4.
Ten.: +7(495) 775-71-55 , http://bolid.ru, e-mail: info@bolid.ru.
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17 MAPKUPOBKA

Ha nsgenuax HaHeceHa MapKkuMpoBKa C yka3aHMeM HauMeHOBaHuS,
3aBOACKOrO HOMepa, Mecsiua Wuroga WX U3rOTOBMEHUSI B COOTBETCTBUM
c TpeboBaHuamn, npegycmoTpeHHbiMn  [TOCT P 51558-2014.  MapknpoBka
HaHeceHa Ha nuueBon (OOCTYynHOW ans ocMoTpa 0e3 nepemelleHns COCTaBHOM
YacTun n3genng) CTOpoHe.

MapkupoBka  COCTaBHbIX  4YacTelm  u3genua  rocre  XpaHeHud,
TpaHCNOpPTUPOBAHUSA N BO BpeMS aKcnnyaTauum He ocblnaeTcs,

HE pacrJibiBaeTCd, HE BblLUBETAET.
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18 YNNAKOBKA

N3penve BMecTe cC aKkchnyaTaunmoHHOM [OOKyMEHTauMen nocTtaBnsaeTcs
B MPOYHOM ynakoBke, obecneymBalollen 3alunTy OT BO3AEWCTBUM OKpyXatoLlewn
cpeabl 1 NOBpEeXAEHN Npy NepeBo3ke/nepeHocke. YnakoBka No3BonsAeT XpaHUTb

n3genna B 3aKpbiTblX MOMeELWEHNAX, B TOM YACIIE N HEOTAlIMBaE€MbIX.
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19 XPAHEHUE

XpaHeHne unsgenus B NOTpedbuTenbCckon Tape AOMKHO COOTBETCTBOBATb
ycrnoBusiMm  xpaHeHuss 1 no FOCT 15150-69. CpeaHuini CpOK  COXPaHSEMOCTHU
n3oenus B oTannMBaeMblX MNOMELLEHUAX He MeHee 5 neT, B HeoTannMBaeMmblX
NOMELLIEHUSIX HE MeHee 2 neT.

B nomeweHnax ansa xpaHeHust He OOMKHO ObiTb NapoB KUCHOT, LEenoYen,
arpeccuBHbIX ra3oB W ApyrMx BpeaHbiX NPUMECEN, Bbi3biBaAKOLWMX KOPPO3MUIO.
XpaHeHune n3genvs AOIMKHO OCYLLIECTBNAATbLCH B ynakoBKe
npeanpuaTUS-U3roToBnTeNs npu Temneparype oKpyKatoLero BO3ayxa
oT 274 0o 323K (ot nnoc 1 °C pgo nntoc 50 °C) 1 OTHOCUTENBHOW BRAXXHOCTU

no 80 %.
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20 TPAHCINMOPTUPOBAHUE

N3penne Heobxoommo TpaHCNoOpTMPOBaTb TOMbKO B YNakOBaHHOM BUAE:
B HEMOBPEXAEHHON 3aBOACKOW YyMNakoBKE WM B cneumanbHO npuobpeTeHHOoN
notpebutenem TpaHCNOPTHOM ynakoBKke, obecneymBalowlen COXPaHHOCTb
Buaeokamepbl nNpu nepeBo3ke. TpaHCMoOpTUPOBaHME YMNAKOBAHHbLIX W3OENUn
NpoOu3BOAUTCA Mpu TeMnepaTtype OKpyXxawLlero Bosgyxa ot 223 po 323K
(ot mmnHyc 50 °C go nntoc 50 °C) nobbiM BUOOM KPbITbIX TPAHCMOPTHLIX CPEACTB,
He gonyckas paspylleHust U3Oenust U U3BMEHEHUsI €ero BHeWHero Buaa.
[Mpwn TpaHCcnopTUpoBaHUN u3genne AOOIMKHO obeperaTbCs OT yOapoB, TOSMYKOB,

BO34ENCTBUA BNarm u arpeccuBHbIX NMapoB U Nra30B, BbI3bIBAOLLINX KOPPO3UIO.
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21 YTUINTN3ALUUA

N3penve He npefcraBnseT OMacHOCTUM A5 XU3HKW, 300POBbSA  Nogen
N OKpYXKalollen cpedbl B TeYeHne cpoka Ccnyxbbl M nocrne ero OKOHYaHus.
CneuunanbHble Mepbl 6e30MnacHOCTM Npu yTUnu3aunm He TpebyoTcs. YTunusaumo
yCTpoucTBa npuobpeTtatenb YCTPOUCTBA BbINOSTHAET CaMOCTOATESIbHO COrflacHO
rocygapCTBEHHbIM npaBuniam (pernaMmeHTam, HopmMam) caadm B Mycopoctop
Ha yTUNu3aumio, BbINOSIHEHWE YTUNIM3auun ObITOBOW 3MEKTPOHHON TEXHMUKMU,
BNOEO- N POTOINEKTPOHHON TEXHUKN.

CopepxaHue AparoueHHbIX MaTepuarnos: He TpebyeT y4yéTta
npwn XpaHeHun, cnncanum n ytunudaumm (n. 1.2 FOCT 2.608-78).

CogepxaHue LUBETHbIX MeTannoB: He TpebyeT y4éTta npu cnucaHum

M AanbHeWLWen yTunusaumm nsaenms.
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22 TAPAHTUN U3TOTOBUTENA

FapaHTUMHBIN CpoK aKcnnyaTauumn — 36 MecsiLEB ¢ AaTbl NPUOOPETEHUSI.
Mpu OTCYTCTBUM [OOKYMEHTa, NOATBep)aawllero dakT npuobpeTeHus,

FapaHTMVIHbIVI CPOK UcHUCnAaeTca ot Aatbl Nnpon3soacTBa.
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23 CBEAEHUA O CEPTUD®OUKALIUU

N3penune cooTtBeTCcTBYyeT TpeboBaHMAM TEXHUYECKUX pPernameHToB
TamoxeHHoro cow3a TP TC 020/2011 «3nekTpomMarHutHasi COBMECTUMOCTb
TexHunyeckux cpeacts» u TP EADC 037/2016 «O6 orpaHuyeHnn npuMeHeHUs
ONacHbIX BELLECTB B M3OENUAX INEKTPOTEXHUKU W PaaMOINEKTPOHMKNY». VmeeT
aeknapaumio o cootBetctBum N RU [-RU.PA02.B.95118/21 wn pgeknapauunto
N RU [-RU.PA01.B.67503/20. W3genue cepTUdMUMPOBAHO Ha COOTBETCTBUE
TpeboBaHMAM K TexHW4eckum cpencrBam  obecrneyeHuss  TPaHCMOPTHOW

©e3onacHoOCTK B cocTaBe cucteMbl BuaeoHabnoaeHnsa, Ne MB[1 P$.03.000973.
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24 CBEOAEHUA O NPUEMKE

N3poenue, ceteBasa Buageokamepa «BOLID VCI-143» AUOP.202119.009,
NPUHATO B COOTBETCTBMM C 0BsizaTenbHbiMKM TpeboBaHUSMU rOCy4apCTBEHHbIX
CTaHOapTOB W OENCTBYIOLLEN TEeXHUYECKOM [OOKYMeHTauuwn, MNpU3HaHO rogHbIM
K akcnnyaTtaumm 3AO0 HBI1 «bonng». 3aBogckon Homep, Mecsil, WM rod Bblnycka
yKkasaHbl Ha kopnyce wusgenud, ToBapHbii 3Hak BOLID oGosHayeH Ha kopnyce

N yrakoBkKe.
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NEPEYEHbL TEPMUHOB U COKPALLEHUA

1080p CtaHpgapT BngeocurHana c paspeweHnem 1920x1080 nukcenen.
720p Ctangapt BngeocurHana c paspeweHnem 720x1080 nukcene.
802.1x CtaHgapT, wucnonb3yembln AOnda ayTeHTudukaumm U1 aBTopusauum
' nonb3oBaTenen B CETU Nepeaayun AaHHbiX.
AAC Advanced Audio Coding — PaclumpeHHoe ayamo KoanpoBaHue.
ARP Address Resolution Protocol — NpoTokon onpeaeneHnsa agpeca.
ATW Auto Tracking White Balance — ABTOMaTuyeckas KoMneHcauumsd
6anaHca 6enoro.
Base.T CtaHpgapTt Ethernet gna nepegayn gaHHbIX 6€3 MoaynauMm no BUTOW
nape.
Boniour CeteBon npotokon Apple, obecneunBawolmnin aBTOMaTUYECKOE
J obHapyxeHne cepBuCcoB (Cryx0) n yctponcTs B IP-ceTu.
BLC Back Light Compensation — KomneHcaums 3agHen 3acBeTKu.
Bayonet Neill Concelman connector — Pasbém BNC. Haubonee
BNC 4acTO UCMONb3yeMbIA TEepMUHAN AN NOAKMYEHNA KOAKCUanbHOro
kabens.
CBR Constant Bit Rate — NocTosiHHbIN BUTPENT.
Closed Circuit Television — 3aMKHyTOE TenesungeHue.
CCTV TeneBn3noHHasi cMctemMa, npegHasHadeHHasa ang nepegadm curHana
OrpaHNUYeHHOMY KONIMYECTBY NOSb30BaTENEN.
Common Gateway Interface — O6wwnn nHtepdenc wnosa. CtaHaapT
CGl WHTepdenca, unCNOMbL3YyeMOro A CBA3M BHELUHEW nporpamMmbl
c Beb-cepBepom.
Common Interchange Format— O6uweynotTpebutenbHbin dopmat
CIF LMppOoBbIX N306paKeHU NUKcenbHbIM paspewieHnem 352x288 nnbo
352x240.
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CLNS

Connection Less Network Protocol— bBeCKOHTakTHbIM CceTeBou
NPOTOKON Nnepenayn AaHHbIX.

CMOS

Complementary metal oxide semiconductor — CMOS.
KomnnemeHTapHas CTPYKTYpa MeTann-okcma-nonynpoBOAHUK.
TexHonorna npomMsBoACTBa MNOSMYNPOBOAHUKOBLIX 3f1IEMEHTOB, B TOM
Yyuncre CeHCopoB.

D1

Ctangapt BngeocurHana ¢ paspelueHnem 720x576 nukcenen.

DC

Direct Current — NOCTOSAAHHbIN TOK.

DDNS

Dynamic DNS — OuHamndecknn DNS. TexHonorusi, nossonstoLlas
nHdpopmauum Ha DNS-cepBepe 0B6HOBNATLCS B pearibHOM BPEMEHMU,
npuMeHsaLlasaca angd HasHadyeHns MoCTOAHHOro AOMEHHOIo UMEHWU
YCTPOMWCTBY C AMHaMudeckum IP-agpecom.

DHCP

Dynamic Host Configuration Protocol — lNMpoTokon anHaMmmn4eckoro
KOH(purypmpoBaHme xocta. ObecneyvMBaeT MoONyyYyeHMe CeTeBbIMU
ycTponctBamu IP-agpecoB OT cepBepa B NOKanbHOW CeTH.

DH-SD

[MpoTokon ynpasneHna PTZ-kamepamun 4epes nocnegoBaTernbHbIN
nHTepgenc RS-485.

DNS

Domain Name System — Cuctema [OOMEHHbIX uMeH. Tabnuua
nepesoa MHTEPHET UMeH B IP-agpeca.

DNR

Digital Noise Reduction—- Llndposoe nogasneHne LLYMOB.
TexHonorma nopaBfeHNa LWYMOB B M306paXkeHun, BO3HUKAOLLNX
npw HegOCTaTOYHOM OCBELLLEHHOCTM.

DWDR

Digital Wide Dynamic Range— [lporpaMMHO-pacLUMpeHHbIV
ONHaMuyecknn auanasoH. [lporpamMMmHo-peanu3oBaHHaa QYHKUMA
pacLumpeHuns ANHaMUYECKOro AnanasoHa MaTpuLbl
AN KoMneHcaumm ooHOBOW 3aCBETKM M300paXKeHus.

Ethernet

JlokanbHas ceTb, Mcnonb3yemasi Onsi MOAKMAYEHUs Mexay cobon
KOMMbIOTEPOB, MPUHTEPOB, pabounx CTaHUWUA, TepMUHaNoB W T.M.
B HacTosiLlee Bpemsi peanu3yeTcss Ha 6ase kabenewn Tuna «Butasd
napa». CkopocTb nepefayM curHana cocTaBnsieT OT AEeCSATKOB
OO TbiCAY MerabuT B CeKyHAay.
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EPS Frames per Second — Kagpos B cekyHay. KonnyecTtBO cMeHAeMbIX
KagpoB B BUOEON300paKeHNN 3a eaMHNLY BPEMEHW.
FTP File Transfer Protocol — NpoTokon nepeanayn dannos.
G.711A/ |CtaHpapT ayamokogumpoBaHuss  6e3 KOMMpeccum  CO CKOPOCTbIO
G.711Mu |nepegayn gaHHbIX 64 Kb6/c.
CtaHgapT ayaMoKkogMpoBaHUS CO CKOPOCTbIO Nepedayvn AaHHbIX 48,
G.722
56 n 64 Kb6/c.
G.726 CtaHpgapT  kKomnpeccun N ayanoKogupoBaHNA  CO CKOPOCTbIO
' nepegayn gaHHbix 16, 24, 32 Ko6/c.
G.729 Y3KONOMNOCHbLIN CTaHOapT AN rofloCoBON MNepefayn KoaupoBaHUSA
' ¢ ananasoHom o1 300 go 3400 M., CKOPOCTbIO AaHHbIX 8 KOUT/C.
Group of Pictures — [pynna kagpoB. YNopsioOYeHHasi Lenoyka
GOP cnegywowmx — Opyr 3a Apyrom  u3obpaxeHurn B KOAMPOBaAHHOM
BUEOMNOTOKE.
H.264/ : .. . .
H.264H/ High  Efficiency Video Compression— CraHgapT o©xXatus
Hog4B |BYAEOCHTHANA
High  Efficiency Video Compression— CrtaHgapT o©xaTtus
H.265 BuaeocurHana, ssnsawowmnmncsa passutmem H.264 n npumeHsiowmn
bonee 3addeKTNBHbIE METOALI KOMMPECCUM.
HLC High Light Compensation — KomneHcauna apkon 3acBeTKM!.
HTTP HyperText Transfer Protocol — NpoTokon nepegayn runepTekCTOBbIX
OOKYMEHTOB.
DDP Distributed Data Protocol — NpoTokon pacnpeaeneHHbIX aHHbIX.
HyperText Transfer Protocol Secure — PacwuvpeHne npoToKon
HTTPS nepegayu rTMNepTEeKCTOBbIX A OKYMEHTOB Ana nogaepxkm
LUMPPOBaHNA B LENAX NOBbILWLEHNS 6€30NacHOCTH.
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ICMP

Internet Control Message Protocol— T[lpoTokon MexceTeBblX
ynpaBnsaoLwmx COOBLLEHWI. Ncnonb3yeTcs Anga nepegaym
coobuweHnn o6 owmnbkax W OAPYrux UCKMIOYUTESTbHBLIX CUTyauusx,
BO3HUKLLMX NpWV nepeade JaHHbIX.

ICR

Infrared Cut Removeable — MexaHn4yecku cgsuraemoin UK-punetp,
pacnosioXXeHHbIN Nepes MaTpuLen Buaeokamepsl.

Identifier — aeHTndumkaTop.

IGMP

Internet Group Management Protocol — [lpoTokon ynpasneHud
rpynnoBon nepefaden OaHHbIX B CETAX, OCHOBaHHbLIX Ha NPOTOKOJfe
IP.

IK10

CTteneHb 3almTbl anekTpuyeckoro obopyagosaHus, obecneynsaemas
obonoykon, 3awmuwiarowlen OT BHELHUX MeEXaHUYeCKUX YyaaposB
no 20 [x.

Internet Protocol — MexceTeBon nNpoToKO-N.

IP-agpec — YHUKanbHbIN YUCNOBOMN WOEHTUMPUKATOP KOHKPETHOro
YyCTPOMCTBA B COCTaBEe JIOKarbHOW CeTH.

IP Filter
IP domnbTp

PyHKUMSA  ynpaBneHuss  OOCTYNoM K CETEeBOM
c onpegeneHHbix IP/MAC-agpecoB nokanbHOM CETH.

BUOeOKamepe

IPV4

Internet Protocol version 4 — 4eTBepTad BepCUA UHTEPHET
npotokona. Lupoko mncnonbdyembin TN IP-agpeca, coctoAwmm ms
4 6aunT (32 6uT).

IPV6

Internet Protocol version 6 — wecTtas Bepcua UHTEPHET NpOTOoKona.
HoBass cuctema apgpecauun, B KOTOpon agpec coctout u3 16 b
(128 6wur).

IP66

International Protection — MexayHapoaHbin koa 3awmtbl. CTeneHb
3aWwmTbl  anekTpudeckoro  obopyaoBaHus, obecneuynBaemas
obonouykon, 3awumuiatrolien ot Bo3gencTsna noinn (6) v soabl (6).
3alwmnileHo OT cunbHbIX BOASHbLIX CTpyn. Bopga, Hanpasnsemas
Ha 000MNOYKYy B BMOE CUNbHbIX CTPyM C Noboro HanpaeneHus,
He OO0JKHa OKa3blBaTb BpeaHOro BO3AENCTBUS.
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IPX

Internetwork packet exchange — MexceTeBo 0oBMeEH nakeTamm.
MpoTokon ceteBoro ypoBHst mogenn OSI B cTteke npoTtokonos SPX,
npegHasHa4vyeH ans nepegaydn gatarpamm.

Infrared — MK, MHJOpakKpacHble nyyw. YacTtb cnekTpa
9IeKTPOMAarHUTHbIX BOJSIH, MpUMbIKalOWaa K  BMOAUMOMY CBETY
CO CTOPOHBDI KpacHoro LBeTa. Yenoseyeckum 3peHnem
He BOCMpPUHUMAETCH, OLHaKO MONynpOBOAHUKOBBIM CEHCcopaMm 3aToT

Onana3oH BUOEH.

MAC/
MAC-
agpec

Media Access Control — YHUKanbHbIN naeHTudukaTop,
npuceamMBaeMblin ceTeBbiM agantepam. UrpaeT ponb duamyeckoro
agpeca ceTeBoro aganrepa.

Micro SD

Secure Digital Memory Card — 3awmweHHas uudpoBasi KapTa
namaTn.  ONIEKTPOHHOE  SHEproHes3aBUCUMMOE  3arnoMuHaloLLee
YCTPOMUCTBO [ONSA XpaHEeHUa LUMPpOoBON UHPpOopMaumm pasmMepom
11x15x1 mm.

MJIPEG

Motion JPEG — CtaHgapT cxaTus BugeocurHana
MEeTO[, Buaeocxartns).

(nokagpoBbIv

MPEG2-
L2

CTtaHaapT ayamMoKoanpoBaHus.

Multicast

MNepenada nakeToB C OOHOrO y3rna ceTu Ha cneumdUu4eckyo rpynny
IP-agpecoB, NpMHagnexalmnx pasHbiM nonyyaTensm gaHHbIX.

NTP

Network Time Protocol— CeTeBoM NPOTOKON CUMHXPOHM3ALMN
BpeMeHu. CTaHOapT CUHXPOHM3aAUMM CUCTEMHbBIX YacoOB CeTeBbIX
YCTPOWUCTB, UCMOSb3YIOLWMX NakeTHYI nepenavy SaHHbIX.

ONVIF

Open Network Video Interface Forum — OTkpbiTbin  Popym
MpoTokonos CeteBoro BewaHna. OTtpacrnesas mexayHapogHas
opraHmsauusi, paspabaTbiBaeMas CTaHOapPTU30BaHHbIE MPOTOKOMbI
AN B3aUMOOENCTBUSA  pasfnIMYHOro obopyaoBaHMst M NPOrpaMMHbIX
CpencTB.

CtaHpgapt ONVIF - oTpacneson cTaHgapT, Onpeaenstowmnm
NPOTOKOSbl B3aUMOOENCTBUA ceTeBoro obopyaoBaHus (ceTeBble
Bugeokamepbl, BugeopeructpaTopbl  u gp.), obecneymsatoLmi
COBMECTUMOCTb.
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OSD- On Screen Display menu — QkpaHHOEe MeHI0, oTobpakaemoe noBepx
MEHI0 OCHOBHOIO M300paxeHus, NoCTynarLero ¢ Bugeokamepsb!.
PCM Pulse Code Modulation— WmMmnynbCHO KogoBasi  MoOAyNsuus.
[MpeobpasoBaHMe aHaNoOroBoro curHasna B ungposyto opmy.
[MpoTokon ynpaBneHna PTZ-kamepamn 4epes nocriegoBaTesibHbIN
Pelco-P/D y
nHTepdenc RS-485.
Power over Ethernet— crtaHpgapTtel IEEE 802.3af, IEEE 802.3at,
PoE nos3sosnswowme nepegasatb no cetn Ethernet He TONbKO AaHHbIE,
HO U 3NEKTPUYECKNIN TOK.
Peer-to-Peer — TexHonorna nepegadn BuOeOOaHHbLIX MO MHTEPHETY
Pop (yoaneHHoe BuaeoHabniogeHue), OCHOBaHHas Ha ngeHTudukaumm
BuaeoKamMepbl Ha yaarieHHOM cepBepe Mo €€ YHUKarIbHOMY HOMepy
(UID).
PPPOE Point-to-point protocol over Ethernet— T[lpoTokon MeXTOYEYHON
nepegayvn gaHHblx yepes Ethernet.
Physical Security Interoperability Alliance — AnbsiHC
3a COBMECTUMOCTb cucteMm uaumyeckon o6esonacHoctn. CrtaHaapT
PSIA PSIA—- oTpacneBon cTaHgapT, oOnpefenswwmn  npoToKosbl
B3aMMOAENCTBUS ceTeBOro obopynoBaHus (ceTeBble BuaeoKaMepbl,
BMaeoperncTpaTtopsl 1 ap.), obecneymBaroLmi COBMECTUMOCTb.
Pan Tilt Zoom - [laHOpamupoBaHuWe, HaKIIOH, OMNTUYEeCcKoe
PTZ yBenuyeHve. PTZ-Bnoeokamepa — NOBOPOTHad  Buaeokamepa
C 3yM-00BbEKTMBOM.
Q0S Quality of Service — KadectBo obcnyxusaHus. Habop TexHonorum,
obecneunBatoLnx NPUOPUTETHOE UCMNOSb3OBAHNE KaHana CBSA3W.
Quick- y o .
Time [nenep ona BocnpoussefeHUs MynbTUMeaNNHbIX hannos.
RJ-45 Pasbem ctaHgapTa Registered Jack.
ROI Region of interest — ObnacTtb UHTEpeca.
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RS-485

Recommended Standard 485 - PekomeHayembln cTaHpapT 485.
NHTepenc (Habop pasbémoB, kabenen) nnga nocrnegoBaTerbHOM
nepegayv AaHHbIX.

RTP

Real Time Transport Protocol — NpoTokon TpaHCNOPTUPOBKM OaHHbIX
(BMOEONOTOKOB) B pearnibHOM BPEMEHM.

RTSP

Real Time Streaming Protocol — [NoToKoBbIN NPOTOKOMN pearibHOro
BpeMeHu. CTtaHgapT Yynpasnsowero npoTokona, onpenensromn
OTMpaBKy, MpuYeM W yrnpaeBfeHne MnoTOKaMu [AaHHbIX peanbHOro
BPEMEHM.

SMTP

Simple Mail Transfer Protocol — [lpocTo NPOTOKON MNepeChINnKN
noYThl.

SNMP

Simple Network Management Protocol — [MpocTon NPOTOKON
ceTeBoro ynpasrieHns. CeMencTBO CTaHAApTOB, OMpenenatLmx
npasuna wuycrnosusa poctyna kcetam TCP/IP  gna ynpasneHus
paboToun y3noB ceTu.

SSH

Secure Shell- be3onacHass obonoyka. CeTeBOW NPOTOKON
NPWUKNAgHOro YPOBHS, MO3BONSAOWMKA  MPOU3BOAUTL  YAANEHHOEe
ynpasneHue ornepawmOHHOM cuctemom N TYHHenupoBaHue
TCP-coegnHeHun. lNosBonseTr BesonacHo nepenasaTtb
B HE3alUULWEHHOW cpede npakTudeckn nwbon [pyrom ceTteBow
NPOTOKOS.

SSL

Secure Sockets Layer — YpoBeHb 3allMLLEHHbIX COKeTOB. poTokon
lnpoBaHna gaHHblX, obecneuymBarowmin 6e30MacHOCTbL CBSA3U
npu nepegayvye gaHHbIX.

STP

Spanning Tree Protocol — [lpoTokon NoKpbIBalOLLEro Oepesa,
KaHanbHbIN NPOTOKON.

SVC

Scalable Video Coding - Macwrtabupyemoe BuaeokogMpoBaHme.
TexHonorns no3BonsieT nepedaBaTb B OOHOM MOTOKE HECKOMbKO
NoanNoOTOKOB BUAEO Pa3fIMYHOro KadecTBa.

TCP/IP

Transmission Control Protocol / Internet Protocol— [lpoTokon
ynpasneHuna nepegadven / MexceteBon npoTokon. Cemenctso
NPOTOKOSIOB, onpefensowmx obuwme npasuna 1 ycrnosus nepegaym
OAHHbIX MO NoKanbHbIM CETAM U CETU UHTEPHET.
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Transport Layer Security — be3onacHOCTb TPaHCMOPTHOrO YPOBHS.

TLS [MpoTokon obecneynBaeT 3alUULLEHHYIO nepedadvy AaHHbIX Mexay
y3namu B cetu VIHTepHeT.
User Datagram Protocol — Nonb3oBaTtensCkMn NpoTOKON nepenayn.
UDP [MpoToKON nNepefayn [gaHHblX, He Tpebylwmin noaTBeEpPXKOEHUS
npMemMa nakeTos.
UPNnP Habop ceTeBbix MPOTOKOMOB Af151 YHMBEPCANbHOWN aBTOMaTUYECKOM
HaCTPOMKM CETEBbIX YCTPOWCTB.
URL Uniform Resource Locator— YHU(UUMPOBaAHHbLIA  YyKasaTersb
pecypca.
VBR Variable Bit Rate — NepeMeHHbI BUTpPenT.
VLC CBoboaHbIN MeguanpourpbiBaTefb, NOAAEPXKMBAIOWMIA Pa3fNNYHbIE
doopmaTkl BOCMPON3BeaeHUS.
Wide Dynamic Range — PaclwmpeHHbIn ANHAMUYEeCKUA OnanasoH.
WDR AnnapaTHO-peanu3oBaHHaas QYHKUMA pacluMpeHns OAUHaMUYEeCKOro
avanasoHa  mMaTtpuubl  Ang KomMneHcauum — OOHOBOM  3aCBETKM
n3obpaxxeHus.
NK/NK-
Cwm. IR.
noacseeTka
K- MexaHnyeckn cosuraembin UK-ounbTp, pacnonoXeHHbln nepen
dunbTp | MaTpuuen Bnaeokamepbl Ana peanmsaunmn pexmnma «deHs/Houby.
M NHCTpYKUMS MO MOHTaXYy.
JIBC JlokanbHas BblMUCNUTESIbHAA CETb.
oC OnepaunoHHas cuctema.
MK [MepcoHanbHbIN KOMMbIOTEP.
Ocobbin cBOAg npaBun, npoueayp W YCnoBuKr, OnNpeaenstoLlmx
dopmaT M BPEMEHHYIK CTPYKTYpy nepedadn [OaHHbIX  MexXay
[MpoTokon |ycTponctBamn. Takke B NpoToKonax onpegensietca pasbueka

OaHHbIX Ha NaKeTbl, AENCTBMS NpU oMbKax M npoueaypbl KOHTPOIs
COCTOSIHUS NMIUHMM NepeaaYn OaHHbIX.
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rnc MacnoprT.

P3 PykoBoacCTBO Mo aKCnyaTtaunu.

Lir LleHTpanbHbIN npoueccop.

U/b YepHo/benbin.
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